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Introduction

This document provides a configuration example for setting up Protected Extensible Authentication Protocol
(PEAP) with Microsoft Challenge Handshake Authentication Protocol (MS-CHAP) version 2 authentication in a
Cisco Unified Wireless network with the Microsoft Internet Authentication Service (IAS) as the RADIUS server.

Prerequisites

Requirements

There is an assumption that the reader has knowledge of basic Windows 2003 installation and Cisco controller
installation since this document only covers the specific configurations to facilitate the tests.

Note: This document is intended to give the readers an example on the configuration required on MS server for
PEAP — MS CHAP Authentication. The Microsoft server configuration presented in this section has been tested
in the lab and found to be working as expected. If you have trouble configuring the Microsoft server, contact
Microsoft for help. Cisco TAC does not support Microsoft Windows server configuration.

For initial installation and configuration information for the Cisco 4400 Series Controllers, refer to the Quick Start
Guide: Cisco 4400 Series Wireless LAN Controllers.

Microsoft Windows 2003 installation and configuration guides can be found at |nstalling Windows Server 2003
ro E

Before you begin, install the Microsoft Windows Server 2003 with SP1 operating system on each of the servers
in the test lab and update all Service Packs. Install the controllers and lightweight access points (LAPs) and
ensure that the latest software updates are configured.

Components Used
The information in this document is based on these software and hardware versions:

Cisco 4400 Series Controller that runs firmware Version 4.0

Cisco 1131 Lightweight Access Point Protocol (LWAPP) AP

Windows 2003 Enterprise server (SP1) with Internet Authentication Service (IAS), Certificate Authority
(CA), DHCP, and Domain Name System (DNS) services installed

Windows XP Professional with SP 2 (and updated Service Packs) and Cisco Aironet 802.11a/b/g
Wireless network interface card (NIC)

Aironet Desktop Utility Version 4.0

Cisco 3560 Switch

The information in this document was created from the devices in a specific lab environment. All of the devices
used in this document started with a cleared (default) configuration. If your network is live, make sure that you
understand the potential impact of any command.



Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

PEAP Overview

PEAP uses Transport Level Security (TLS) to create an encrypted channel between an authenticating PEAP
client, such as a Wireless laptop, and a PEAP authenticator, such as Microsoft Internet Authentication Service
(IAS) or any RADIUS server. PEAP does not specify an authentication method, but provides additional security
for other EAP authentication protocols, such as EAP-MSCHAPV2, that can operate through the TLS encrypted
channel provided by PEAP. The PEAP authentication process consists of two main phases:

PEAP phase one: TLS encrypted channel

The Wireless client associates with the AP. An IEEE 802.11-based association provides an Open System or
Shared Key authentication before a secure association is created between the client and Access Point (LAP).
After the IEEE 802.11-based association is successfully established between the client and the Access Point,
the TLS session is negotiated with the AP. After authentication is successfully completed between the Wireless
client and IAS server, the TLS session is negotiated between them. The key that is derived within this
negotiation is used to encrypt all subsequent communication.

PEAP phase two: EAP-authenticated communication

EAP communication, which includes EAP negotiation, occurs inside the TLS channel created by PEAP within
the first stage of the PEAP authentication process. The IAS server authenticates the Wireless client with EAP-
MS-CHAP v2. The LAP and the Controller only forward messages between the Wireless client and RADIUS
server. The WLC and the LAP cannot decrypt these messages because it is not the TLS end point.

After PEAP stage one occurs, and the TLS channel is created between the IAS server and the 802.1X Wireless
client, for a successful authentication attempt where the user has supplied valid password-based credentials
with PEAP-MS-CHAP v2, the RADIUS message sequence is this:

1. The IAS server sends an identity request message to the client: EAP-Request/Identity.
2. The client responds with an identity response message: EAP-Response/ldentity.

3. The IAS server sends an MS-CHAP v2 challenge message: EAP-Request/EAP-Type=EAP MS-CHAP-
V2 (Challenge).

4. The client responds with an MS-CHAP v2 challenge and response: EAP-Response/EAP-Type=EAP-MS-
CHAP-V2 (Response).

5. The IAS server sends back an MS-CHAP v2 success packet when the server has successfully
authenticated the client: EAP-Request/EAP-Type=EAP-MS-CHAP-V2 (Success).

6. The client responds with an MS-CHAP v2 success packet when the client has successfully authenticated
the server: EAP-Response/EAP-Type=EAP-MS-CHAP-V2 (Success).

7. The IAS server sends an EAP-TLV that indicates successful authentication.
8. The client responds with an EAP-TLV status success message.

9. The server completes authentication and sends an EAP-Success message using plaintext. If VLANs are
deployed for client isolation, the VLAN attributes are included in this message.

Configure

This document provides an example for the configuration of PEAP MS-CHAP v2.

Note: Use the Command Lookup Tool ( registered customers only) to obtain more information on the
commands used in this section.

Network Diagram
This document uses this network setup:

Wireless LAN Controller (WLC)

Light Weight AP

S

Microsoft Windows 2003 Server (AD,
CA, DC, DHCP, DNS, IAS)

)

A}
_/ .
Wireless Client C1  Wireless Client C2

In this setup, a Microsoft Windows 2003 server performs these roles:

e Domain controller for the domain Wireless.com



e DHCP/DNS server

e Certificate Authority (CA) server

e Active Directory — to maintain the user database

e Internet Authentication Service (IAS) — to authenticate the Wireless users
This server connects to the wired network through a Layer 2 switch as shown.

The Wireless LAN Controller (WLC) and the registered LAP also connect to the network through the Layer 2
switch.

Wireless clients C1 and C2 will use Wi-Fi Protected Access 2 (WPA2) - PEAP MSCHAP v2 authentication to
connect to the Wireless network.

The objective is to configure the Microsoft 2003 server, Wireless LAN Controller, and Light Weight AP to
authenticate the Wireless clients with PEAP MSCHAP v2 authentication.

The next section explains how to configure the devices for this setup.

Configurations

This section looks at the configuration required to setup PEAP MS-CHAP v2 Authentication in this WLAN:
e Configure the Microsoft Windows 2003 Server
e Configure the Wireless LAN Controller (WLC) and the Light Weight APs
e Configure the Wireless Clients

Start with the configuration of the Microsoft Windows 2003 server.

Configure the Microsoft Windows 2003 Server

Configure the Microsoft Windows 2003 Server

As mentioned in the Network setup section, use the Microsoft Windows 2003 server in the network to perform
these functions.

e Domain controller — for the domain Wireless

DHCP/DNS server

Certificate Authority (CA) server

Internet Authentication Service (IAS) — to authenticate the Wireless users
e Active Directory — to maintain the user database

Configure the Microsoft Windows 2003 server for these services. Begin with the configuration of the Microsoft
Windows 2003 server as a Domain Controller.

Configure the Microsoft Windows 2003 server as a Domain Controller
In order to configure the Microsoft Windows 2003 server as a Domain Controller, complete these steps:

1. Click Start, click Run, type dcpromo.exe, and then click OK to start the Active Directory Installation
Wizard.

ve Directory Installal 23l x|

Welcome to the Active Directory
Installation Wizard

Thiz wizard helps you install Active Directory services on this
server, making the server a domain controller.

If this is the first time vou have installed Active Diectony, it is
recommended that you first read the overview in Active
Directory Help.

To continue, click Mest.

Cancel

2. Click Next to run the Active Directory Installation Wizard.



ve Directory Installation Wi _?..(.j

Operating System Compati ty
Improved security settings in\Windows Server 2003 affect alder versions of
Windows.

Diomain cortrallers running Windows Server 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
SBOUIE Way.

Some older versions of Windows, including ‘windows 95 and Windows NT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, some non‘Windows systeme, including
Apple Mac 05 & and SAMBA clients, might not meet these requirements.

For more information, see Compatibiity Help

Cancel

< Back

3. Inorder to create a new domain, choose the option Domain Controller for a new domain.

Active Directory Installation

Domain Controller Type
Specify the role you want this server to have.

Do pou want this server ta become a domain contraller for a new domain or an
additional domain controller for an existing domain?

& Domain controler for & new domair

Select this option to create a new child domain, new damain tree, or new farest.
This server will becorne the first domain controller in the nevw domain

£~ Additional domain contraller for an existing domain
& Proceeding with this oplion will delete all local accounts on this server.

All crpptographic keys will be deleted and should be exported befare
continuing.

&l encrypted data, such as EFS-encrypted files or e-mail, should be decrypted
before continuing or it will be permanently inaccessible

¢ Back i Mext > i Cancel

4. Click Next to create a new forest of domain trees.

Active Directory Installation Wizard x|

Create New Domain ,
Select which type of domain to create.

Create a new:

Select this option if thiz iz the first domain in your organization or i pou want the new
domain ta be completely independent of paur current farest.

£~ Child domain in an existing domain ree

If you want the new domain to be a child of an existing domain, select this option.
For example, you could create a new domain named

headguarters. example. microsoft. com as a child domain of the domain

example. microsoft.com.

£ Domain tree in an existing forest

If wou don't want the new domain to be a child of an existing domain, select thiz
option. This will create a new domain tree that is separate from any existing trees.

< Back I Mewt > I Cancel

5. If DNS is not installed on the system, the wizard provides you options with which to configure DNS.
Choose No, Just Install and Configure DNS on this computer. Click Next.



ve Directory Installal

Install or Configure DHS
“You can configure ar install Domain Maming Service [DNS] on this computer,

6. Type the full DNS name for the new domain. In this example Wireless.com is used and click Next.

Active Directory Installal

New Domain Name
Specify a name for the new domain

7. Enter the NETBIOS name for the domain and click Next. This example uses WIRELESS.

NetBIOS Domain Name
Specify a MetBIOS name for the new domain.

8. Choose the database and log locations for the domain. Click Next.



ve Directory Installation

Database and Log Folders
Specify the folders to contain the Active Directary database and log files.

For best perfformance and recoverability, stare the database and the log on zeparate
hard disks.

‘where do pou want to store the Active Directory database?

Database folder:

Browse... 1

‘Where do vou want to store the Active Directory log?

Log folder.

CAWINDOWSANTDS Browse... 1

< Back i Hext > i Cancel

9. Choose a location for the Sysvol folder. Click Next.

Active Directory Installation

Shared System Yolume
Specify the folder to be shared as the system valurne.

The SYSYOL folder stares the server's copy of the domain's public files. The contents
of the 575Y0L folder are replicated to all domain contrallers in the domain.

The 55%0L folder must be located on an NTFS volume.
Enter a location for the S75YOL folder.

Eolder location:

Brows 1

¢ Back i Mext > i Cancel

10. Choose the default permissions for the users and groups. Click Next.

Active Directory Installation Wizard

Permissions
Select default permissions for uzer and group objects.

Some server programs, such as Windows NT Femote Access Service, read information
stored on domain contrallers.

& Permizsions compatible with prewindows 2000 server operating systems

Select this option if you run server programs on pre-windows 2000 server operating
spstems or on Windows 2000 or Windows Server 2003 operating systems that are
members of pre-windows 2000 domains.

& Anonpmous users can read infarmation on this domain.

" Pemmissions compatibla only with Windows 2000 o Windaws Server 2003
operating systems
Select this option if pou run server programs only on Windows 2000 or ‘Windows
Server 2003 operating systems that are members of Active Directory domaing. Only
authenticated users can read information on this domain,

< Back i Mext > i Cancel

11. Set the Administrator Password and click Next.



ive Directory Installation Wiza x|

Directory Services Hestore Mode Administrator Password %

This password iz used when you start the computer in Directory Services Restore
Miode.

Type and confirm the pazzward pou want ta assigh ta the Administrator account used
when this server iz started in Directory Services Restore Mode.

The restore mode Administrator account iz different from the domain Administraton
account. The passwords for the accounts might be different, so be sure to remember

bath.
Fiestore Mode Password: iuﬂuu
Confirm password: iooouou|

For more information about Directory Services Restore Mode, see Active Directary Help.

< Back i Hext > i Cancel

12. Click Next to accept the Domain Options set previously.

e Directory Installation YWiza x|
Summary
Fieview and confirm the options you selected.
You chose tao;

Configure this server az the first damain controller in a new forest of domain tiees. :j
The new domain name iz W ireless.com. This iz also the name of the new forest.

The NetBlDS name of the domain is WIRELESS

Database folder: C:NWINDOWSANTDS

Loq file folder: C:AwINDOWSANTDS

SYSVOL folder: CAWINDOWSASYSWOL

The password of the new domain administrator will be the same as the password of
the administratar of this computer.

Tao change an option, click Back. To begin the operation, click Mest.

¢ Back i Mext > i Cancel ;

13. Click Finish to close the Active Directory Installation Wizard.

rectory Installation Yizai : x|

Completing the Active Directory
Installation Wizard

1active Directon iz now installed on this computer for the ‘zj
jomnain Wirsless. com.

hiz domain controller iz aszigned to the site
efault-First-Site-Mame. Sites are managed with the
ctive Directony Sitez and Services administrative tool

To cloge thiz wizard, click Finish.

14. Restart the server for the changes to take effect.

e Directory Instal =l

Windows must be restarted befare the changes made by the Active
Directory Inztallation wizard take effect.

Dion't Restart Naow

With this step, you have configured the Microsoft Windows 2003 server as a Domain controller and created a



new domain Wireless.com. Next configure DHCP services on the server.

Install and Configure DHCP Services on the Microsoft Windows 2003
Server

The DHCP service on the Microsoft 2003 server is used to provide IP addresses to the Wireless clients. In order
to install and configure DHCP services on this server, complete these steps:

1. Click Add or Remove Programs in the Control Panel.
2. Click Add/Remove Windows Components.
3. Choose Networking Services and click Details.

4. Choose Dynamic Host Configuration Protocol (DHCP) and click OK.

MNetworking Services

To add or remowe & companent, click the check bow. & shaded bax means that only part
of the component will be installed. To see what's included in a component, click Details.

Subgomponents of Networking Services
Diomain Mame System [DNS) 1.7MB =

h Hs i Pr 0.0MB
Internet Authentication Service 0.0 MB
Remote Access Quaranting Service 0.1 MB
RPC aver HTTP Prosy 0.0 MB

! Simple TCPAP Services 0.0 MB
| oo Windows Internet Name Service [wWINS] 0.9 B _:_j

Diescription:  Sets up a DHCP server that autamatically assigns temporary P
addrezses to client computers on the same network,

Total disk space required: 34 MB
Space availabls on disk: 72245 MB

5. Click Next to install the DHCP service.

Windows Components Wizard

Windows Components
“You can add or remave components of Windows.

To add or remove a component, click the checkbowx. A shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details.

Components:

g Internet Explarer Enhanced Security Configuration

tdanagement and Monitoring Tools

Other Metwork File and Print Services 0.0mE
# Pemnte Storane PRI

Diescription:  Containg a wariety of specialized, network-related services and protocals.

Total disk space required. 3.4 MB Det
Space avalable on disk: 72121 MB _..:?f'........j

¢ Back i Next > i Cancel i

6. Click Finish to complete the installation.



dows Components Wizard i _)_53

Completing the Windows
Components Wizard

“You have successhully completed the ‘Windows
Components Wizard.

To close thiz wizard, click Finish.

7. Inorder to configure DHCP services, click Start > Programs > Administrative tools and click the
DHCP snap-in.

8. Choose the DHCP server - tsweb-lapt.wireless.com (in this example).

9. Click Action and then click Authorize to authorize DHCP service.

|2 WAMT o

10. Inthe Console tree, right-click tsweb-lapt.wireless.com and then click New Scope to define an IP
address range for the Wireless clients.

11. On the Welcome to the New Scope Wizard page of the New Scope Wizard, click Next.

Welcome to the New Scope
Wizard

Thiz wizard helps you set up a scope for distributing [P
addreszes to computers on yaur netwark.

To continue, click Mest.

Cancel

12. On the Scope Name page, type the name of the DHCP scope. In this example, use DHCP-Clients as
the scope name. Click Next.



New Scope Wizard

Scope Hame
“Y'ou have to provide an identifying scope name. 'ou also have the option of
providing a description.

Type a name and descrption for thiz scope. This information helps you quickly identify
how the scope is to be used on pour network.

Name: IDHEP-Ehents

Diescription: IDHCP Server for wieless Clisnts

< Back I Hext > I Cancel

13. On the IP Address Range page, enter the start and end IP addresses for the scope, and click Next.

MNew Scope Wizard

IP Address Range
*t'ou define the scope address range by identifying a set of consecutive [P
addresses.

Enter the range of addresses that the scope distributes.
StartIP addiess: | 10 . 77 . 244 . 218

End IP address: 10077 2440218

A zubhet mask defines how many bits of an IP address to use for the network Asubnet
1Dz and haw many bits ta use for the host 1D, You can specify the subnet mask by
length or az an IP address

Length: 2 _lj

Subnet mask: 256 . .0

¢ Back I Mext > I Cancel

14. On the Add Exclusions page, mention the IP address that you would like to reserve/exclude from the
DHCP scope. Click Next.

New Scope Wizard

Add Exclusions
Exclusions are addreszes or a range of addreszes that are not distibuted by the
BEIVET

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address:
| . L A

Hemayve |

Ewxcluded address range:

< Back I Mext > I Cancel

15. Mention the lease duration in the Lease Duration page, and click Next.



Lease Duration
The lease duration specifies how long a client can use an IP address from this

FCOPE.

Leaze durations should typically be equal to the average time the computer is
connected to the same physical network. Faor mobile networks that consist mainly of
portable computers or dialup clients, shorter lease durations can be useful.
Likewige, for a stable network. that consists mainly of desktop computers at fiked
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Lirnited to:

Days: Houng: Minutes:

< Back i Hext > i Cancel

16. On the Configure DHCP options page, choose Yes, | want to configure DHCP Option now, and click
Next.

Configure DHCP Options
“r'ou have to configure the most common DHCP options before clients can use the

soOpe.

‘When clients obtain an address, they are given DHCP options such as the [P
addrezzes of routers [default gatewayz), DMS zervers, and WINS settings for that
SCOPE.

The settings you select here are for this scope and overide settings configured in the
Server Dptions falder for this server.

Do pou want to configure the DHCP options for this scope now?

£ Nes | want to configure these oplions novw

£ Mo, | wil configure these options latsr

¢ Back i Mext > ; Cancel i

17. |If there is default gateway router, mention the IP address of the gateway router in the Router (Default
Gateway) page, and click Next.

Router [Default Gateway)
“You can specify the routers, or default gatewaps, ta be distibuted by thiz scope.

To add an IP address for & router uzed by clients, enter the address below.
IP address:

10.77.244 220

< Back Mext > Cancel

18. On the Domain Name and DNS servers page, type the name of the domain that was configured
previously. In the example, use Wireless.com. Enter the IP address of the server. Click Add.



New Scope Wizard

Domain Name and DNS Servers
The Domain Mame System [DNS] maps and bianslates domain names used by

clients o your network.

*You cah specify the parent domain you want the client computers on your network to uze for
DNS name resolution,

Parent domain;  {/ireless.com

To configure scope clients to use DMS servers on wour network, enter the [P addresses for those

semvers.
Server name; IP addiess:
10.77.244.217
< Back Hext > Cancel
19. Click Next.

20. On the WINS Server page, click Next.

21. On the Activate Scope page, choose Yes, | want to activate the scope now, and click Next.

New Scope Wizard
Activate Scope
Clients can obtain address leazes only f a scope iz activated.

Do pou want to activate this scope now?

% e, | want to activate this scope nowe

€ Mo, | will activate this scope later

< Back i Mext > ; Cancel

22. On completing the New Scope Wizard, click Finish.

Completing the New Scope
Wizard

You have successfully campleted the New Scope wizard.

To close this wizard, click Finish

< Back Cancel

23. In the DHCP Snapin window, verify that the DHCP scope that was created is active.
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Now that the DHCP/ DNS is enabled on the server, configure the server as an enterprise Certificate Authority
(CA) server.

Install and Configure the Microsoft Windows 2003 Server as a Certificate
Authority (CA) Server

PEAP with EAP-MS-CHAPV2 validates the RADIUS server based on the certificate present on the server.
Additionally, the server certificate must be issued by a public certification authority (CA) that is trusted by the
client computer (that is, the public CA certificate already exists in the Trusted Root Certification Authority folder
on the client computer certificate store). In this example, configure the Microsoft Windows 2003 server as a
Certificate Authority (CA) that issues the certificate to the Internet Authentication Service (IAS).

In order to install and configure the certificate services on the server, complete these steps:

1.

2.

3.

Click Add or Remove programs in Control Panel.
Click Add/Remove Windows components.

Click Certificate Services.

Windows Components Wizard 2

Windows Components
Y'ou can add or remove components of windows.

To add or remove a component, click the checkbox. A& shaded box means that only
part of the companent will be installed. Tao see what's included in a component, click
Details.

Components:
| () Accessories and Utilties 49ME &
vl ﬁApplication Server 34.4 MB

E-mail Services
71 686 Faw Senvines

Description:  Installs a certification authority [C4) to issue certificates for use with
public key security programs.

Total disk space required 13.8 MB o
Space available on disk: F310.6 MB el

¢ Back I Next > I Cancel | Help |

Click Yes to the warning message, After Installing Certificate Services, the computer cannot be
renamed and the computer cannot join or be removed from a domain. Do you want to continue?

Ater instaling Certificabe Services, the machine name and domein membershin may not be changed s to the binding of the marhine neme to CA
! information stored in the Active Diractary. Changing the maching nams or Gomain membsaeship would invalidste the certficates seued from the CA.

Please ensure the proper machine name and d o instaling Cerbficate Services, Do you wark to conkinue?

bio

Under Certificate Authority Type, choose Enterprise root CA, and click Next.



Windows Components Wizard ‘_Z(_I

CA Type
Select the type af CA you wart to set up.

" Enterprize subordinate C&
" Stand-alone roak Cé,
" Stand-alone subordinate C&

Drescription of C& type
The mast trusted T in an enterprize. Should be installed before any ather CA.

I Use custom seftings to gererate the key pair and CA certificate

¢ Back I Next > I Cancel Help

6. Enter a name to identify the CA. This example uses Wireless-CA. Click Next.

Windows Components Wizard i(_l

CA Identifying Information
Enter informatian ta identify this Ca.

LCarmmon name far this C,
IWile\ess-E.ﬁl

Distinguizhed name suffie:
D C=wireless, DC=com

Preview of distinguished name:
CH=\wireless-Ca DC=Wireless DC=com

Walidity period Expiration date:

|5 IYears vl 12412/2012 7:01 PM

< Back I Next > I Cancel Help

7. A*“Cert Log” directory is created for certificate database storage. Click Next.

Windows Components Wizard __I

Certificate Database Settings

Enter locations for the certificate database, database log. and configuration
information.

LCerificate database:

Browse... |
Certificate databaze log,
IC:\W’INDDW’S\syslemBZ\CartLog Browse... |

I~ Stare configuration information in a shared folder
Shared folder:

I Biowee, .

7 Frecere existing certficate database

< Back I Next > I Cancel Help

8. IflISis enabled, it must be stopped before you proceed. Click OK to the warning message that I1S must
be stopped. It restarts automatically after CA is installed.




9. Click Finish to complete the installation of Certificate Authority (CA) services.

Windows Components Wizard : =

Completing the Windows
Components Wizard

You have successhully completed the ‘Windows
Components wizard

To close thiz wizard, click Finish.

The next step is to install and configure the Internet Authentication Service on the Microsoft Windows 2003
server.

Connect Clients to the Domain

The next step is to connect the clients to the wired network and download the domain specific information from
the new domain. In other words, connect the clients to the domain. In order to do this, complete these steps:

1. Connect the clients to the wired network with a straight through Ethernet cable.
2. Boot up the client and login with the username/ password of the client.
3. Click Start; click Run; type cmd; and click OK.

4. Atthe command prompt, type ipconfig, and click Enter to verify that DHCP works correctly and the
client received an IP address from the DHCP server.

5. In order to join the client to the domain, right click My Computer, and choose Properties.
6. Click the Computer Name tab.
7. Click Change.

8. Click Domain; type wireless.com; and click OK.

Computer Name Changes

You can change the name and the memberzhip of this
computer. Changes may affect access to netwark resources.

Computer hame:

iznt1

Full computer name:
Client1

Member of

& _Domain:

O Workgroup:

9. Type Username Administrator and the password specific to the domain to which the client joins. (This
is the administrator account in the Active Directory on the server.)



Enter the name and password of an account with permission

ko join the domain,

User name: |§ administr akaor V.| o

Password: | ssnsnnen |

10. Click OK.

11. Click Yes to restart the computer.

12. Once the computer restarts, login with this information: Username = Administrator; Password =
<domain password>; Domain = Wireless.

13. Right click My Computer, and click Properties.

14. Click the Computer Name tab to verify that you are on the Wireless.com domain.

System Properties

Femate |

General Computer Mame i Hardware I Advanced

windowes uzes the following information to'identify your computer
an the network.

Computer description:

For example; "Kitchen Computer” ar "Many's

Computer'.
Full computer name: Client1 ‘wireless.com
Domain: ‘wirgless.com
To uze the Metwork [dentification Wizard to join a Network |0
domain and create a local user account, click Network =

1D,

To rename this computer or join & domain, click Change.

& Changes will take effect after pou restart this computer.

Apply

15. The next step is to verify that the client received the CA certificate (trust) from the server.
16. Click Start; click Run; type mmc, and click OK.

17. Click File, and click Add/Remove snap-in.



Standalone | Extensions|

Usge thiz page to add of remove a standalone Snap-in from the conzole

Shap-ns added ta: |a Conzole Root

3 &

Drescription

Add..

18. Click Add.

19. Choose Certificate, and click Add.

Add Standalone Snap-in

Livailable Standalone Snap-ing:

Shap-in
%.NET Framewark 1.1 Configuration
Activex Cantral

@ Component Services
Computer Management
Device Manager

Dizk Defragmenter

Microsaft Corparation
Microsaft Carparation
Microsoft Corparation
Microsoft Corporation
icrozoft Corporation
Microzoft Corporation
icrozoft Corp, Executi

g Dizk Management Microzoft and VERITAS. .
Evvent Wiewer Microgoft Corporation

Folder Microsaft Carparation g
[rescription

The Cettificates shap-n allows you to browse the contents of the
cettificate stores for pourzelf, 3 service, or a compter

Add

20. Choose Computer Account, and click Next.

Certificates snap-in

{3 My uzer account
() Service account

(%) Compuiter account

Thiz shap-in will abways manage certificates far;

< Back

21. Click Finish to accept the default local computer.

(ErTE| ETm




Select the computer you want this snap-n to manage.

Thiz snap-n will alwaps manage:

() Local computer: [the computer thiz console is runking on)

) snother compiter: | i Browias.

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you zave the consale.

[ < Back ]£ Finizh ![ Cancel ]

22. Click Close, and click OK.

23. Expand Certificates (Local Computer); expand Trusted Root Certification Authorities; and click
Certificates. Find Wireless in the list.

B Pl Adien Ve Fawie Wk Hio
- BE LR XFE @

SERVICIOS DE CERTIFICACION - &.. . SERVICIOSOE CERT...

510 Secure Cher A Tz Secirs sl Sarver...  Sockta Interbancar .
514 Secure Serete CA ELET Secure Emsl, Server... Sockta Intubancar .
Swesromy Root A Ljznie Secure Emed, Sarvar..  Swbsshary Roct
Spante: Root A spizon: <At “Hhore>
T T class 1 €A L1z Secureened, s, 0T s
T TrestConter Class 2 CA iz Secure B, Server. .. TC Tt Cerer Clai .
T TrustCenter Class 3 CA u1jzmn Secure Emed, Server, ., T TnistCenker Ol
T TrostCerter Class & €A ttnts Secira Erad, Sarve. 1 TnustCartar Clas
TC TatCenter Toe Songig C4 L1201 T Starping 7 TrustCenker Trve...
a i Chart Apherticaen. .. Thanes Frrmr ..
w v ek Autherticaton... Thawts Personal Fre...
1 Chark Autherticaten. .. Thanks Persmrl Pee..,
@ s Serves Autrenticata . Thasts Privasm Ser
Thass Servr <8 L Sorver utberticnto...  Thanke Sereer CA
Thassz Tavestanging CA iz Tun Stamping Thants Tinestargn..
UTH - DATAC DD 56 S Server Muffenticabon  UTH- DATACoD 550
I LSSt Bt Jthenticatl.. LTNAISERFest-Chand Authentication... /019 SeureEmsd UTH - LSERFe-Chi....
=1 - eI Server Muthenticabion  LITH - LISERFirst-Har.
IS Lt Mabivesh Appleatiors  LTMLISER Pt Wbk Aplesbionss  1/10{2030 Secure Ermad, Sarvar...  UTH - LSERFest ..

TarDs T Starping, Code... UTH - LISERFest-Obtect

11 Secure Erad, Cofe 5., Vs Corma—dl..

Lo LBl SecureEned, CodeS... VerSgnCopnerdal .

e Secire Erd, CodeS... Vit It 5...
. LB Securs Ened, Code 5.,

ansimin Secure Ersd, Chor .
RS Secure Emad, Chond .
a0 Securs Emsd, Chert
s Serure Emad, Clend
sz Securs Erad, Chart

Secure Ermad, Cherd .
Secirs Ensd, Chert
Serure Ermad, Chart

24. Repeat this procedure to add more clients to the domain.

Install the Internet Authentication Service on the Microsoft Windows 2003
Server and Request a Certificate

In this setup, the Internet Authentication Service (IAS) is used as a RADIUS server to authenticate Wireless
clients with PEAP authentication.

Complete these steps to install and configure IAS on the server.
1. Click Add or Remove Programs in the Control Panel.
2. Click Add/Remove Windows Components.
3. Choose Networking Services, and click Details.

4. Choose Internet Authentication Service; click OK; and click Next.



Networking Services x|

To add or remove a companent, click the check box. & shaded bax means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcompanents of Metwarking Services:

B Domain Mame Systemn [DNS] 1.7MB =
Dynamic Host Configuration Protocol [DHCP) 0.0 MB
0.0 MB
Remote Access Quarantine Service 0.1 MB
RPC aver HTTP Proxy 0.0 MB
Simple TCP/IP Services 0.0 MB
Windows Internet Name Service [WINS) 0.9ME _ﬁ

Description:  Enables authentication, authorization and accounting of dial-up and YPN
uzers. 185 supports the RADIUS protocol

Total disk space required: 34 MB
Space available on dizk: T208.2 MB

cocs|

5. Click Finish to complete the IAS installation.

Windows Components Wizard =

Completing the Windows
Components Wizard

“You have successfully completed the ‘Windows
Components ‘wizard,

To cloge thiz wizard, click Finish.

6. The next step is to install the computer certificate for the Internet Authentication Service (IAS).

7. Click Start; click Run; type mmc; and click OK.

SlEE
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o] | @ A it Corvairs
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8. Click Console in the file menu, and then choose Add/Remove snap-in.

9. Click Add to add a snap-in.



10. Choose Certificates from the list of snap-ins, and click Add.

dd standalone Snaj

h MET Framework 1.1 Configuration  Microsoft Corporation
éE,\?\ctive Directory Domains and Trusts  Microsoft Corporation
@Active Direckory Sikes and Services  Microsoft Carporation
@Active Direckory Users and Compu...  Microsoft Carporation
g}ﬁnctivex Contral Microsoft Corporation
%ADSI Edit Microsoft Corporation
Authorization Manager Microsoft Corporation
ake Templates Microsoft Corporation

Microsaft Corporation

ation Authority Microsoft Corporation

11. Choose Computer account, and click Next.

ertificates snap-in

12. Choose Local computer, and click Finish.



Select the computer you want this snap-in to manage.

i~ Thig znap-in will always manage:

& | acal computer: [the computer this consale is wnning on

 Another computer i

I~ Allow the selectad computer to be changed when launching from the command line. This
orly applies if you save the conzole.

< Back l Finizh i Cancel

13. Click Close, and click OK.

14. Expand Certificates (Local Computer); right click Personal folder; choose All tasks and then
Request New Certificate.

SlEE
S

o] | @

... B bt wsricw .|| Covert [Cormebe i,

15. Click Next on the Welcome to the Certificate Request Wizard .

Welcome to the Certificate
Request Wizard

This wizard helps you request a new certificate fram a
cerkification authority (CA) in your domain.

A certificate, which is issued by a certification authority,
is a confirmation of vour identity and contains
information used to protect data or to establish secure
netwark connections,

A private key is the secret half of a public and private
key pair associated with a certificate. It is used to
digitally sign or decrypt data encrypted with the
carrespanding public key.

To continue, dick Mext,

Cancel

16. Choose the Domain Controller certificate template (if you request a computer certificate on a server
other than the DC, choose a Computer certificate template), and click Next.



Certificate Types

A certificate bype contains preset properties for certificates.

Select a certificate tyvpe for your request. You can access only certificate types that
vou have permissions Far and that are available from a trusted CA.

Certificate bypes:

Directary Email Replication

Daomain Controler Authentication

To select a cryptographic service provider and a Ca, select Advanced.

[~ advanced

< Back i Mext = i Cancel

17. Type a name and description for the certificate.

icate Request Wizard : _?__(_j

Certificate Friendly Name and Description

Y¥ou can provide a name and description that help wou quickly identify a specific
certificate.

Type a friendly name and description for the new certificate,
Eriendly name:
PEAP-Wireless

Drescription:
145 Server Certificate - 502, 1x Authentication

< Back. i Mext = i Cancel

18. Click Finish to complete the certification request wizard.

Cettificate Request Wizard

Completing the Certificate
Request Wizard

‘fou have successfully completed the Certificate
Request wizard,

‘You have specified the Following settings:
Friendly Name PEAP-Wireless
Computer Marne TSWEB-LAPT
Certificate Template  Domain Controller

< Back i Finish 1 Cancel

The certificate requesk was successful,

Configure the Internet Authentication Service for PEAP-MS-CHAP v2
Authentication



Now that you have installed and requested a certificate for the IAS, configure the IAS for authentication.
Complete these steps:

1. Click Start > Programs > Administrative Tools, and click Internet Authentication Service snap-in.

2. Right-click Internet Authentication Service (IAS), and then click Register Service in Active
Directory.
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3. The Register Internet Authentication Service in Active Directory dialog box appears; click OK. This
enables IAS to authenticate users in the Active Directory.

Toenable [45 ta nthe A L running [AS must be autharzed to read users” diakin properties from the: domain.

00 you wish B0 authorize this compater b read users' diakin properties fram the wireless,com domain?

|

4. Click OK in the next dialog box.

15 et d users dial-n damain \Wiebsss com.

"‘A To authorize this computer b read users’ diakin properties from cther domains, you must register this compater bo be a member of the RAS{IAS
Servers Group in that domain.

5. Add the Wireless LAN Controller as an AAA client on the MS IAS server.

6. Right-click RADIUS Clients, and choose New RADIUS Client.

| Bt en
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7. Type the name of the client (WLC in this case), and enter the IP address of the WLC. Click Next.



10.77.244. 210

8. On the next page, under Client-Vendor, choose RADIUS Standard; enter the shared secret; and click
Finish.

9. Notice that the WLC is added as an AAA client on the IAS.

10. Create a remote access policy for the clients.

11. In order to do this, right-click Remote Access Policies, and choose New Remote Access Policy.

12. Type a name for the remote access policy. In this example, use the name PEAP. Then click Next.



New Remote Access Policy Wi _?..(.j

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom palicy.

How do you want to set up this policy?

% Use the wizard to zet up a typical policy far a commaon scenario

£~ Set up a custom policy

Type a name that desciibes this policy.

Eolicy name: PEAPWirelesd

Example: Authenticate all WPH connections.

< Back i Mewt = i Cancel

13. Choose the policy attributes based on your requirements. In this example, choose Wireless.

New Remote Access Policy Wizard

Access Method
Puolicy conditions are bazed on the method uzed to gain access to the netwark.

Select the method of access far which pou want to create a palicy.

PN

Use for &l ¥PH connections. Ta create a policy for a specific VPN type, go back to the
previous page, and zelect Set up a custom policy.

" Dialup

Use for dial-up connections that uze a traditional phone ling or an Integrated Services
Digital Netwark [ISDM] line.

Use for wireless LAN connections only.

£~ Etherret
Use for Ethernet connections, such as connections that use a switch.

¢ Back i Mext > i Cancel

14. On the next page, choose User to apply this remote access policy to list of users.

New Remote Access Policy Wizard - x|

User or Group Access

Y'ou can grant access to individual users, or you can grant access to selected
gQroups.

Girant

cess based on the following:

User access permizzions are specified in the user account.

£ Goup
Individual user permissions override group permizsions.

< Back i Mext > i Cancel

15. Under Authentication Methods, choose Protected EAP (PEAP), and click Configure.



New Remote Access Policy Wizard

Authentication Methods
EAP uzes different types of security devices to authenticate users.

Select the EAF tupe for this policy.

Configure 1

< Back i Mewt = i Cancel

16. On the Protected EAP Properties page, choose the appropriate certificate from the Certificate Issued
drop-down menu, and click OK.

Protected EAP Properties

2ix

This server identifies itself to callers before the connection is completed.
Select the certificate that you want it to use as proof of identity.

Certificate issued

Friendly name: PEAP-Wireless
Issuer: Wireless-CA
Expiration date: 12/16/2008 5:53:02 P

™ Enable Fast Reconrect
Eap Types

Add Edit Remove i oK i Cancel

17. Verify the details of the remote access policy, and click Finish.

New Remote Access Policy Wizard x|

Completing the New Remote
Access Policy Wizard

You have successhully completed the New Flemate Access
Palicy ‘wizard. You created the following policy:

PEAPwireless

Conditions:

M&S-Pot-Type matches "wireless - Other OR “Wireless -
IEEE 80211"
Authentication: EAP[Protected EAP [PEAP])

Enciyption: Bazic, Strang, Strongest, Mo encivption

To close this wizard, click Finish

< Back Cancel

18. The remote access policy has been added to the list.
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19. Right-click the policy, and click Properties. Choose “Grant remote access permission” under “If a
connection request matches the specified conditions.”

Setftings

Specify the conditions that connection requests must match.

Palicy conditions:

ES | I3

Add. | Ede. Aemove |

|f connection requests match the conditions specified in this policy, the
azsociated profile will be applied ta the connectian

Unless individual access pemissions are specified in the user profile, this
palicy contrals access to the network.

If & connection request matches the specified conditions:
© Depy remote access pemission

% [Grant remote access pemission

ak. | Cancel Lappl

Add Users to the Active Directory

In this setup, the User database is maintained on the Active Directory.

In order to add users to the Active directory database, complete these steps:

In the Active Directory Users and Computers console tree, right-click Users; click New; and then click
User.

Tt A b
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In the New Object — User dialog box, type the name of the Wireless user. This example uses the name
WirelessUser in the First name field and WirelessUser in the User logon name field. Click Next.



3. Inthe New Object — User dialog box, type a password of your choice in the Password and Confirm
password fields. Clear the User must change password at next logon check box, and click Next.

New Dbject - User

4. Inthe New Object — User dialog box, click Finish.

.

MNew Dbject - User

5. Repeat steps 2 through 4 in order to create additional user accounts.
Allow Wireless Access to Users

Complete these steps:

1. Inthe Active Directory Users and Computers console tree, click the Users folder; right-click
WirelessUser; click Properties; and then go to the Dial-in tab.

2. Choose Allow access, and click OK.



Client 1 Properties

Fiemote contiol I Teminal Services Profile I COk+
General | Address | Account | Profile | Telephones | Qrganization
Member Of Dialin Ervviranment | Sessions

~Remate Access Permission [Diakin or YPH]

" Deny access

" Contral access through Hemote Sccess Eoficy

= ey Caller D

~Callback Optian:
& No Callhack
£ Set by Caller [Fouting and Flemote Access Service only]

7 Always Callback to: I
I fssign & Static [P Address I—

1 Apply Static Foutes

Define routes to enable for this Dial-in Cral e
connection .

Ok I Cancel | Apply |

Configure the Wireless LAN Controller and Lightweight
APs

Now configure the Wireless devices for this setup. This includes the configuration of the Wireless LAN
Controllers, Lightweight APs, and Wireless clients.

Configure the WLC for RADIUS Authentication through MS IAS RADIUS
Server

First configure the WLC to use the MS IAS as the authentication server. The WLC needs to be configured in
order to forward the user credentials to an external RADIUS server. The external RADIUS server then validates
the user credentials and provides access to the Wireless clients. In order to do this, add the MS IAS server as a
RADIUS server in the Security > RADIUS Authentication page.

Complete these steps:

1. Choose Security and RADIUS Authentication from the controller GUI to display the RADIUS
Authentication Servers page. Then click New in order to define a RADIUS server.

<)

QD HBE @ L

= gr-ax

Security RADILS Authentication Servers. > New cvack | apely
o 3 Sarver Indes (Priorty) 1

RAIUS Authentication

RADIUS Apxounting Server IPAddress

Local Nt Ussrs.

NAC Fitarivg Shared Bacrot Format

Disabled Clients
User Lagin Falicies
AP Polces Shared Sacret

Arcess Contral Lists

contirm Shared

tBSec Cortificates Sacrat aesseves
A Cartificata
10 Certfictts Kay Wrop D
Web Auth Certificate
Wireless Protecton Part Number 112
Palicins
Trustd aF Fulkies Sarver Status
Rague Ponties
Standard Signatures
Custom Srgnabures support for REG 3576

clisrs Exclusinn Prkces
AP Authenhication

Ratransmit Timeout 2| secands
Network User & Enabie
Management |&| enabie
Waee O Enable

2. Define the RADIUS server parameters in the RADIUS Authentication Servers > New page. These
parameters include the RADIUS Server IP Address, Shared Secret, Port Number, and Server Status.
The Network User and Management check boxes determine if the RADIUS-based authentication applies
for management and network users. This example uses the MS |IAS as the RADIUS server with IP
address 10.77.244.198.



Security RADIUE Authentication Servers Apply Haw

Call Station 1D Type [17 4

Ganaral
RADIUS Authentication
RADIUS Atcountng Credentials Caching [0
Local bt Upers
fe L Use AES Key Wrop [
User Legin Policies
AP Pobces

Access Contral Lists

iHE e Catifichias z] ] 1 1077244098 1maz Disabied Enatled Edt Remove Pit
A Cartificata
10 Certifictts

Web Auth Certificate.

Wireless Protection

Pulicies

retmark Server
epwert Managemest SV Server Address Part e Admin Status

Standard Signatures
Custom Sxnabires
clisst Exclusinn Pokices
AP Authenhication

3. Click Apply.

4. MS IAS server has been added to the WLC as a Radius server and can be used to authenticate Wireless
Clients.

Configure a WLAN for the Clients

Configure the SSID (WLAN) to which the Wireless clients connects. In this example, create the SSID, and name
it PEAP.

Define the Layer 2 Authentication as WPA2 so that the clients perform EAP based authentication (PEAP-
MSCHAPV2 in this case) and use AES as the encryption mechanism. Leave all other values at their defaults.

Note: This document binds the WLAN with the management interfaces. When you have multiple VLANSs in your
network, you can create a separate VLAN and bind it to the SSID. For information on how to configure VLANs
on WLCs, refer to VLANs on Wireless LAN Controllers Configuration Example.

In order to configure a WLAN on the WLC complete these steps:

1. Click WLANSs from the GUI of the controller in order to display the WLANs page. This page lists the
WLANS that exist on the controller.

2. Choose New in order to create a new WLAN. Enter the WLAN ID and the WLAN SSID for the WLAN,
and click Apply.

WLANS WLANS = New < Mark ansly |
WLANS Wi
ki LAN ID [a -
AP Groups VLA
WLAN 5810

3. Once you create a new WLAN, the WLAN > Edit page for the new WLAN appears. On this page you
can define various parameters specific to this WLAN that include General Policies, RADIUS Servers,
Security Policies, and 802.1x Parameters.



WLANS WLANS > Edit < nack Apply |

wLans wean 1D '
WLk,
O R Profile Name FEAR
WLAN SSID FLAP
Ganeral Palicies Security Palicies
Radio Pulicy ) =1 1Pt Enable r
drries Statue Fenibled
. [Wraewrez =
Session Timeask (sees) [0 baran 3 Sesuris LeWp
il
Quality of Survies {Qeg) [Eiver st efiemy =] A Kl
wnn Falicy Tiabied =] | &
7920 Phane Support  [€ent CAC Limit [ AP CAC Limit e Poliey *
Sevadeact 5510 Fenities
Aironet 12 Fenitied
Allow AAK Override I Enabied * Web Polcy cannot be wsed in combination with
1Pise.
Cant exchsion P trabind =+

&
** then dlient exclsion is ensbled, a Emeout
Tomoout Velus: (reca) vk of 2ero means infinity{will require

DHCP Server [ overide administrative override ko reset exchided clients)
" *** CHIP is not supported by L0xx APs

Onee add, Assignment [ Requiced

Interface wame mansgemeen =]

WP Varsian Requined L

MFP Signature

ok e P (gtshal D Disabled)

H-REAP Local Swibching [

* H-BEAP Local Seitching not supgorted with IPSEC, CRANITE and PORTEESS
suthentications.

4. Check Admin Status under General Policies in order to enable the WLAN. If you want the AP to

broadcast the SSID in its beacon frames, check Broadcast SSID.

Under Layer 2 Security, choose WPA1+WPA2. This enables WPA on the WLAN. Scroll down the page
and choose the WPA policy. This example uses WPA2 and AES encryption. Choose the appropriate
RADIUS server from the pull-down menu under RADIUS Servers. In this example, use 10.77.244.198 (IP
address of the MS IAS server). The other parameters can be modified based on the requirement of the
WLAN network.

Fing - Logout | Refrest

T WAL+ WPAZ B
Paramaters
i whaL poicy r
WiANs WPAZ Policy F
&P Groups VLAN WPAE Encryption Fazz  Cmae

Acth Kay Migent [ETy |

Click Apply.
Einei lllll!
L OR  WLANS ROLLER  WIRELESS
WLANS WLANS []
N
DL P AN wian ssio [
AP Groups VLAY
reap t eear Enabled  [WPAZJ[AMN(0Z.14) e Eam

* WLAN 1D% 336 il not be prashed 10 3139,1209 and 1240 AF modsd,

Configure the Wireless Clients

Configure the Wireless Clients for PEAP-MS CHAPv2 Authentication

This example provides information on how to configure the Wireless client with Cisco Aironet Desktop Utility.
Before you configure the client adapter, ensure that that latest version of the firmware and utility are used. Find
the latest version of the firmware and utilities in the Wireless downloads page on Cisco.com.

In order to configure the Cisco Aironet 802.11 a/b/g Wireless client adapter with the ADU, complete these steps:

1.

Open the Aironet Desktop Utility.
Click Profile Management, and click New to define a profile.

Under the General tab, enter the Profile name and SSID. In this example, use the SSID that you
configured on the WLC (PEAP).



Profile Management

Profile Settings
Profile Mame: IF'EAPVMS CHAP2 ;

Client Mame: iﬂ.lENT% i

Metwork Names
S5101:

S5ID2:

55103 i

4. Choose the Security tab; choose WPA/WPA2/CCKM; under WPA/WPA2/CCKM EAP, type choose
PEAP [EAP-MSCHAPVZ2], and click Configure.

Profile Management

[[Gensral | Secuity | Advanced |

Set Secuity Options

@ WRAAPAZ/ICCKM WPAMPAZICCKM EAP Type:
O WRAAWRAZ Passphrase
(@] 1A 802.1% EAP Tipe:

) Pre-Shared Kay [Stafic WEF]
) Nore

[ o, ] "Il Locked

[C] Limit Time for Finding Domain Controlles To:

Group Policy Delay: |80 ] sec

5. Choose Validate Server Certificate, and choose Wireless-CA under the Trusted Root Certificate
Authorities drop-down menu.



Configure PEAP (EAP-MSCHAP V2)

Lse Mackine frtarmabion for Dorair L

Yalidate Server |dentity

Trusted Root Certification Authorities

“when connecting, us
() Certificate
() User Mame and Password

Use Wwindows User Mame and Password
User Information for PEAF [EAP-MSCHAP V2] Authentication

Advanced.,

6. Click OK, and activate the profile.

Note: When you use Protected EAP-Microsoft Challenge Handshake Authentication Protocol Version 2
(PEAP-MSCHAPV2) with Microsoft XP SP2, and the Wireless card is managed by the Microsoft Wireless

Zero Configuration (WZC), you must apply the Microsoft hotfix KB885453. This prevents several issues
on authentication related to PEAP Fast Resume.

Verify and Troubleshoot

In order to verify if the configuration works as expected, activate the profile PEAP-MSCHAPV2 on the Wireless
client Clientl.

Action Options  Help

Current Status | Profile: M anagerent i Diagristics |

Cisco SYSTEMS

Profile Mami: - PEAPSCHAPY2

Link: Status; - Authenticated Netmark: Tppe:- |rfrastructire
wireless Mode; -5 GHz 54 Mbps Current Channel: 64
Server Based Authentication, . PEAF [E&P-MSCHAR V2] Data Encryption: AES

IF-Address 10.77.244.218

Signal Strength:

0 Excellent

Advanced

Once the profile PEAP-MSCHAPV2 is activated on the ADU, the client performs 802.11 open authentication and

then performs PEAP-MSCHAPV2 authentication. Here is an example of successful PEAP-MSCHAPv2
authentication.

Use the debug commands to understand the sequence of events that occur.

The Output Interpreter Tool ( registered customers only) (OIT) supports certain show commands. Use the OIT
to view an analysis of show command output.

These debug commands on the Wireless LAN Controller are useful.
e debug dotlx events enable —In order to configure the debugging of 802.1x events
e debug aaa events enable —In order to configure the debugging of AAA events

e debug mac addr <mac address> —In order to configure MAC debugging, use the debug mac
command

e debug dhcp message enable —In order to configure debug of DHCP error messages

These are the example outputs from the debug dot1x events enable command and debug client <mac
address> command.



debug dotlx events enable:

Tue Dec 18 06:58:45 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:45 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:45 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:e6:
Tue Dec 18 06:58:52 2007:
Entry for station 00:40:96:ac:e6:57 (RSN
Tue Dec 18 06:58:52 2007:

mobile 00:40:96:ac:e6

Tue Dec 18 06:58:52 2007:

mobile 00:40:96:ac:e6

Tue Dec 18 06:58:52 2007:

mobile 00:40:96:ac:e6

Tue Dec 18 06:58:52 2007:
Authenticating state for mobile 00:40:96:

debug mac addr <MAC Address>:

00:40:96:ac:e6:57
57
00:40:96:ac:e6:57
57 (EAP Id 2)
00:40:96:ac:e6:57
57
00:40:96:ac:e6:57
57
00:40:96:ac:e6:57
57 (EAP Id 3)
00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 3, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 4)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 4, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 5)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 5, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 6)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 6, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 7)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP 1d 7, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 8)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP 1d 8, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 9)

00:40:96:ac:e6:57 Received EAP Response from

57 (EAP Id 9, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57
00:40:96:ac:e6:57
57 (EAP Id 10)
00:40:96:ac:e6:57
57 (EAP 1Id 10, EAP
00:40:96:ac:e6:57
57
00:40:96:ac:e6:57
57 (EAP Id 11)
00:40:96:ac:e6:57
57 (EAP 1Id 11, EAP
00:40:96:ac:e6:57
57
00:40:96:ac:e6:57
57 (EAP Id 12)
00:40:96:ac:e6:57
57 (EAP Id 12, EAP
00:40:96:ac:e6:57
57
00:40:96:ac:e6:57

Received EAPOL START from

Sending EAP-Request/ldentity to

Processing Access-Challenge for

Sending EAP Request from AAA to

Sending EAP Request from AAA to

Received EAP Response from
Type 25)
Processing Access-Challenge for

Sending EAP Request from AAA to

Received EAP Response from
Type 25)
Processing Access-Challenge for

Sending EAP Request from AAA to

Received EAP Response from
Type 25)
Processing Access-Accept for

Creating a new PMK Cache
0)

00:40:96:ac:e6:57 Sending EAP-Success to
:57 (EAP 1d 13)
00:40:96:ac:e6:57
:57
00:40:96:ac:e6:57
57
00:40:96:ac:e6:57

Sending default RC4 key to
Sending Key-Mapping RC4 key to

Received Auth Success while in

ac:e6:57

Received ldentity Response (count=2)



Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Association received from
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 STA: 00:40:96:ac:e6:57 -
rates (8): 12 18 24 36 48 72 96 108 0 0 0 0O 0O 00O

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)
Change state to START (0)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Initializing policy

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Change state to AUTHCHECK (2)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 AUTHCHECK (2)
Change state to 8021X_REQD (3)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 8021X_REQD (3)
Plumbed mobile LWAPP rule on AP 00:0b:85:51:5a:e0

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Changing state for

mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associate

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Stopping deletion of
Mobile Station: 00:40:96:ac:e6:57 (callerld: 48)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Sending Assoc Response to
station 00:40:96:ac:e6:57 on BSSID 00:0b:85:51:5a:e0 (status 0)

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Changing state for

mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associate

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 Removed NPU entry.
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 dotlx - moving

mobile 00:40:96:ac:e6:57 into Connecting state
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Sending EAP-

Request/Identity to mobile 00:40:96:ac:e6:57 (EAP Id 1)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Received EAPOL START from

mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 EAP State update from

Connecting to Authenticating for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 dotlx -

moving mobile 00:40:96:ac:e6:57 into Authenticating state
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Req state (id=3) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP 1d 3)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP 1d 3, EAP Type 25)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Req state (id=4) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP 1d 4)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP 1d 4, EAP Type 25)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Req state (id=5) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP 1d 5)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 5, EAP Type 25)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Entering Backend Auth Req state (id=6) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP 1d 6)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 9, EAP Type 25)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Entering Backend Auth Req state (id=10) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP 1d 10)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP 1d 10, EAP Type 25)



Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Entering Backend Auth Req state (id=11) for mobile 00:40:

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Entering Backend Auth Response state for mobile 00:40:96:

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Processing Access-Accept for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

ac:e6:57

96:ac:e6:57
(EAP Id 11)
Id 11, EAP Type 25)

ac:e6:57

Creating a new PMK Cache Entry for station 00:40:96:ac:e6:57 (RSN 0)

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57

Sending EAP-Success to mobile 00:40:96:ac:e6:57 (EAP Id 12)

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Sending default RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Sending Key-Mapping RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218
8021X_REQD (3) Change state to L2AUTHCOMPLETE (4)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218

L2AUTHCOMPLETE (4) Plumbed mobile LWAPP rule on AP 00:0b:

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218
L2AUTHCOMPLETE (4) Change state to RUN (20)

85:51:5a:e0

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN

(20) Reached PLUMBFASTPATH: from line 4041

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN

(20) Replacing Fast Path rule
type = Airespace AP Client
on AP 00:0b:85:51:5a:e0, slot O, interface = 2

ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenlID = 5006
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)

Card = 0 (slot 0), InHandle = 0x00000000,
OutHandle = 0x00000000, npuCryptoFlag = 0x0000

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN

(20) Successfully plumbed mobile rule (ACL ID 255)

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN

(20) Reached RETURN: from line 4041

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 Entering Backend

Auth Success state (id=12) for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 Received Auth Success
while in Authenticating state for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 dotlx -
moving mobile 00:40:96:ac:e6:57 into Authenticated state

Note: If you use the Microsoft Supplicant to authenticate with a Cisco Secure ACS for PEAP authentication, the

client potentially does not authenticate successfully. Sometimes the initial connection can authenticate

successfully, but subsequent fast-connect authentication attempts do not connect successfully. This is a known

issue. The details of this issue and the fix for the same are available here .
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