Planning Redundancy

Building redundancy into your Cisco EGW 2200 application is recommended to maximize uninterrupted service if there is a component or network failure. Cisco EGW 2200 applications have been designed to make optimum use of redundant components, providing automatic switchover and maintenance of call data during periods of critical hardware or software problems. 

This topic describes these redundancy options and what you can expect when a component or network failure occurs. 
Duplex Cisco EGW 2200 Configuration
With any application, you can ensure that call data is maintained on the Cisco EGW 2200 by using a duplex configuration—two Cisco EGW 2200 systems, one active and one standby at any given time. If a critical hardware or software problem occurs on the active system, there is an automatic switchover of call control functions and the standby system becomes active. 
In addition to call control software, the Cisco EGW 2200 also includes an HSI (H.323 signaling interface) server providing the H.323 interface to the Cisco CallManager and an H.225 gatekeeper-controlled trunk to the Call Manager cluster. See Cisco EGW HSI under IP PBX Using Cisco CallManager for details on its behavior. 
Fault-Tolerant Requirements
· Two Cisco EGW 2200 systems are deployed, each using the same platform and software release. Cisco MCS 7825 and 7835 are considered the same platform; Cisco MCS 7845 is a different platform.
· The initially active Cisco EGW 2200 is configured for fault tolerance, as described in Configuring Cisco EGW, Deploy Cisco EGW as a fault tolerant pair. 

Behavior When the Active Cisco EGW 2200 Fails
When the active system fails and a switchover is made, this is what happens:
· All active calls are preserved. 
· In progress calls–calls that have been initiated but not answered–are lost..
· The new active system is ready to accept calls.
Note: If Route Optimization is in progress for a transferred call when the switchover occurs, the call may be lost.

Redundant Configurations for Cisco EGW 2200 Applications
IP PBX Using Cisco CallManager
For optimum redundancy, deploy the following components for a Cisco CallManager application (one Cisco CallManager cluster):

· A duplex Cisco EGW 2200 configuration—Two Cisco EGW 2200 systems deployed in fault-tolerant mode
· Two Cisco CallManager nodes in the Cisco CallManager cluster. The cluster may include a greater number of Cisco CallManager nodes, but only two can be provisioned by the Cisco EGW 2200.
· Two H.323 gatekeepers (required, not optional).
· Two DPNSS media gateways

The recommendations and behavior of each of these redundant configurations under failure conditions is described below.
Duplex Cisco EGW 2200 in Cisco CallManager Applications
Basic requirements and call control behavior are described in Duplex Cisco EGW 2200 Configuration.
The HSI in a Cisco EGW 2200 system is active regardless of whether the Cisco EGW call control system is active or standby. In a duplex configuration, the two active HSIs provide loadsharing, with each HSI handling call processing.
Behavior When an Active HSI Fails

This is what happens when one of the active HSIs fails (since both HSIs are active, the same thing happens whether the HSI is on the active or the standby Cisco EGW):

· All calls associated with that HSI are lost.
· The Cisco EGW 2200 releases the affected calls with temporary failure.
· New call setups continue on the other active HSI.
Line and Device Status, XML Display Updates, and DPNSS Call Back Features
The Cisco EGW 2200 call control software uses two interfaces to a Cisco CallManager:

· A single QBE over TCP connection to the CTI (computer telephony integration) manager on the Cisco CallManager. This connection is used for monitoring line and device status and for XML updates to phone displays.

· A single AXL (Cisco AVVID XML) over TCP connection. This connection is used to query the Cisco Call Manager database Publisher. The database is used for advanced DPNSS call back features.
Note: In large Cisco CallManager clusters, the Database Publisher may reside on a separate machine. Each Cisco CallManager node then includes a Database subscriber.

Both TCP connections are established by the Cisco EGW acting as a client. They are persistent connections established as soon as the Cisco EGW transitions to the active state. (Only the active Cisco EGW has TCP connections.)
Setting up the Cisco EGW 2200 to communicate with two Cisco CallManagers (“nodes”) in the cluster allows the secondary CTI or AXL interface to be used if the primary CTI or AXL interface fails. 

Behavior When an Interface Fails

If a Cisco CallManager or Cisco EGW HSI node fails, the TCP connections associated with those calls are lost, and so are all calls (whether active or in progress) associated with that node. 

However, with two Cisco CallManager nodes, new calls can be set up even if one of these nodes fails (but performance will decrease until the failed node recovers).

The failover of the EGW will not impact the stable H.323 calls.  However, non-stable calls will be lost.
H.323 Calls
The H.323 gatekeeper manages the redundancy and loadsharing for H.323 calls. Before a new call is set up, each end of the call (the Cisco EGW HSI and Cisco CallManager) checks with the H.323 gatekeeper to get the IP address of an available interface on the other end (Cisco CallManager or HSI respectively). Because this gatekeeper function is required for call setup, two gatekeepers deployed redundantly are required. 

Behavior When a Gatekeeper Fails

The Cisco EGW HSI and Cisco CallManager support discovery of one or multiple gatekeepers. If one fails, the other continues call setup. If both fail, the Cisco EGW 2200 cannot set up new H.323 calls. 
Behavior When the Active Cisco EGW Fails

Cisco EGW does not currently support H.323 Annex E or Annex R.  Therefore, if the active Cisco EGW fails the H.323 calls allocated to that host are terminated. New calls are handled by the newly active Cisco EGW.
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Requirements

On the Cisco EGW 2200, provision two remote IP addresses, one for each of the Cisco CallManager nodes. 
Gatekeeper: Set the re-registration interval to a low value (recommended #???) so that failures of the Cisco EGW HSI or Cisco CallManager are quickly detected. 
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