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THE CISCO SECURE WIRELESS OFFICE SOLUTION FO

Deploying advanced applications enables small and medium-sized businesses (SMBs) to increase 

employee productivity, collaboration, customer responsiveness, and profitability. The Cisco

 

®

 

 Secure 

Wireless Office Solution is comprehensive, tailored, and integrated to help SMBs create an intelligent, 

empowered environment. The Cisco Secure Wireless Office Solution is comprised of routers, access 

points, and switches.

Cisco Systems provides blueprints for extending network capability to support advanced applications 

in businesses that have 20 to 500 users. These blueprints are based on Cisco’s extensive experience in 

creating networks for successful SMBs.

• Cisco secure wireless blueprints for SMBs are formulated according to size:

• Secure Wireless Blueprint: 20 to 100 user ports per site

• Secure Wireless Blueprint: 100 to 250 user ports per site

• Secure Wireless Blueprint: 250 to 500 user ports per site

 

Figure 1: Network Diagram for SMBs with 20–100 User Ports per Site
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Figure 2: Network Diagram

Cisco
Catalyst Switch

Cisco PIX Firewall

External Servers

Desktops/
Laptops

Cisco Security

100 Mbps/GE

100 Mbps/GE

100 Mbps/GE

100 Mbps/GE

Corporate Servers
Cisco Security Agent

Cisco Catalyst
Switches

Main Business Location

100–250 Users

Si
Cis
Sw

Con

WAN
Firewall 

Optional W
Teleworker

Internet

Desktops/Laptops
Cisco Security Agent

Broadband
Modem*

Firewall + 
Optional 
Wireless

Cisco
Catalyst
Switches

Desktops/Laptops
Cisco Security Agent

100 Mbps/GE

Corporate Servers
Cisco Security Agent

802.11-Enabled Laptop
Cisco Security Agent

802.11-Enabled Laptop
Cisco Security Agent

* not required by all service providers

Laptop Cisco
Security Agent

Agent 



 

Figure 3: Netwo

Busi

 

The C

and n

collab

allow

offere

  

offeri

Cisco
Catalyst

Switches
Si

Ca

Cisco PIX Firewall

External Servers

Desktops/
Laptops

Cisco Security
Agent

100 Mbps/

100 Mbps/GE

100 Mbps/GE

100 Mbps/GE

Corporate Servers
Cisco Security Age

Main Business L

250–500 Users

C
O

 

tralizes networking management, eliminating the nui-

f voice, video, and data fosters employee productivity, 

 the Cisco Secure Wireless Office Solution pervasively 

ponents provide a single-source solution that is easy to 

  

bles an array of wireless, security, and IP 

sive package that can be customized to suit individual 

s Office Solution includes:

 

ription

 

ides enhanced sophistication in SMB routing, 
rating wireless directly onto the router for simplified, 
re wireless access

  

ide a highly secure, standards-based solution that 
s a unique mix of flexibility and manageability

  

nd the network's security and services to users 
ghout the wired and wireless network
rk Diagram for SMBs with 250–500 User Ports per Site

Teleworker

Private
WAN

Public
Internet

Cisco
Catalyst

Switches

Branch
Servers

Desktops/Laptops
Cisco Security Agent

Desktops/Laptops
Cisco VPN Client
Cisco Security Agent

Broadband
Modem*

Firewall + 
Optional 
Wireless

Remote

Site

Cisco
talyst Switch

GE

nt

ocation

Si

100 Mbps/GE

Cisco Aironet
Access Point

802.11-Enabled Laptop
Cisco Security Agent

hassis-based
R stackables

Cisco Aironet
Access Point

802.11-Enabled
Laptop Cisco
Security AgentCisco Catalyst

Switch

VPN
Concentrator

* not required by all service providers

Access Router WAN + 
Firewall +VPN + IDS

Access Router
WAN + VPN

 + IDS

The Cisco Secure Wireless Office Solution is:

• Comprehensive—One complete solution cen

sance of maintaining a multisource network.

• Reliable and responsive—The convergence o

satisfaction, and collaboration.

• Secure—Security technologies embedded into

protect the SMB network.

• Cost-effective—Integrated, interoperable com

deploy today and simple to scale tomorrow.

Solution Components

The Cisco Secure Wireless Office Solution assem

Communications capabilities into a comprehen

system specifications. The Cisco Secure Wireles

Products and Technologies Desc

A new portfolio of Cisco integrated 
services routers

Prov
integ
secu

Cisco Aironet® access points Prov
offer

Cisco Catalyst® switches Exte
throu
ness Benefits

isco Secure Wireless Office Solution enables employees to securely access communications tools 

etwork resources from anywhere inside the office, so that they can be more productive, 

orative, and responsive to customers. The modularity of the Cisco Secure Wireless Office Solution 

s organizations to add components or capacity as business needs dictate. Cisco solutions are 

d with the industry-leading technical support services available through Cisco SMARTnet® service 

ngs.
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