Cisco SYSTEMS

Q&A

CISCO I0S IP SERVICE LEVEL AGREEMENTS

OVERVIEW

Q. What are Cisco I0S IP Service Level Agreements?

A. Cisco IOS IP Service Level Agreements (SLAs) iscfiomality to perform network performance measurnetwéthin Cisco Systenigdevices.

It allows Cisco customers to understand IP seneicels for IP applications and services, increaselyctivity, lower operational costs, and reduce
the frequency of network outages. Cisco IP techyobnd SLAs are converging and extending IP perfmce monitoring to be application aware,
which is critical for new IP network applicationsch as voice over IP (VolP), audio and video, gnise resource management (ERP), customer
relationship management (CRM), material requiresetanning (MRP), and VPN. SLA measurements wigmiriP network must be end to end,
embedded for accuracy, flexibility, and cost-effieeness. Cisco I0S IP SLAs uses unique servicd-ssrance metrics and methodology to
provide highly accurate, precise service-level esste measurements. It allows the user to verifyice guarantees, increases network reliability
by validating network performance, proactively itiées network issues, and eases the deploymeméwfIP services.

Cisco I0S IP SLAs uses active traffic monitoring—tfemeration of traffic in a continuous, reliabladaredictable manner—for measuring
network performance. Cisco |IOS IP SLAs activelydsedata across the network to measure performartaeén multiple network locations or
across multiple network paths. It uses the timeptarformation to calculate performance metrics sagljitter, latency, network, and server
response times, packet loss, and mean opinion.score

Q. How can Cisco customers use Cisco I0S IP SLAs?
« Performance visibility for VolP, video, businesgtical applications, Multiprotocol Label Switchif§yIPLS), and VPN networks

« Service-level agreement monitoring

« Network performance monitoring

¢ IP service network health readiness or assessment
« Edge-to-edge network availability monitoring

« Business-critical applications performance monitgri
« Network operation troubleshooting

Q. What benefits will customers realize with Cisco IPSSLAs?
« Enables customers to deploy new applications aruices with complete confidence. Performance viigjhireduced deployment time for new
applications, enhanced acceptance of businessatiservices, and proactive identification of issaeaforce higher reliability.

« Verifies and monitors quality of service (QoS) atiffierentiates service levels.
« Creates higher end-user confidence and satisfaction
« Continuously, reliably, and predictably measurdsvoek performance.

Q. Why is Cisco I0OS IP SLAs unique in the market?

A. SLAs measurement has been available for many yeatrshe combination of IP services, end-to-endsngament, and application awareness
is unique to Cisco and better than the traditi@pgdroach. This traditional SLA is a fixed circuitdapoint to point, in no way indicative of the end-
to-end experience of the end user and the usegppfcation.
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Q. What is a service-level agreement?
A. A service-level agreement (SLA) is a contract betwthe network provider and its customers, or betvan IT department and internal
corporate customers. It provides a form of guamtdecustomers with regard to the level of useeédgpce.

Typically, an SLA contains the following levels gfiarantee:

« Network availability (for example, 99 percent oéttime)

« Network performance (for example, the round-trifagiés less than three seconds 95 percent of iting) ti
« Latency, jitter, packet loss, Domain Name System$Plookup time, and Website response time

« Help desk hours (for example, 24 hours a day)

* Trouble response time (for example, within threarsp

Resolution time (for example, within one day)

Reimbursement schedule if any of the threshold®iated

Is Cisco IOS IP SLAs an IETF standard?
Work is under way, and standardization is planidahy of the protocols used by IP SLAs are curretElyF standards.

What Cisco hardware supports Cisco |IOS IP SLAs?
Other than the Cisco Catalygt500 Series Switch, all Cisco hardware that ruisslOS Software supports Cisco 10S IP SLASs.

. How do customers benefit from providing SLAs toitleeistomers?

- The network has become increasingly critical fastomers, and any downtime or degradation can aglydrapact revenue. Companies need
some form of predictability with regard to IP sees, regardless of the cost. An SLA provides weflred expectations for the provider of the SLA
and a customer. The IT department can use the & Rarify that the service provider is meetingatsn SLAs and will thus induce payback for
violations. Service providers experience highefiproargins, enhanced customer satisfaction arghtiein, and better competitive position. The

IT department has the capability to define serlawels for critical business applications. Its effeeness is largely judged by network efficiency
and user experience. An SLA can also be used dsalis for planning budgets and justifying netwexpenditures. Administrators can ultimately
reduce the mean time to repair by proactively thodpnetwork issues. They can change the netwonkigaration based on optimized performance

>0 PO PO

metrics.
MEASUREMENTS AND CALCULATIONS
Q. What type of measurements can Cisco I10S IP SLAppeP

Table 1. Cisco I0S IP SLAs Operations and Applications

Application Operation Type Measurement Capability Comment

VoIP Network Assessment  User Datagram Protocol (UDP) * Round-trip delay, one-way delay, one-way Most common operation for

and VolP Performance Jitter for VolP jitter, one-way packet loss. networks that carry voice
Monitoring and * VoIP codec simulation G.711 ulaw, G.711. traffic, video, or UDP jitter-
Diagnostics alaw, and G.729a. sensitive applications
¢ MOS and ICPIF voice quality scoring . . y
L Requires Cisco endpoints.
capability.

« One-way delay requires time
synchronization between the Cisco IOS IP
SLAs source and target routers.
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Application

Application Simulation,
End-to-End Availability
Testing

IP Performance
Measurements

Server and Application
Response Time
Measurements

DNS Server Performance
Monitoring,
Troubleshooting

Dynamic Host
Configuration Protocol
(DHCP) Server
Performance Monitoring,
Troubleshooting

File Transfer Performance

Website Performance
Monitoring

Troubleshooting and
Availability Measurement,
Measurements to any IP
Device

Troubleshooting

Troubleshooting

Application Monitoring

Operation Type
UDP Echo

UDP Jitter

TCP Connect

DNS

DHCP

FTP

HTTP

ICMP Echo

ICMP Path Echo

ICMP Path Jitter

Application Performance
Monitor (APM)

Measurement Capability Comment

Round-trip delay

* Round-trip delay, one-way delay, one-way Most common operations

jitter, one-way packet loss. for measuring IP networks.

« One-way delay requires time VolIP and video are the

synchronization between the IP SLAs

rimary applications.
source and target routers. P y app

Connection time Useful for simulating a

TCP-based application
response time

DNS lookup time

Round-trip time to get an IP address

Round-trip time to transfer a file

Round-trip time to get a Webpage

Round-trip delay

Round-trip delay for the full pafhe path
can be discovered by “trace route” or loose
source routing (LSR).

Round-trip delay, jitter, and petcloss for
the full path

Network delay for specific applications

DLSw Peer Tunnel Data Link Switching (DLSw+)  Peer tunnel performance

Performance Monitoring

Q. What applications from Cisco and other companiesQisco I10S IP SLAs measurements?
A. Many of the major performance-monitoring applicataised in networks support Cisco 10S IP SLAs. Whémird-party application uses
Cisco I0S IP SLAs to collect or configure measuretsgit generally uses Simple Network Managemeatdeol (SNMP) for the interface.
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For additional information, please vigitvw.cisco.com/go/ipsla/

GENERAL INFORMATION

Q. What is Cisco IOS IP SLAs Responder?

A. When a Cisco Router has been designated to refilystm 10S IP SLAs test packets, configuring ibtoa Cisco I0S IP SLAs Responder
provides greater accuracy in the measurementsteBpender can utilize MD5 authentication for sewyithe control protocol exchange.

After the initial exchange, the responder cantigeCisco 10S IP SLAs test packets in the portiessted by the Cisco IOS IP SLAs source.
Upon receiving the test packets, it captures thedtamps when the packets arrive, as well as wWieereplies leave. These timestamps help
the Cisco 10S IP SLAs source to make accurate siseggs on one-way delay and the processing tirtieeitarget routers.

Cisco I0S IP SLAs Responder can be enabled fofolleving operations:

« UDP Echo

« UDP Jitter

e TCP Connect

« Application Performance Monitor

Q. How can Cisco I0S IP SLAs troubleshoot the network?
A. Cisco IOS IP SLAs can be configured with thresholleen the performance level crosses the threshGidso I0S IP SLAs can generate
SNMP traps to notify applications. This helps ttedea potential problem.

Additionally, a network administrator can obtairpHoy-hop performance information using Cisco IOSSIFAs ICMP Path Echo and Path Jitter
operations. This isolates any performance bottlenec

Q. What is a dedicated (shadow) SLAs router? Whatrerdenefits?

A. The dedicated or SLAs router is used exclusivetyfisco IOS IP SLAs operations and is connectetiécedge routers to simulate the
customer network traffic. It is typically a Cisc6@), 2800, 3700, 3800, or 7200 Series Router. SbAters are particularly useful for point-of-
presence (POP) or hub sites to gain access tornmateitoring, which requires thousands of Cisco IBSSLAs operations. The number of
dedicated routers will scale with the number ofeascrouters that Cisco I0OS IP SLAs is monitoring.

A dedicated router reduces the resource impactiamapy routers. It enables the upgrade of Cisco IPSLAs features without affecting normal
operations and is independent from Cisco 10S Soéwaages in the production network.

Q. How can Cisco I0S IP SLAs monitor different classéservices?
A. Cisco IOS IP SLAs can be configured to monitoratiéiht classes of services, if the differentiatedises code point (DSCP) bits are
configured with the TOS command.

This command is supported by all Cisco 10S IP Sbaserations. The feature is available in ReleasTland all subsequent releases.

Q. How is round-trip delay calculated?
A. This represents the time between sending the éekiep and receiving a reply, subtracting the prsingstime on the source and end routers.
Round-trip delay is calculated by recording theeitamps.

The processing time on the end routers is onlysasskfor operations that involve the responderchvhiill increase the accuracy of round trip time
measurements as compared to traditional ICMP pieasurements.
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Q. How is one-way delay calculated?
A. One-way delay is the time delta of the time thé pesket goes out and the time when the test packiges at the responder.

The UDP Jitter Operations are the only operatibas ¢an compute one-way delay measurement. Theoetel must enable the Cisco I0S IP
SLAs responder, as well as the time-synchronizatfcthe source and end routers. The time synchatiniz is usually implemented with network
time protocol (NTP) and an accurate reference cfockiming.

Q. How is jitter calculated?

A. litter is the variance of delay. The Cisco 10S LAS;jitter operation sends out multiple packetshwatjual time spacing between each interval.
The jitter is then calculated as the variance efrthund-trip delay measurements. One-way jittoissible using without time synchronization of
the clocks.

UDP Jitter and ICMP Path Jitter operations can mmegiitter. The minimum number of packets for meamyijitter is three; however, ten is the
default, with twenty ms time spacing.

Q. How can measurement information be retrieved frast€IOS IP SLAS?
A. The measurement can be retrieved using Cisco I08n@md Line Interface (CLI) or SNMP. The measuremane stored in the RTTMON
MIB. The SNMP MIB is available ahttp://tools.cisco.com/ITDIT/MIBS/servlet/index

Q. How granular are Cisco I0S IP SLAs measurements?
A. Submillisecond (ms) accuracy is available.

Q. Why does the UDP lJitter operation obtain more ateumeasurements than operations based on In@onétol Message Protocol (ICMP)?
A. The UDP Jitter operation uses the responder tlaiges information on the processing delay in the muter. It then subtracts that
information from both the one-way and round-tripasigrements. Tests have shown that processing fielayrouter under load can produce
large inaccuracies when using ICMP. The tests shaecuracy by as much as 30 times the actual deé&gsurement.

Q. What methods are available to monitor service-lpesformance?
A. There are two primary dimensions to performanceitadng: where and how the measures are completed.

A measurement may reside in a dedicated applidfis.approach allows network providers to monitgiven link by deploying hardware-
based probes next to both the source and targetrsoWVhile it is feasible to monitor performan@dvieen a limited number of routers, it is
cost prohibitive to monitor hub-to-CPE, as the nemiif CPEs tends to be large.

Cisco I0S IP SLAs is embedded in Cisco I0S SoftwBseincluding the measurement capabilities inrthaer, the Cisco 10S IP SLAs approach
eliminates the need to deploy additional appliantasrefore, there is no additional cost, trainimgmaintenance to deploy the solution. Since it
is supported in almost all Cisco hardware, it isgdole to monitor any connection. There is no ool appliance to deploy and therefore no
additional cost.

Q. To what extent does Cisco 10S IP SLAs impact CHlization or memory?
A. As Cisco IOS IP SLAs is a software-based measurgritelmes consume CPU usage and memory.

Table 2 illustrates the CPU usage based on 2,0 aperations, activated sequentially. The dataegated per operation is 10 packets of 64 byte
sizing, with 20ms spacing using the IP SLAs jitiperation. The data represents four destinatiaiisjaded per one second versus percentage of
CPU usage in a 12.4 Cisco 10S release.
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Table 2. Cisco I0S IP SLAs CPU Usage

Operations/ Second Operations/ Minute 2620XM 3725 7200VXR
NPE-G1
4 240 7 2 0

The memory used per Cisco 10S IP SLAs operatiors daey with different Cisco I0S Software releases.

Table 3. Cisco I0S IP SLAs Memory Usage

Cisco 10S Software 12.2 and above

UDP Jitter < 12KB
UDP Echo < 3.5KB
ICMP Echo <3.2KB
Q. What MIB should | use for IP SLAs, and where dantffit?
A. Use the RTTMON-MIB: ftp://ftp.cisco.com/pub/mibsK@SCO-RTTMON-MIB.my
Q. What debug commands can be run for troubleshooting?
A. On a source router, run “debug ip sla trace” arebtd) ip sla error”. Further information is avaikai the 10S documentation:

Www.cisco.com/qgol/ipsla/

Q. What is a good deployment guide for Cisco 10S IRASL
A. For deployment information, please see the Cis® I®SLAs user guide atww.cisco.com/gol/ipsla/

THRESHOLDS

Q. What is the benefit of setting thresholds?

A. Setting a threshold allows network administratoresimotely monitor network performance. If the greld is violated, Cisco 10S IP SLAs
generates an SNMP trap to the application.

Q. What conditions or thresholds can be set in Ci€® IP SLAs for SNMP traps?

A. Cisco IOS IP SLAs can generate SNMP traps for timereshold violation, loss of connection, anthdeerification error (the data in source
packet and reply are not the same). Available ttolels include round trip delay, average jitter, andnection loss and for one-way jitter, packet
loss and latency, and MOS VolIP scoring.

SECURITY
Q. How secure is Cisco 10S IP SLA?
A. The Cisco IOS IP SLAs control protocol can be ogunfed with MD5 authentication.

Q. What is the control protocol used to secure Ci€8 IP SLAs?
A. The Cisco IOS IP SLAs control protocol is a protaig protocol for initial exchange between the Gi#0S IP SLAs source and the
responder. With this exchange, the Cisco I0S IP $S&durce can specify which port the responder shiién to for a particular operation.

Note that this port is capable of listening to riplét operations, and will thus be disabled afterdberation is completed.
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CONFIGURATION AND OPERATION INFORMATION

Q. Can configuration variables be changed while theration is running?

A. Configuration parameters cannot be changed whil@fieration is running, as it would adversely iniplae data storage. It is therefore
recommended to configure an ‘ageout’ in the ‘ipssibedule’ command, if operations may be changdédeirfuture.

Q. How can an operation be stopped once it has begfigaced to run “forever'?
A. This is not possible, so it is advisable to confega specific time, rather than “forever”.

Example:
*ipsla 1
icmp-echo ip 10.2.20.20
frequency 3600
ip sla schedule 1 start-time 12:00 life 864000

In this example, the operation will run for ten day

* The phase 1 implementation of the CLI is avaiainl Cisco Software IOS Release 12.4M. The IP SCAkdescribed will be implemented in three phases
across Cisco Software I0S Release 12.4T releases.

Q. How does Cisco I0S IP SLAs account for processilgydin the routers?
A. The delay in the source router is always eliminatdule the delay in the end router is only elimathwhen the responder is used. Therefore,
measurements such as UDP Jitter, TCP Contect, BRlEtho benefit by using the enhanced accuradyeofdsponder. .

Q. What processing delay does Cisco I0S IP SLAs refMove
A. There are three processing delays in both the sand the destination routers:

« Ingress Queue: time from when the packet arrives at the routeil Cisco 10S IP SLAs receives it
¢ CiscolOSIP SLAsProcessing: time it takes for Cisco I0S IP SLAs to process piacket
« Egress Queue: time from when the packet leaves Cisco 10S IP SUuAtil it is physically sent

Cisco I0S IP SLAs takes out the ingress queuing tamd the Cisco IOS IP SLAs processing time irsthece. If the Cisco IOS IP SLAs
operation involves the responder, then the ingyessiing time and the responder processing timledrdéstination are also removed.

Q. How can the CLI statistics for the UDP Jitter opierabe interpreted?
A. Theshow ip da statistics command displays the current state of the Cis@® IRDSLAs operation. The following is a show outpxample
for the UDP Jitter operation, and the explanation:

Router#sh ip sla statistics 15
Round trip time (RTT) Index 15
Latest RTT: 1 ms
Latest operation start time: *05:43:28.720 UTC Fri May 28 2004
Latest operation return code: OK
Round Trip Time milliseconds
Number Of RTT: 10
RTT Min/Avg/Max: 1/1/1
Latency one-way time milliseconds
Number of one-way Samples: 0
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Source to Destination one way Latency Min/Avg/Max: 0/0/0
Destination to source one way Latency Min/Avg/Max: 0/0/0
Jitter time milliseconds
Number of Jitter Samples: 9
Source to Destination Jitter Min/Avg/Max: 20/20/23
Destination to Source Jitter Min/Avg/Max: 0/0/0
Packet Loss Values
Loss Source to Destination: Loss Destination to Source: 0
Out Of Sequence: 0  Tail Drop: 0 Packet Late Arrival: 0
Number of successes: 1
Number of failures: 0
Operation time to live: 3567 sec

* The phase 1 implementation of the CLI is avaéaBisco |I0S Software Release 12.4M. The IP SLAsdziskribed will be implemented in three phases
across Cisco I0S Software Release 12.4T releases.

. Is there any limit to the number of operations ttat be configured on a router?
. The number of operations is limited only by memangl CPU consumption.

. How can the operations supported on a router, dsawéhe current Cisco 10S Software release, batitled?
. Entershow ip sla application, and the output will list the supported operations

« If continuous monitoring of a link is necessary,awls the best time interval between operations?

>PO PO PO

. That depends on the necessary frequency of mamitoflisco 10S IP SLAs does consume CPU and merivogt deployments use
five-minute intervals, but some have spacing dftds as one, or as much as fifteen, minutes.

- What are the default port number and type of pmeyer for HTTP probes?
. The default port number for HTTP is 80. The progyer type is unspecified.

- What is the port number for the UDP Echo operation?
. The default port number for UDP Echo is 7.

- Why are the One-Way Delay values zero in the outpghow commands?
. There must be time synchronization between thececamd the target.

>O »O PO

Cisco I0S IP SLAs calculates whether or not thewag delay is reasonable. If the sum of the sodeegtination and destination-source times is
within ten percent of the round-trip time, keep tme-way values, presuming that the clocks aretspmized accurately.

Note: If the round-trip time is very small, it is mor&dily to be outside of the ten percent range.
If the network is running NTP to provide clock teetsource and destination, use the “show ntp Statusmand to check.

Q. Why are FTP probes unable to find the configurbes#
A. The file name portion of the URL is unique in thigiation.

Example 1:
¢ URL: ftp://user:pass@server/someffile.txt
« The file the router is trying to access in reaisty
/home/user/somef/file.txt (assuming /home/userasibime directory)
© 2005 Cisco Systems, Inc. All rights reserved.
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Example 2:

¢ URL syntax:
ftp://user:pass@server//some/file.txt

« File is accessed by its absolute path, ratheritsaelative path. Note the two slashes. This wtfieve the file /somef/file.txt.

Q. What does the output “Latest Operation Return Ctideout” mean in a show command?
Router#sh ip sla statistics 15

Round trip time (RTT) Index 15

Latest RTT: 1 ms
Latest operation start time: *05:43:28.720 UTC Fri May 28 2004
Latest operation return code: Timeout

The response for the operation packet did not dortiee expected time. The default timeout is fieeands for an echo operation. If a target
device is down, or the reply comes after five selsatue to network congestion, it will be considea@neout.
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