


Core Components of the ArcSight Solution

The integrated solution is built on the ArcSight security informa-
tion and event management (SIEM) platform. ArcSight Connectors 
represent the interface layer and enable secure and reliable  
collection of logs from hundreds of sources from physical devices 
to applications including location context from the Cisco Mobility 
Services Engine. Connectors pass log data up to the core engines  
including ArcSight Logger or ArcSight ESM or both. 

ArcSight Logger supports rapid collection and efficient storage,  
as well as fast forensics searches and reporting. While Logger  
is optimized for long-term storage and reporting, ArcSight ESM  
is designed for real-time correlation of network activity with the 
contextual intelligence of criticality, user identity, or vulnerability 
information. ArcSight ESM also offers flexible real-time visualiza-
tion and analysis for more efficient investigation into any incident. 
ESM can also trigger the response engine, ArcSight Threat  
Response Manager, to remediate problems detected  
automatically or with guided workflow. 

Above the core products is the Solutions Module layer. This is a 
combination of analysis rules, reports, and dashboards. Content 
modules cover use cases ranging from identity monitoring and 
insider threats to perimeter threat and compliance monitoring. 
ArcSight content can be easily built or extended by end users  
as well.
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Related Cisco Products

The Network Assurance solution with ArcSight is made possible 
by collecting asynchronous information sent by the Cisco  
Mobility Services Engine and syslog messages from wireless 
controllers and access points that are part of the Cisco Unified 
Wireless Network. 

Core Cisco elements of the Network Assurance solution include:

•	 Cisco Unified Wireless Network: This multipurpose network  
is the only unified wired and wireless network solution to cost-
effectively address the wireless network security, deployment, 
management, and control issues that businesses face, in  
addition to providing context-aware mobility.

•	 Cisco Mobility Services Engine: This platform hosts the Cisco 
Context-Aware software that captures, stores, and analyzes 
contextual information such as location from multiple wireless 
networks. This appliance-based platform offers an open API 
for consolidating and supporting an array of mobility services 
across wireless and wired networks. 

•	 Cisco Context-Aware Mobility Software: Contextual network 
information is captured, calculated and stored by the Context-
Aware software module and is made available to the ArcSight 
SIEM solution through the Cisco open API, which is based on 
Simple Object Access Protocol (SOAP) and XML protocol. 
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