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STARTING RIGHT WITH CCNA 

VALERIE ST JOHN: Welcome to the 20th anniversary of Networker. I'm Valerie St John along with Cisco Solutions experts, Robb 
Boyd and Jimmy Ray Purser, and today we're exploring the insider's guide to Cisco Career Certifications. As you can see, we're 
actually above the exhibit floor at Cisco Live, where some 60% of attendees have some sort of Cisco certification. So, these are 
folks who know what's going on, and they definitely have opinions to share. 
 
AUDIENCE COMMENT: I've got over 20 different Cisco certifications. I've got practically all of them, but only one CCIE. 
 
AUDIENCE COMMENT: I have CCNA, CCNP, CCDA. 
 
AUDIENCE COMMENT: I am a CCIE in Storage Area Networking. 
 
AUDIENCE COMMENT: CCNP, CCSP. 
 
AUDIENCE COMMENT: CCNA Wireless. 
 
AUDIENCE COMMENT: CCIE Routing, Switching. 
 
AUDIENCE COMMENT: CCNA WAN. 
 
AUDIENCE COMMENT: I am an old two-day CCIE. I'm one from the old two-day test, when it was the two days, you go in one day 
and you have to come back the next day and get kicked out. One of those guys. 
 
AUDIENCE COMMENT: I don't actually even know all my certifications. I think it's like three pages long when I log in to my CSCO 
profile, but... 
 
VALERIE ST JOHN: The right path to follow is a narrow one, isn't it always? There may be no better time than now to just take that 
next step, raise your game a little. The CCNA, or the Cisco Certified Networking Associate, is the place where many people start. 
Robb and Jimmy Ray, what sorts of changes have there been recently to the CCNA? 
 
ROBB BOYD: In summary it's the changes we're seeing across the whole spectrum of certifications, right, which is the notion of 
specialization. And so specifically, and it's now in CCNA as well, which is this notion of it's not just general route switch, although 
that's very important and is foundational to everything. You've got wireless, you've got security, you've got voice. Because what's 
happening is customers are changing the way they look at what's valuable, what type of skill sets are we going to need going 
forward, and they're saying, you know what, these have emerged as being significant differentiators that customers need to hire 
for. 
 
VALERIE ST JOHN: So CCNA's been getting a lot of action, huh, lately? 
 
ROBB BOYD: Yes, oh absolutely. Well it has, but it's not as easy as some would think. I think, historically, you could go take a week-
long boot camp class, you could go in and expect to pass it with pretty flying colors, you know. But they've definitely, and this is 
over the last five years or so I believe, they've really added a lot of hands-on. You've got to know how to get on a router and query 
it and really break it down, and we're seeing the same thing in the specializations as well. 
 
VALERIE ST JOHN: Awesome. I'll let you guys take it away from here. 
 
ROBB BOYD: Thank you very much. So, what I'm curious about, from your perspective as an engineer, I think many people would 
look at CCNA and go, oh, that's a wash, right? As you look, do you think, do you agree from an engineering perspective that the 
certifications specialization path is something that should be considered by an engineer looking at this? 
 
BILLY RAY PURSER: Actually I do, because one of the things that we're looking at is that the network is getting so much more 
complex, which I know is probably not bad grammar, but it's me. You know, it really helps to specialize and have one area that 
you're really good at, because -- used to be wireless, we were talking about wireless connecting PCs. Now we're talking about 
video, voice. We're talking about wireless as a true honest-to-goodness transport that is equal to Ethernet. I mean even with a 
multi-input, multi-output on, 802.11n, we're really looking at extending those boundaries, and we need more than a generalist that 
understands that stuff. Wireless is very darn tricky, and it really helps to specialize in that, but even in every area, security and 
everything else, you could say there's some trickiness to it that you really need to specialize to be really, really good at it. 
 
ROBB BOYD: Yes, so you got to take this -- so it's an associate level, and does everybody start at CCNA at the associate level in one 
of these paths? Because now they've actually got it pretty clear. You can go straight up with a CCNA specialization path and then go 
up to the professional level and the expert level. 
 
BILLY RAY PURSER: Yes, that's right. 
 
ROBB BOYD: And stay with a specialization which, in a general sense, I think specialization is always good, to differentiate and such 
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like this. When you look at those type of things, I could think I was hearing it in your voice, are you saying wireless would be the 
one you would choose? If someone was looking, and they didn't necessarily have a given background that already had them 
heading in a certain direction, would you call that as being one that you recommend an engineer take a serious look at? 
 
BILLY RAY PURSER: It's a good one. You know, typically, it wouldn't be one that -- you know, I would pick it because I'm really 
interested in wireless. It really does depend on your personality. That's the great thing about specializing, is that you don't have to 
learn a bunch of crap that you really don't care about. I can be really interested in voice, I could be really interested in wireless, I 
could pick something I really like. Now to me, when I talk to resellers and stuff, really the hottest certification out there is really 
anything in voice. I mean, those are the biggies right now. 
 
ROBB BOYD: Yes, well, and we're going to cover that in the next segment. Tina's actually going to cover it for us, but let me ask 
you about wireless, because you've got a background in wireless. 
 
BILLY RAY PURSER: Yes, I love wireless. 
 
ROBB BOYD: You have a little bit of a predilection towards that. Give us your background, if you don't mind. Why did wireless pique 
your interest from an engineering perspective? In your mindset, at some point in time, you said I want to learn more about that. 
Why? 
 
BILLY RAY PURSER: Well, back when I was working on my bachelors in engineering, my ultimate goal was to work for the 
Department of Defense and design radar systems. And so I was working on actually a lot of more of the RF frequencies, and I was 
really captivated by how we transport that through wave guides and everything else, and I was really captivated by how that works. 
And somewhere along the way I ended up with a career in networking, and it's kind of funny, I'm like, how the heck, this is not 
where... 
 
ROBB BOYD: How did I end up here? 
 
BILLY RAY PURSER: We'll just end up here. Well, then wireless started getting a little bit bigger and stuff, and even before they 
were always doing security stuff, I was building my own little 900 MHz transceiver, and -- not transceiver but a transmitter and 
receiver to actually set up as taps to break into networks. You know, I could sit out in the car, and listen to my Ted Nugent tapes 
on eight track and... 
 
ROBB BOYD: Hacking as a young child, yes. 
 
BILLY RAY PURSER: Absolutely, and then as problems started happening in wireless, I kind of knew how to solve a lot of them from 
my background in RF. Like my very first patent I ever got was actually on finding rogue access points. And so, that's kind of where I 
got into it, and just really love, still love wireless. Got a real passion for it, man. 
 
ROBB BOYD: Alright, so and I would agree. I think wireless is fascinating. I also think that it doesn't, especially for someone who 
doesn't know what they're getting into, and when we're talking about associate level, we're probably talking about someone who 
may be getting certified for the first time, and they're making choices about where to go. It's a path they may continue on. They 
may decide this isn't for me, or maybe they're happy at that associate level. Either way, if they're picking wireless, I think wireless 
as a technology is always one that historically was so easy to get wrong. You know, you can buy access points cheap, you can 
throw them up. Most of the time, they're going to work okay in a home environment or something like that. But we're not talking 
about home environments here. We're talking about engineers getting specialized to go provide a benefit to their employer, more 
than likely, or be a consultant or offer some services that people are going to be willing to pay for. And since at the end of the day, 
that's what we all want to do is get paid just a little bit more, if I'm looking at this certification and I'm getting started, what are the 
things that I need to be aware of in terms of, what do you think are the things that would trip you up on a test, the foundational 
principles that if you don't get this and really fundamentally understand it, you're going to struggle? 
 
BILLY RAY PURSER: When I was a kid, I used to watch thunderstorms come in on radar. It used to captivate me by, you could see 
these radar sweeps and I'm like, wow, that's passing over my house right now. It was just amazing that it could that. You know, 
wireless is a very similar technology because it's so pervasive. It's everywhere, it's all in this building. And we can't see it, we can 
see the effects of it, so we have to express it mathematically. You have to really kind of understand the math and the principles 
behind that. With Ethernet, my direction is dictated by how and where my cable's at. But with wireless, it's directed by how it's 
bouncing off of this, how the effect is on this glass down here, how absorbent it is on you. I mean, I'm fatter than you, so 2.4 GHz 
is going to soak up more on me... 
 
ROBB BOYD: Does that make you more absorbable? 
 
BILLY RAY PURSER: It does. 2.4 GHz is water-absorbent, so it's going to actually get in there. So where I'm actually placing these 
things is really, really darn important, so you really have to get a feel for wireless is not Ethernet. It's not even the same frame 
type. It's 802.11. And I'm not using collision detection, I'm using collision avoidance. So there's some differences in here, and the 
big mistake is to go in and treat it like Ethernet, but any wireless access point is a bridge. I'm bridging 802.11 over here, that's all 
this stuff, into a directional 802.3 right here that's actually sending it to my network, and everybody's getting plumbed in. So it's 
really understanding how I do that, and some of that terminology uses stuff like signal-to-noise ratio. I've got to be able to find an 
SNR to say, okay, my signal's up here and my noise floor is right here. The better signal I got up here, the better quality I'm going 
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to get. I'll put it up by my face so everybody can see me again here, so the better that -- so anytime I raise that noise floor, the 
crappier my signal's going to be. And understanding the relation -- and it's all logarithmic. When we're talking about wireless, we 
have to understand that our numbers really don't mean the same value that we place on them. It's not a scale of 1 to 10. It's a 
logarithmic scale. So as I start logarithmically climbing... 
 
ROBB BOYD: Oh, you're going to double quickly. 
 
BILLY RAY PURSER: Numbers double. So if I'm saying, okay I got a -17dB on this wireless access point, and I'm looking at putting a 
10 on it, to shape it I'm like, well, I can pick a 3dB or 6dB, I'll pick the 6 because it's got more power... 
 
ROBB BOYD: Bigger numbers are always better. 
 
BILLY RAY PURSER: Hey, why not? But 3dB and wireless is a magic number. It doubles the power. Anytime I hit that 3dB marker... 
 
ROBB BOYD: So six is going to triple it. 
 
BILLY RAY PURSER: Six will triple it. So now I've got to be very careful, and especially in wireless. Wireless is so great because it's 
in what's called the ISM band. Any type of radio signal, we have different bands, J bands, K bands, ISM band which stands for 
Industrial Scientific and Medical, which means that it's unrestricted. That if I'm designing any components out there that give off 
any type of signal out there, if I operate within that ISM band, that 5 GHz, that 2.4 GHz, I can operate there pretty unrestricted. It's 
self regulated. 
 
ROBB BOYD: But there's a play friendly type of thing there, isn't it? 
 
BILLY RAY PURSER: And that's exactly right, right? You're responsible for your leakage of those access points. So I can't set up 
access points in this building. I can't go in and set up all these APs and say, crank up the power, have at it, (inaudible). 
 
ROBB BOYD: (Inaudible) more is better, right, that the problem is you're stepping on someone else and hindering their ability to be 
effective? 
 
BILLY RAY PURSER: And then call the FCC, they've got an attack against you and they can actually fine you for that. 
 
ROBB BOYD: But what's the -- well, this is another subject, because I just -- what's the measurement of that, right? Is it, don't do 
more than six? I mean, it's not something that simple, right? It's kind of a -- it's an idea if you're in an environment where there's 
people competing for it, that's what you need to be respectful of. There's not a magic number that you have to stay beneath, or is 
there? 
 
BILLY RAY PURSER: It really does depend a lot on what it is I'm expecting out of my access points. You got to understand that 
we're used to Ethernet. We're getting 100 meg, we're getting gig to the desktop, we're getting 10 gig, we're used to that dedicated 
bandwidth. Wireless is not like that. Wireless is shared. 
 
ROBB BOYD: It's a shared medium, yes. 
 
BILLY RAY PURSER: So if I want 54 megabits, then I've got to look at my signal-to-noise ratio being 25. If I want one megabit, my 
signal-to-noise ratio could be four, right? So I got to keep on lowering that floor, right? So SNR, my signal-to-noise ratio is, basically 
what you're looking at, the definition is it's 20 times the 10 log amplitude power is what my SNR actually is. So it's signal over noise 
is basically what it amounts to, logarithmically speaking, and that's how I determine this. And a lot of good packages, like the 
Aironet survey, site survey stuff. 
 
ROBB BOYD: Aironet, you're working on some old terms. That's good, though. 
 
BILLY RAY PURSER: Very cool, but they still call it that. Is that you can actually use that to actually site survey this. If you've got the 
wireless module, it can do site surveys for you as well. But the trick is using the access point you're going to use to actually deliver 
that signal out there, and then making sure that you don't have leakage anymore. So if I don't want my signal to leak outside of 
Moscone here, then I'm taking my laptop outside and I'm checking that with the standard signal. I'm checking that with my 
standard access -- we're not plugging antennas up to it because then you've got to change it. Anytime you add an antenna, you 
always change your gain out, and so that really has changed a lot of things. 
 
ROBB BOYD: Now you're talking about the testing end, as far as being able to receive where is my leakage occurring, which raises 
the question, because we're talking about this kind of throughout the show, if I'm an engineer and I'm working on becoming 
specialized in this, does wireless -- are there risks in terms of gear I need to have available or software applications that are going 
to drive me broke that I need to learn how to operate? 
 
BILLY RAY PURSER: No, see, that's the good thing about wireless is that out of all the technologies, probably the lower cost type of 
solution out there. Because the gear's not that expensive. You can pick it up really cheap, and that's also why people kind of 
minimize it a little bit: ah, wireless, whatever. But it's the easiest vector to break into a network, it's the easiest way I can steal your 
data, it's the easiest way I can get a fine from the FCC, and it's the easiest way I can have more data leakage out of my network. 
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So, unfortunately, that's where we honest to goodness really need a specialization at is in the wireless area, because we need folks 
that are going to be able to know how to shape and mold that signal. Those signals, when you're looking at antennas and stuff, 
they're based in a 3D plane, and so it's good to look at that spatial diagram and look and say, okay my signal's coming out, and I'm 
looking at side lobes and main lobes. I'm kind of designing my network based upon where my radiate effect is for my site. Plus, I 
need to look, so you got this big, so you're looking at -- but here at Moscone, I'm looking at what's my distance for Ethernet? Well, 
it's 100 meters, right, 328 feet. So if I'm looking and I'm like, well, I got more than 328 feet from the center of here to back, how 
am I going to plumb wireless out there, because wireless, those boys don't have fiber optics. Am I going to do with power over 
Ethernet, that type of stuff. 
 
ROBB BOYD: So there's a foundational level of knowledge. It doesn't ever go away, right? 
 
BILLY RAY PURSER: No, it really doesn't. 
 
ROBB BOYD: That route switch is always right there. 
 
BILLY RAY PURSER: Route switch, it's always there, and I think that that is probably -- wireless is probably one of the more 
compatible technologies like router switch. If you want to be route switch and you want to really good add-in, wireless is really 
good to have in there. It's a great certification, but the tricky thing is that you got to understand that wireless is three dimensional. 
It's like Play-Doh, man. It goes everywhere. 
 
ROBB BOYD: It's location dependent, right? 
 
BILLY RAY PURSER: Very much so. 
 
ROBB BOYD: How many times, how many stories have we heard about customers, you talk about deployment issues and stuff like 
this, where the wireless works perfectly because we deployed it before we got all the shelves into the warehouse, before we 
actually had trucks rolling around there. 
 
BILLY RAY PURSER: Or I bring people into a conference room. 
 
ROBB BOYD: Yes, everything affects the signal, right? 
 
BILLY RAY PURSER: And different cards mean everything, right? I plug in my, I've got my standard built-in card on that laptop, and 
it kind of blows. I plugged in my Ubiquity card, which is strong enough to, like, sneak up on satellites and stuff, and man I've got 
signals from everywhere, you know? So that's stuff you have to really check out when you're building this stuff out. Get the 
strongest card you can get. Which right now is Ubiquity card, get one of those, and then get the card you plan on using and then 
do your testing so you can understand where your leakage is and what people are getting. Secure those vectors. Wireless is one of 
the best vectors to break into a network and get data leakage like crazy. So secure that. I'm a humongous fan of centralized 
management like with WLOC and stuff like that. 
 
ROBB BOYD: Oh, yes, that makes a lot of sense. 
 
BILLY RAY PURSER: That is so -- and the farther you climb the more you do that, but that really makes your wireless stuff so much 
more easier. 
 
ROBB BOYD: You know what, if your passion for wireless is not already selling somebody on the desire to learn more about it, then 
I don't know what else would. 
 
BILLY RAY PURSER: It is happening, man, (inaudible). 
 
ROBB BOYD: I'll be honest, I think that is good stuff. If you guys are interested in learning more about how do I get certified in 
wireless, what do I do next, how can I interact with my peers to learn more, to figure out what speed bumps they've already made 
it across, if you've not already checked out the Cisco Learning Environment, the links can be found in our show notes or you can 
always go to our blog. It's at techwisetv.com. Please check it out. You do yourself a favor. This is one you should seriously consider.  

TAMING CONVERGENCE WITH CCVP 

VALERIE ST JOHN: The message is quite clear. Developing the skills to master the rapid changes in voice technology is super 
important. But the ultimate challenge lies in effectively taming the convergence in networking. Now the CCDP is a professional-level 
certification, is that right? 
 
ROBB BOYD: Absolutely. 
 
VALERIE ST JOHN: Proving a minimum set of skills? 
 
ROBB BOYD: Yes, it is. And it's about -- so as we see these certifications getting more specialized, you really start to, it starts to pay 
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off to think in advance, that if I'm going to pursue one of these lines, that there may be certain things you could do better by 
picking these horses early. So if we step back a moment to CCNA, what recently happened is, because the level of detail available in 
these things has been split a little bit, and we've got a commercial option and an enterprise option now within the CCNA track. And 
the reason why you might want to think ahead of this before you get to the next level, which is the CCVP, is trying to figure out if 
I'm going to keep going up with my certifications, then there's some tests required for CCNAs, specifically if you're going to go 
CCNA Enterprise, then that -- 
 
VALERIE ST JOHN: Right, that's the second track. 
 
ROBB BOYD: That's the second track. That focuses on bigger networks, and it requires the CVOICE exam, which is also a 
requirement, one out of six it turns out, for the ones that you would be getting as part of your CCVP. Now flip that around, the 
commercial track is much more focused on our IOS technology. So IOS UC is a focus from a technology perspective, from a solution 
perspective. It's our products such as the Express Series. So your Unity Express, anything working in kind of voice in a smaller-sized 
customer. 
 
VALERIE ST JOHN: Alright, well let's stay with the CCDP, shall we, and dig into do some best practices. Our own UC expert, Tina 
Shakour, talks to author, speaker, trainer Jeremy Cioara, and he gives us a little bit of glimpse into where we should focus our time, 
coming up. 
 
TINA SHAKOUR: Good morning, Jeremy. 
 
JEREMY CIOARA: Good morning. 
 
TINA SHAKOUR: We're here at Cisco Live in the certification lab area, and one of the things that comes up often is the Cisco 
Certified Voice Professional. We're hearing in the industry that voice professionals are getting harder and harder to find. What do 
you think is most important about the CCVP certification right now? 
 
JEREMY CIOARA: Well, the CCVP, I think in the industry, they're just missing. And I think people overall are looking for CCVPs, but 
you just don't find any of them because a lot of people are in the routing and switching world. 
 
TINA SHAKOUR: Right. 
 
JEREMY CIOARA: They go through the certifications, and then they think, oh I've mastered it. For example, I went through the 
typical path, the CCNA, the CCNP. I got the CCIE Routing and Switching, and I'm thinking I'm done. I know it all. I'm a CCIE in 
routing and switching. And... 
 
TINA SHAKOUR: And we bow down to you for that. 
 
JEREMY CIOARA: Well, thank you, but then so my company said, well why don't you learn voice? And I thought, no brainer. I'll just 
go in, I'll master some of this voice technology, and I got nailed. I walked into CVOICE was the first one, and I'm thinking okay, I've 
got the CCIE. This should just be a couple of weeks. Everything's new, everything's different. It's like starting over. It's like knowing 
Windows, and then somebody saying, well do Linux, and people go, oh it shouldn't be that different. 
 
TINA SHAKOUR: It should be no problem. 
 
JEREMY CIOARA: And it just nukes you. So that's what I see what's happening with a lot of people. They feel like they have a good 
base because they're CCNA, a CCNP, even a CCIE, and then they move into the CCVP realm, and it's just totally different. And most 
of them just get discouraged right there. They go, well, this isn't for me. I'm not a voice. I don't want make -- most common thing I 
hear, I don't want to make phones ring. So yes, it's just people are overwhelmed. 
 
TINA SHAKOUR: Ringing phones is great. I can speak from experience. CVOICE, though, it was pretty intimidating. And there was a 
particular theorem that you and I were talking about that just stops people dead in their tracks, Nyquist theorem. 
 
JEREMY CIOARA: Right. CVOICE as a whole is intimidating. It's one topic after another of just, here's something completely new 
and radically different. Especially for PBX people coming into this program, they go, oh yeah. 
 
TINA SHAKOUR: Exactly. 
 
JEREMY CIOARA: Nyquist is my bud. I've been there, done that. 
 
TINA SHAKOUR: Those are strange people. 
 
JEREMY CIOARA: Yes but for data folks, it's like the Nyquist theorem, it just can melt you. And then move into regular expressions 
with translation rules, and then move into some quality of service. There's just so many things in that one course. So you asked 
where people get discouraged, and I really think it is CVOICE. It's the first course. They come in and it's just different. So the 
Nyquist theorem nukes people just because it's theory. And I have to admit, when I first got into this, I called it the Nyquil theorem, 
just because I... 
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TINA SHAKOUR: Puts you to sleep every time. 
 
JEREMY CIOARA: Well, exactly, you know I'm waiting for my config t, where's my commands, and Nyquist, why is this important? 
But it's so important, it's so amazing. And I think most people in the CCVP get discouraged because they skip over the theorems. 
They go, well, I don't need to know that. And so when they actually get into the config, they don't really have the big picture 
behind it, and so they just feel a little bit lost and like, this doesn't all tie together. So the Nyquist theorem, let's talk about that for 
a second. 
 
TINA SHAKOUR: Yes, can you give us the 90 seconds Nyquil theorem? 
 
JEREMY CIOARA: Sure, the Nyquist theorem -- a moment of silence for Dr Harry Nyquist. There it was. Dr Harry Nyquist created 
this theory of how to make voice travel further. There was a problem. They had all of these analog connections, and the way that 
the analog connections worked in the day was you would -- the day, they're still around everywhere... 
 
TINA SHAKOUR: Unfortunately. 
 
JEREMY CIOARA: Right, you would have sound that you have to transmit across wires, and the only way to do that is to use 
properties of electricity. Matter of fact, there's a conveniently placed whiteboard, let me show you. 
 
TINA SHAKOUR: Yes, convenient. 
 
JEREMY CIOARA: So here's the idea. You have your voice, the words that are coming out of your mouth is -- who is that guy, Chris 
Somebody, famous actor, the words that are coming out of your mouth are being changed into electricity, and you've gone into 
Windows. You've recorded the little sound recording, you know, oh, it's a little -- it's actually electricity waves that they're using, 
and they're using the properties of electricity to do that. But the problem is, the farther and farther and farther that goes, the 
weaker and weaker and weaker that signal gets, to where it's almost totally unusable. 
 
TINA SHAKOUR: That should make sense to data people though, they have the same challenges, right? 
 
JEREMY CIOARA: Right, exactly, with Ethernet and in 100 meters you've got all these restrictions. Same thing with analogs. So 
they'd stick in these little repeaters and regenerate it, but then you get the background noise and everything else that gets nasty. 
So Nyquist, '50s and '60s came along, he said, we've got to fix this. Let's change this from electric signal into numbers. And now 
this is something data people can relate to. Think of subnetting. You have your byte, right? So we've got our eight bits in the byte, 
zeros and ones, one byte. So Dr Harry Nyquist came along and said, well, let's take this electric signal and find all these points on 
here and sample it and say, we'll take a little one byte sample each time, so eight bits, you got your zero, you know, zero, one, 
one, your little binary number here, and then package that and send it on its way. So now since you have these binary numbers or 
these bytes that you can -- they're just numbers, they can be sent any distance, any unlimited distance across the line. It's no 
longer an electric signal being sent. So this guy, Dr Harry Nyquist, far more brilliant than me, figured out that the way to do this, 
the way to get a good quality voice, is to take one second of audio and sample it 8,000 times, to where, when you say the word 
cow, it takes about a second, right? So as I'm saying the word cow, Dr Harry Nyquist would say, let's take that word and chop it up 
into 8,000 little pieces, each one of them being one byte, or eight bits, and then put them in packets or, well, back then a packet, 
they were, what's a packet? But put them in some kind of thing and send them across a line to wherever the destination is going to 
be. Now, where was I going with this? So this, if you have 8 bits in a byte, you're taking 8,000 samples a second. This is where 
your 8 times 8,000 gives you your 64,000. And that's where a lot of people go, oh, that's where it comes from, that's why a voice 
call takes 64 kilobits per second, or our T1 lines are in these DS0 channels and each channel is 64k. It's all from Dr Harry Nyquist 
and how that all puts together. And it's stuff like that. Once people go, oh, I get it. I get that kind of thing. Now you can say okay, 
well, based on that now let's talk about how we can optimize that, how we can make it better. So I think overall, what people are 
missing -- I'm throwing my pens down -- what people are missing... 
 
TINA SHAKOUR: They're missing the point there. 
 
JEREMY CIOARA: They're missing the why and the how and all of that. And once they get that, they go okay, now that I get it and 
it's exciting, now let's talk about how to optimize that. Now let's talk about a codex and compressing and stripping out certain data 
so that you can take that 64,000 bits per second, with -- now that I've got my little chart here, you throw G.729 at it, and now 
you're down to 8 kilobits per second, to where you can magically take that number down and compress it, and now you start 
finding all of the advantages of voice over IP, and you can do things like VAD and cancel out silence. And when you get the concept 
of it, so I... 
 
TINA SHAKOUR: You really do think this is one of the foundations; if they skip over it, all of these other things, how much 
bandwidth you need for a call, understanding compression and G.729, understanding voice activation and how the theorems work 
and how much bandwidth you need and all of that, they can't pull it together if they don't get this. 
 
JEREMY CIOARA: Exactly, and it's so tempting to skip, too. I'm a nerd. I love getting the commands. I love typing them in and 
going, oh, it works, it's tied together. So when I first got into voice over IP, I hated it. I hated every second of it, because I saw 
this, I'm like... 
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TINA SHAKOUR: I know somebody else who probably feels the same way. 
 
JEREMY CIOARA: Skip, skip. Well, I skipped it, and I started learning the config and I was like, this is just miserable. So it wasn't 
until I went back and started going, oh that's how it works, that it really motivated me to go, oh, okay, well now I see why this all 
works. 
 
TINA SHAKOUR: Now, do you use this every day now, once you learned it? 
 
JEREMY CIOARA: Do I use the Nyquist theorem everyday? 
 
TINA SHAKOUR: Yes. 
 
JEREMY CIOARA: Well, in a way, to where I think about it when I'm doing the configuration, I go, okay, now that I've got my 8,000 
samples, I can see how it can trim down. It makes the config make sense. 
 
TINA SHAKOUR: Very good. 
 
JEREMY CIOARA: But, no, outside of just now, I'm not usually going to a whiteboard and drawing up Nyquist theorems and things 
like that. 
 
TINA SHAKOUR: Alright, very good. This has been great information. I really appreciate your taking the time to be here with us 
today. 
 
JEREMY CIOARA: Yeah, no worries. 
 
TINA SHAKOUR: Alright, thank you. 
 
VALERIE ST JOHN: More information on Jeremy, including his Cisco Press books, can be found in the show notes, or just go right to 
our blog at techwisetv.com.  

REACHING THE PINNACLE WITH CCIE 

VALERIE ST JOHN: The CCIE has often been referred to as the PhD of Cisco Certifications. It carries with it a badge of honor and it's 
a route to higher pay and membership in what's really what's a very special club, right? It's got a reputation. 
 
ROBB BOYD: It really does and it's, now I'm not a CCIE, so let's go ahead and get that off the table. 
 
VALERIE ST JOHN: Okay. 
 
ROBB BOYD: Because I don't want to imply anything, because these guys... 
 
VALERIE ST JOHN: I'm disappointed to know by the way, because now I don't really want to talk to you as much. 
 
ROBB BOYD: I play with CCIE's on TV as they might say. But Jimmy Ray's got more than he's willing to admit. 
 
VALERIE ST JOHN: Yes. 
 
ROBB BOYD: So here's the thing, CCIE's, I've gotten this feeling after having worked with so many different engineers over time, it 
literally feels like something like the Marines is what it reminds me of. Because these guys have shared a bond, a trial by fire... 
 
VALERIE ST JOHN: Right. 
 
ROBB BOYD: And then they know that when they look at another one that that person has also been through this. And... 
 
VALERIE ST JOHN: So like the Marines of networking. 
 
ROBB BOYD: That's a good way to put it actually... 
 
VALERIE ST JOHN: Yes. 
 
ROBB BOYD: I mean they really take this thing seriously. What they do now is they'll look at, they'll get leather jackets, a lot of 
times within Cisco a manager might get you a leather jacket, say congratulations, I don't think they get that automatically. But you 
get your CCIE number on there. 
 
VALERIE ST JOHN: Are you serious? 
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ROBB BOYD: Absolutely. But you know what I mean I'm not saying to make fun because I fully appreciate the fact that they've 
been through that. And the fact that they're celebrating it and they're saying, you know, you're now in this club, and now boy you 
keep up those certifications, because they keep making it harder. VALERIE ST JOHN:Yes, yes, yes, well speaking of which, you and 
Jimmy Ray spent some time at a white board to do some deep dive into the details... 
 
ROBB BOYD: Yes. 
 
VALERIE ST JOHN: Right? 
 
ROBB BOYD: We sure did. 
 
VALERIE ST JOHN: Let's take a look. 
 
ROBB BOYD: Big changes to CCIE route switch, kind of the granddaddy of the certifications realm, if you will. 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: As they go to Version 4, I was looking at some of these changes here, I want to get your perception. So the big areas, 
planning and evaluation... 
 
JIMMY RAY PURSER: Right. 
 
ROBB BOYD: Performance Routing, Optimize Edge Routing, EIGRP, that's a mouthful, Version 6. 
 
JIMMYRAY PURSER: Version 6. 
 
ROBB BOYD: IPV6 Multicast. 
 
JIMMY RAY PURSER: That's a big one. 
 
ROBB BOYD: Use the shudder before, because that's big stuff. 
 
JIMMY RAY PURSER: Yes, it is big stuff. 
 
ROBB BOYD: MPLS and Layer 3 VPN, as we talked earlier, you said MPLS is the one that not only do you need to understand as an 
engineer moving forward for the work that you do, but definitely for passing the test, and it's heavily featured in this Version 4 of 
the update... 
 
JIMMY RAY PURSER: Right. 
 
ROBB BOYD: Why? Is that practical, do you agree, do you think these changes are the right ones to be made? 
 
JIMMY RAY PURSER: I do. You know the thing about this, it's kind of funny about certification exam is that when you're studying for 
it you want it to be the easiest exam possible, and as you pass it you want it to be like really hard, you know. 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: It's different on the CCIE because, you know, we all have to recert. 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: And so that, if it gets more difficult than eventually it's going to be tough for us as well. MPLS, it has been 
considered for a long time to be more of a service provider technology and something you'd see very heavy on the CCIE SP exam. 
Now we've moved it into here because we're seeing it actually replacing the frame relay a lot more, and it's a lot more effective, it's 
a lot more secure, and it gives us more abilities to design networks. So as we're bringing it closer and closer to the customer edge, 
it's more important as routing and switching as a foundation engineer, that we understand MPLS. 
 
ROBB BOYD: So if you're an engineer that works for a company or an enterprise, you're not on the service provider side, you're 
saying that is still knowledge that's going to be helpful? 
 
JIMMY RAY PURSER: Absolutely positively, yes. 
 
ROBBY BOYD: Just kind of understanding, you know, what do you need in the field versus what do you need to pass the test. 
Obviously we're focused on certifications and getting past the test, so... 
 
JIMMY RAY PURSER: Because we don't want to go to the service provider and they start talking MPLS and just go umm, okay. 
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ROBB BOYD: Right. 
 
JIMMY RAY PURSER: You know. 
 
ROBB BOYD: Or be able to know that the service provider's telling you what they're supposed to be telling you. 
 
JIMMY RAY PURSER: Exactly right, exactly right. 
 
ROBB BOYD: So just from a base level setting perspective, MPLS is valuable why? 
 
JIMMY RAY PURSER: Well here's the deal, MPLS, let's just do a quick walk through of what it is. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: Because of lot of folks may have not even messed with it yet, it is a new thing. So we'll talk real quick about 
MPLS. If you understand VLAN tagging, and you understand frame relay, then you understand a lot about MPLS already, so it kind 
of gives you a leg up, so look at it kind of in that arena. MPLS is, you know as we all kind of know, if remember the OSI model here 
of networking, all people seem to need data processing, which as you know, obviously Layers 1 through 7. MPLS kind of exists right 
here, it's really considered officially a Layer 2.5 type of protocol. 
 
ROBB BOYD: So right there in your Ethernet too. 
 
JIMMY RAY PURSER: Yes, it really is. And so what we're looking at is basically a header, a label that is applied just after our Layer 2 
information. As you can see down here on this slide, this is my Layer 2 header, and I've got my label that's on here, and I'm 
applying a 20 bit information right here that's actually saying, you know, that just has a number and it's how like that would equal 
to like a DLCI or a VID of how to actually direct that traffic across. So actually if you understand frame relay, if you understand 
VLAN, those are all locally significant, and I'm understanding how this works on the wide side. So this is probably the really cool 
area here, is what we're calling the experimental side, and here is where we can actually set. We got three bits here, and just 
remember we're trying to use VLAN kind of as an overlay to kind of understand this wider technology. Just like we have a class of 
service bits in there, this is really kind of our class of service where we can do some traffic engineering, QoS, that type of stuff. The 
S in this frame is considered, it's called bottom of stack, because you can take these labels and you can start stacking them up, just 
like I'm doing down here. I'm stacking every one of these labels up, so I can actually tell it different directions to go on the 
network, but then my time to live of course is so I don't get routing loops, right, so those packets don't live on infinity and keep 
going around, around, around, around and living, so we're protecting that. But you can see here, on my label stack, I'm at the end 
of Layer 2, but right at the beginning of Layer 3. And this is how my label stack up. Now take me to the next slide, Robb, and let 
me show you something how this kind of works. Now this looks like a pretty busy slide, but this is how MPLS works kind of in 
action. 
 
ROBB BOYD: Okay, so I want to be able to promise, if you say this is really complex and this is a show we're only talking for ten 
minutes, this is going to be something that's going to help if you foundationally understand some of the concepts you're talking 
about here? 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: It's going to get you over a good hump? 
 
JIMMY RAY PURSER: Don't be afraid of it because, you know, a lot of people look at MPLS as being a very service provider kind of 
technology. 
 
ROBBY BOYD: Yes. 
 
JIMMY RAY PURSER: And it's like it is, and you can get, just like anything, get very complex with it and stuff. But just get the 
fundamentals down, don't be afraid of it, because it really has evolved from a few things. MPLS came from Cisco Tag Switching, 
right. 
 
ROBB BOYD: Yes, exactly. 
 
JIMMY RAY PURSER: If we remember tag switching back in the day, we took that tag switching, gave that up to like the IETF, they 
made it a standard, and that standard became MPLS. 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: And so it's, that line's a little low but whatever, you kind of get the point. And it became MPLS, and so it's 
something that we know, and it's something that's really not that tough to learn. But as you get better with it, it's just like anything 
else, man you can really do like you said... 
 
ROBB BOYD: Yes, okay. 
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JIMMY RAY PURSER: You can use a hammer, but if you see a carpenter with a hammer, man, they can do a lot more with it. 
 
ROBB BOYD: But one of the benefits that you were mentioning, before you jump into this one too deeply, is the fact that this is also 
enabling enterprises to do some very creative things... 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: From a long distance perspective. 
 
JIMMY RAY PURSER: Right. 
 
ROBB BOYD: Because you're down there at that lower level allowing you to, I think you said you can maintain SpanningTree 
protocol... 
 
JIMMY RAY PURSER: That's right. 
 
ROBB BOYD: Large geographical distances, things we wouldn't have considered from an engineering or design perspective. 
 
JIMMY RAY PURSER: Yes, that's right. Go back to slide one again real quick, and you're looking at where I'm living right here is, I'm 
living right here at Layer 2. When I'm looking a MPLS what I'm doing is I'm looking at these labels, my provider edge routers, my 
PE... 
 
ROBB BOYD: Oh, so you've taken the IP address out of this? 
 
JIMMY RAY PURSER: Yes, you're not even looking at this. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: This stuff is forward up the stack, what looks at this is my customer edge router is looking at this IP address, 
so it allows me to be incredibly creative. I can use what we call Pseudowire when we're setting this up, and I can have my 
Pseudowire actually connecting data centers for like data center interconnect. And we can have this stretching from Dallas, so we'll 
say Dallas D A L here, and we can have a data center that's Layer 2 connected, you're not going to use multipathing, whatever the 
case may be, to a data center in Milwaukee, we got our Pseudowire set up here. And, you know, I'm actually passing Layer 2 traffic 
and sending this at very high rates of speed and maintaining this and really setting this up. Now a lot of people they get a little, get 
the quiz because once you're inside the cloud, it's a little kind of hard to track this stuff because it's inside, but you know, it works 
pretty good. 
 
ROBB BOYD: Well you also start to feel like, I mean, where's that dividing line, you can't look at the OSI layer as being the way that 
the dividing line is actually where it always was. 
 
JIMMY RAY PURSER: Yes, yes, yes. 
 
ROBB BOYD: So it also makes me think from an access routing perspective, does that change my equipment needs moving forward. 
Is there an affect from... 
 
JIMMY RAY PURSER: Well you know, that's a good point. One of the things you've got to look at is, now if I'm a provider and I'm 
setting up routes, will you take me to my next slide please? 
 
ROBB BOYD: Yes. 
 
JIMMY RAY PURSER: Slide number two. If I'm setting routes and I've got to break open that packet and look at this destination IP 
address of every single route, and I've got to keep my access control list for this, and I keep all my routing tables. It gets really big 
and really out of control pretty fast. It's like I use BGP everywhere on all these bigs routes. 
 
ROBB BOYD: Memory and processing issues. 
 
JIMMY RAY PURSER: Heck fire, yes, you know, because I'm having to route this stuff. 
 
ROBB BOYD: But heck fire yes. 
 
JIMMY RAY PURSER: Oh yes, yes, that's an MPLS term. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: You'll find it, you actually find it --. 
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ROBB BOYD: That is on the exam? Oh, yes, we'll get to that in a minute, right. 
 
JIMMY RAY PURSER: But what we're doing is, at Layer 2, just above it, we're just looking at this tag we're not even breaking into it. 
So now I can store a lot more routes and be a lot more creative, and I can actually set things up. And my routing protocols are a 
little different too, I mean, different needs use different link states, this vector depends upon how you're going to use MPLS in the 
environment. But let me show you how it works. 
 
ROBB BOYD: Good, yes, I would say simply this because at first glance, a little intimidating. 
 
JIMMY RAY PURSER: Yes, it looks kind of busy doesn't it? If you look at how this works, it's relatively simple. Remember keep in 
mind of what you know about DLCIs, what you know about VLAN tagging, and this is kind of how MPLS works on a little bit wider 
scale. This is my customer side, this is my network in Dallas, right? 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: You see I'm giving you a call out there to your home town? 
 
ROBB BOYD: I love that, you've done that consistently. 
 
JIMMY RAY PURSER: Love that, yes? Well, you know, I just like to be your pal. 
 
ROBB BOYD: We should say BFW for the airport code, but that's fine. 
 
JIMMY RAY PURSER: Okay. 
 
ROBB BOYD: Well next time, next time. 
 
JIMMY RAY PURSER: So this is my network, and I'm sending this out. This is my data frame, and this is my, what I call my 
customer edge router, my CE. And then inside, this is what's called the provider edge router. Provider edge routers actually are the 
ones who maintain and mess with all these tags. In my transit area, I can forward packets down, you know, on this big cloud I'll 
have what's called provider routers. Provider routers don't touch customer edge routers... 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: They just touch other provider routers or PE routers. But what happens is I send this in, I say okay in my 
Forward Equivalency Class, my FEC, I'm going to store these tags that tell me where I need to go. If I want to go to 128.89, my 
interface one, my label's got to be four. So I'm sending label four across through my provider edge router. My provider edge router 
is looking that up, and saying oh, okay you want to go to 128.89, it's going to look up this end label. It's going to do what's called a 
push, and there's three operations that basically what your tables do. They'll do a swap, a push, and a pop of your label. So what's 
going to happen is, is that it's going to actually pop, I said a push but I was wrong. It's going to pop this label off... 
 
ROBB BOYD: I didn't want to say that out loud, but alright. 
 
JIMMY RAY PURSER: And then it's going to push this label here, number nine, on this packet, and then it's going to send it down to 
where this goes. Now see it's not going to go down here, it's actually going to go across, it's just reading this really quick label 
information. This label's going to come out here and it's going to pop that label off with the provider in, because my customer edge 
router, it doesn't need to know that label, it needs to pop that off just like a VLAN tag. When it goes down it's going to pop it off 
before it sends it to the client. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: So I'm going to pop that label off, actually a pop, this really wasn't a pop as much as it was a swap. But you 
can actually... 
 
ROBB BOYD: Who cares. 
 
JIMMY RAY PURSER: Anyway. 
 
ROBB BOYD: The point is... 
 
JIMMY RAY PURSER: But you can start stacking these labels up and you can actually pop them and push them like two or three at a 
time with some of the newer hardware and stuff. And that's basically how your operation works here, is that as I'm coming in I'm 
popping labels on, I'm pushing them or swamping them off the stack, And then I'm actually popping them off at the inside, and 
then my traffic goes. And this is really pretty darn cool especially when it comes to setting up VLANs, VLAN clouds, that type of 
stuff. Now I can do, you set up VRF instances and I can really control where my VLANs or my VPNs are going to the network, and 
that's typically for a routing switching CCIE, that's where you're going to see this technology used as is for MPLS VPNs. 
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ROBB BOYD: And from a preparation phase, this is a key area you're saying... 
 
JIMMY RAY PURSER: You've got to understand... 
 
ROBB BOYD: Focus on this area? 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: This kind of thing, okay. 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: You have a book that fell down over there, I don't know if you can still grab it. 
 
JIMMY RAY PURSER: Oh yes, there it is. 
 
ROBB BOYD: But you were reading this, I saw, your reading material impresses me, but this one, do you recommend this one? 
 
JIMMY RAY PURSER: Yes, this is a great book. To understand MPLS there's a couple of books to actually get. But this is a really 
good one that really walks you through the fundamentals of how MPLS actually works, how it works in the hardware, and then it's 
actually really good about talking about the different types of MPLS. 
 
ROBB BOYD: So what's the author name on that? 
 
JIMMY RAY PURSER: And traffic engineering. You tell me. 
 
ROBB BOYD: Luke, alright we'll put it in the show notes for Luke's... 
 
JIMMY RAY PURSER: Here's what you look at, CCI number 1897. So the guy's been doing it for a while, he's a support engineer for 
MPLS, really sharp guy, and to understand MPLS at a lot better level. I read this book a couple times, and it's actually an incredibly 
good book, I highly recommend it. 
 
ROBB BOYD: Final comments on the changes here real quick before we run out of time. So now a couple of -- their structure in the 
lab exams a little bit different. 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: We got lab exam as eight hours. 
 
JIMMY RAY PURSER: Eight hours. 
 
ROBB BOYD: You've got half an hour now for short answer, but the biggest change, because it used to just be those two 
components... 
 
JIMMY RAY PURSER: Right. 
 
ROBB BOYD: Is this notion of troubleshooting, a full two hours allocated to troubleshooting... 
 
JIMMY RAY PURSER: Two hours right. 
 
ROBB BOYD: One quick piece of advice for where you start with troubleshooting effectively in something like that? Where do you 
think it's going to come up? 
 
JIMMY RAY PURSER: You're looking at two separate labs, you're looking at a lab that's already prebuilt that you're going to get one, 
two, three troubleshooting, you know, call tickets on. 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: It's going to have a symptom and a problem. You're going to go out there and try to fix whatever that is, and 
try and troubleshoot and figure out what's going on with that network. I tell you the biggest thing that kind of always helps me out 
is this is not my network, and it's not how maybe I want to design some things, but it's the network that I've got. 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: And I've got to troubleshoot what I've got. Don't over think it, look at what it is, solve the problem move on. 
 
ROBB BOYD: But this is a key point I think, you said it's not my network in the sense that I think what they're saying with these 
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changes in certification, especially with the changes to troubleshooting, is that troubleshooting has always been a part of your 
existence as a engineer, right? 
 
JIMMY RAY PURSER: Well yes, right. 
 
ROBB BOYD: I mean that's a natural part of what you do. 
 
JIMMY RAY PURSER: I'm real glad to see that added because that's a really big piece of it. When you see a lot folks that understand 
theory and concepts and can explain this stuff really good, but now if it breaks here at the provider edge now what do I do, oops. 
 
ROBB BOYD: Well, and the value customer is these are certifications that say that I've been peer reviewed, I know how to do... 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: This level of knowledge... 
 
JIMMY RAY PURSER: That's right. 
 
ROBB BOYD: That's going to add value to what you're doing. And this troubleshooting the biggest change is, is you're not 
troubleshooting a network that you built as part of that lab exam, they're going to have one for you that you're kind of coming in so 
you've also got to, within that two hour time frame, do a little bit of an analysis about what do I even have in front of me and 
what's my problem, right? 
 
JIMMY RAY PURSER: Yes, that's right. 
 
ROBB BOYD: And so having a methodology that's going to work for you in a quick and efficient manner is going to be critical there. 
Any final points for someone looking to get their CCIE or recert of that based on these changes? 
 
JIMMY RAY PURSER: Mainly just these points here are really important, the troubleshooting stuff, understanding good half bracket 
troubleshooting where I'm splitting the network in half and saying this problem cannot possibly exist here so don't even 
troubleshoot, don't even look at it. This problem's affecting this, so this is probably where the issue is. Don't troubleshoot stuff 
that's not broken, it's what they'll call half bracketing it out, doing those quick strategies. Induce your own problems, have other 
friends that are peer reviewing you that you're studying with break your network, and you go in and fix it. 
 
ROBB BOYD: That's a good one. 
 
JIMMY RAY PURSER: You know, I mean that always has helped me out so much to understand it. Because I've always tried to fix 
networks from a troubleshooting perspective to understand really what's going on. And that's really going to help you more than 
anything I think. 
 
VALERIE ST JOHN: Thanks guys, I feel much better armed to take my test now. And the official training program for the CCIE is the 
360 Learning Program, and for more information about it check out our links in the show notes, or head to our blog at 
TechWiseTV.com.  

GAINING HANDS-ON EXPERIENCE 

VALERIE ST JOHN: There's certainly a lot of gear to be found here, it's a veritable treasure trove of toys for the networking geek. 
Seems like easy access as we stand here, but it may be quite a different scenario when we want to get a little more hands on. 
 
ROBB BOYD: I think the biggest challenge when people look at these sort of vacations, and this is not a surprise to engineers, but 
it's a fact that you can't be a paper tiger. 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: And I mean you have to be hands on, and I think we get that with all of the professional and certainly expert 
certifications. But even I've seen on the CC&A as long as five years ago, I mean they started changing this that if you weren't hands 
on high likelihood you're going to fail. 
 
JIMMY RAY PURSER: That's right. 
 
ROBB BOYD: I mean, people are studying -- you know if they were trying to do a CC&A, just use that as an example... 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: And were following those, you know, one week boot camp, if you're really, really smart and you work really, really 
hard and you've got some background knowledge chances are you might be able to make it through that. 



Insider's Guide to Cisco Career Certifications 

 
JIMMY RAY PURSER: Right. 
 
ROBB BOYD: But to me the biggest issue is equipment. 
 
JIMMY RAY PURSER: Oh, yes. 
 
ROBB BOYD: It's the fact that if you're saying I've got to be hands on and the only equipment I have access to is my production 
network, well I'm not going play around with protocols and fail stuff over and things of that nature on production, I'd lose my job 
too quickly. 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: So how are people adjusting to this? How have you adjusted, well you I've seen your lab, you're in pretty good shape. 
But not everybody's got a lab like yours, right? 
 
JIMMY RAY PURSER: Right, right, right, right. 
 
ROBB BOYD: So what do I do if I don't have a lot of money, I don't have a lot of friends that work for Cisco, beg, borrow, steal, 
eBay? I'm thinking those type of things may come up. 
 
JIMMY RAY PURSER: Yes, you can certainly do that. I mean, you can get equipment, you can buy gear on eBay, you can do that 
kind of stuff. It gets expensive. You can rent rack time, there's places that will actually rent you racks out, where you can actually 
get that good --. 
 
ROBB BOYD: The same people that offer classes and stuff? 
 
JIMMY RAY PURSER: Sure absolutely. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: The majority of folks that offer classes also do rent rack time so you can do that by the hour, by the day, 
different packages and stuff. But the real issue is that to advance at CCIE you need to in that spare time on the airplane, sitting 
there waiting in terminal, at down time during work or just kind of minus veg in front of the TV, it's kind of good to run through a 
few commands and stuff. And you know, I don't want to boot up my routers and wait for all that time for it to come up or for a 
6500 to boot, you know, that type of stuff takes a little bit of time. So most people are looking at like simulators, you know. How 
can I get a simulated IOS on my network? Now a lot of them are pretty expensive and they kind of suck, I'll be honest with you, I 
mean... 
 
ROBB BOYD: Well that's what I wonder about, I mean, how do you really simulate reality on that type of thing? 
 
JIMMY RAY PURSER: It's tough because you're looking at somebody to take IOS and start emulating different functions of it, and 
there's only so many boundaries, that you can actually have with emulation, you're going to kind of hit a wall there. And you're kind 
of based on where the developer wants to take you to go, right? 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: And many places you're seeing that in any type of certification, any type of application, we've got ways to 
break outside of the boundaries like. So I mean we've talked about the AXP, how to break out and do other things, we talked about 
CUAE. 
 
ROBB BOYD: The applications environment, right. 
 
JIMMY RAY PURSER: I mean there's a lot of ways to do that. So what is the best way, non-equipment way to do this at a low cost 
fashion, that's pretty simple, Dynamips. 
 
ROBB BOYD: Dynamips. 
 
JIMMY RAY PURSER: Dynamips is... 
 
ROBB BOYD: Sounds exciting. 
 
JIMMY RAY PURSER: It is awesome. And one of the really cool things about it is, is that it comes at the great CCIE entry level price 
of zero. It is Open Source. 
 
ROBB BOYD: Oh wow, that's in the budget, yes. 
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JIMMY RAY PURSER: It's designed by Gregg Aunzelli, I'm sorry Greg if you're watching this I didn't pronounce your name right. But 
Greg actually designed this out and it was designed for Linux, Mac, Ebuntu, and also Windows. Now the Windows end, which is 
what I'm doing on here, now has what's called a datagen frontend on it that will actually set up, and it runs real IOS. So to make 
this work, if you get Dynamips, you get the program that will run true honest to goodness IOS. So if you look on here, what you're 
looking at here is I got it installed on here, in my images I've got actual IOS from a 2600, 3640, and a 7200. You can see it's got a 
little message here to put IOS here. 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: And this is 12.4, this is the real stuff, I actually downloaded off the Cisco website, and that's what it takes to 
run it. So, you don't have any limitations here, anything I could do on any one of these platforms I can do on Dynamips. 
 
ROBB BOYD: So Dynamips is providing that foundational layer... 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: And then you're getting these off a Cisco so they're updated files to emulate the correct environment of IOS images, 
essentially for it is what you need to be worked on. 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: So there are three components here that we're going to look at to get this going. We got Dynamips which 
we'll install, and we've already got on here already. Then we've got Dynagen for the Windows side, that's the front-end that allows 
me to actually set this up, that's wrote in Python. And it actually gives me my interface into Dynamip, to set up my Telnet sessions 
that type of stuff. And then I've got my lab files, my lab files set up my environment. So I've got a lab open here, and it's just a 
simple text file. 
 
ROBB BOYD: Now how accurate though is a lab file going to be in the sense that, I mean these labs are changing constantly, those 
are a closely held secret, we've tried to get access to the labs here with everyone taking their test, that failed miserably. Is there a 
match there, or is it generalized to the extent that you're going to be able to still map your education from this into something 
practical. 
 
JIMMY RAY PURSER: All of the above. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: I'll be honest with you because, I mean, we don't know what's going to be on the exam, but what we do know 
is how we can set this up. We can trade these lab files, you can go search Google Dynamips Lab Files... 
 
ROBB BOYD: Oh sweet, okay. 
 
JIMMY RAY PURSER: And you can actually see what other people have wrote, and really what it is is this is setting up your 
environment. This lab file is not necessarily like a visio-diagram of what the lab is, this sets up my routing environment. So this is a 
7200 lab file, and its telling the system where this image is located at, and then I've got these RAM'd out for Linux, what I want and 
how much RAM I want to use, and then what my router's using. This is R1 and R2, I'm using my serial interfaces on these devices, 
and then of course I don't need to set this up. This is what comes, this is the sample lab that comes with Dynamips by default, and 
the only I thing I did was I just changed the location where the image was, that's the only edit I did to this file. 
 
ROBB BOYD: Well, so obviously then everything except for physical link layer issues you might be trying to handle in a 
troubleshooting practice, you can address that here. 
 
JIMMY RAY PURSER: Yes, you know, but you're not going to do that on the lab anyway. 
 
ROBB BOYD: Oh no, okay. 
 
JIMMY RAY PURSER: I mean all the cabling stuff that used to be part of the old exam, on this one it's really not. 
 
ROBB BOYD: They haven't let let me take the lab yet, so I wouldn't know. 
 
JIMMY RAY PURSER: Well you got it next week, right? So one of the things that we'll go -- let's get it started up. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: Let's kind of play with it a little bit here. 
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ROBB BOYD: Don't tease me. 
 
JIMMY RAY PURSER: And it's a two step process, on Linux it's kind of a one step process. But on Windows, which is a lot of people, 
now I use Windows for my corporate stuff, it's just so much easier... 
 
ROBB BOYD: Yes. 
 
JIMMY RAY PURSER: And that's just what I use kind of be a corporate suck-up, you know. So... 
 
ROBB BOYD: You're doing your part and that's appreciated. 
 
JIMMY RAY PURSER: Do my part, do my part. 
 
ROBB BOYD: So us MAC users don't have to deal with it. 
 
JIMMY RAY PURSER: I hear you. So I got Dynagen here installed in my many icons here that I've got set up. The first thing I'm 
going to do is I'm going to launch the Dynamip server down here and set up my environment. So here we go, we'll launch that 
bugger up, let's get it going, pow. Alright, so now what you're going to see is my screen's going to come up, dynamips is going to 
run, and it's setting up my emulation platform. This is what's running behind the scenes, it's actually setting up my 7200. I got my 
Hypervisor open, and my Telnet port is set up. Now the next thing I do is I run my Dynagen console, the frontend of this to actually 
log in. So the next thing I do is I go back to the same lab and I drop my lab files in this right here called Sample Labs. I open it up, 
I'm going to use -- and you can see I've got a bunch of them in here, CCIE Lab, this is one that I traded on the internet. And I 
didn't trade it like hey I'll give you this for that, it was out there, I cut and copied and pasted it, edited my own stuff in there and let 
it rock and roll. You can see that it's a lot bigger. 
 
ROBB BOYD: So you would say it is possible to drive collaboration. 
 
JIMMY RAY PURSER: Yes, sure. Look at you man, looking for that plug. 
 
ROBB BOYD: Corporate suck-up as well, yes. 
 
JIMMY RAY PURSER: That's good. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: That's good though. Now what you can see is when I launch this file, it built all these images automatically for 
the system, you can see my disk coming out, you can see all the space. So you really want to make sure that you've got the space 
to run this and not get overwhelmed because you'll really eat up machine resources really quick. 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: You build like 10 of these 6500s or these 7200s on here, you'll need a lot of resources. So let me go ahead 
and launch this, now it's going to start to run it, you're going to get this warning, it always happens. It's starting my two routers, 
Router 1 and Router 2, here we go, there's good old Greg got his name in here. Now I can set up and I can log on this router with 
simple Telnet or to each router or I can just kind of cheat and I can do Telnet space slant all, and that will log into the both my 
routers here, and as you can see they're both booting up. 
 
ROBB BOYD: Was that already built into there, or did you reload that script? 
 
JIMMY RAY PURSER: No, it's built in. 
 
ROBB BOYD: Okay, that's nice. 
 
JIMMY RAY PURSER: So just by doing that it's automatically launching these. These 7200s are booting up, and when it comes back 
up it's going to start exactly like a 7200, you know why, because it is. 
 
ROBB BOYD: Okay. 
 
JIMMY RAY PURSER: It's running IOS and its setting that environment up for me. 
 
ROBB BOYD: So here I'm thinking, you mean, all I have to do is type a bunch of pound signs and I could have logged in? 
 
JIMMY RAY PURSER: But this is such a valuable resource, and it supports so many different environments. I can support 1800s, 
2800s, 3600s, or 7200s, any of our routing platforms. It doesn't support switching platforms, and it will right now it'll emulate a Pix, 
it won't emulate an ASA, that stuff I'm sure is coming. But it will definitely emulate a Pix Firewall, so if you want some practice --. 
 
ROBB BOYD: But those files you're getting from Cisco are they made to work with Dynamips? 
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JIMMY RAY PURSER: No. 
 
ROBB BOYD: Those are generic. So he's written this thing so you can plug in stuff. 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: Cisco doesn't even have to pay attention to it, yet they're kind of enabling it to stay there, okay. 
 
JIMMY RAY PURSER: Yes, no this is the same IOS I brought on 7200... 
 
ROBB BOYD: Okay, very good. 
 
JIMMY RAY PURSER: Any version, this is the latest ... 
 
ROBB BOYD: So you don't have to wait on us. 
 
JIMMY RAY PURSER: No exactly. 
 
ROBB BOYD: That's good. 
 
JIMMY RAY PURSER: It makes it really simple, you can see it's booting up, I mean this is honest to goodness what it would like if 
you had the real physical thing and this was running side-by-side, you honestly would not know the difference. 
 
ROBBY BOYD: Right. 
 
JIMMY RAY PURSER: It boots up the same exact way. And so you can see everything fires up, it gets up and running, I got both 
screens happening here. And then I can just set up my pacing, I mean, it's just like a real router. So the first thing I want to do is I 
want to give them host names so I can track them down, and you know all that stuff. So it's a really great resource to have. I'm 
telling you I can't really think of anything else better to set to have on your network than good old Dynamips. 
 
ROBB BOYD: Let me flip --. 
 
JIMMY RAY PURSER: Yes, go ahead. 
 
ROBB BOYD: Was that your final point? 
 
JIMMY RAY PURSER: No, no, no. 
 
ROBB BOYD: Well what I wanted to make sure of... 
 
JIMMY RAY PURSER: Never a final point. 
 
ROBB BOYD: Kind of flipping it around a little bit, what is that one thing or two things or more that you need to know that this isn't 
going to get you? So are there some gotchas that would say, you know what, if you're really, really good at this you're 90% there, 
but that extra 10% you need to be aware of is... 
 
JIMMY RAY PURSER: Yes, you're typically only working with one platform at a time here. You're working with a 7200, you're going 
with a 3640, you're constrained by how much memory and how much processing power that you have on the machine that you're 
running it on. 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: So you can get some familiarity down, I can set up, I can route between these interfaces, I can do some 
pretty intense things on here. But as far as the emulating the entire CCIE lab, that just ain't going to happen. 
 
ROBB BOYD: Yes. 
 
JIMMY RAY PURSER: I mean you're going to get kind of close, so if I look like in my program files here and you can see how big 
this has grown, right? 
 
ROBB BOYD: Right. 
 
JIMMY RAY PURSER: If I look at, which is an important point to remember, remember I was just right here and now once it's 
started locking up, look how much I'm taking, right? 
 
ROBB BOYD: Wow. 
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JIMMY RAY PURSER: I mean these files will clean up, a lot of them will, but then I'm actually going to start losing a lot. If I want to 
look at, you know, like the CCIE Lab and I wanted to do a quick look just to see the edit on what I'm looking at here, then you can 
see the only thing I'm doing is basically on this one, is I'm just emulating a 3640 on this one, or 7200, or excuse me again, and I'm 
running all this stuff out and I'm just setting up multiple, multiple interfaces which is going to eat up a lot more resources, so that's 
kind of the downside to it. 
 
ROBB BOYD: Okay, but you know what you made a good point though at the beginning. Because I've got, I think you've probably 
got so many friends that have labs like yourself as well. 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: And that it's nice to have the lab, but it sounds like if this is getting you far enough there now you can -- you know, 
one of the drawbacks of getting ready for the CCIE of course is the distraction from family, right, which is the fact, that you've got 
to dedicate so much time that other things are suffering, but with this it sounds like you've got the ability to do this on the plane, 
do this waiting in between other items, and if you don't have any focus issues like I do, that actually could work out for you. You 
don't have to sit there physically with the equipment droning in the background. 
 
JIMMY RAY PURSER: It's so nice. That's the nice thing about it because that's really what's going to push you over edge quicker 
than anything when it comes to your CCIE, is that extra five or ten minutes, that extra couple minutes. 
 
ROBB BOYD: Yes. 
 
JIMMY RAY PURSER: I can boot this stuff and just get some practice here. I'm sitting in the car waiting for a customer appointment, 
you know, and I get there 30 minutes late, instead of sitting there in the lobby or being also able to answer an email, I mean I can 
boot this stuff up real quick and I can run through a few practice labs. It's anytime you can steal that little bit of time it mega adds 
up, and it gets you so comfortable, because you're working with the real thing. 
 
ROBB BOYD: Yes. 
 
JIMMY RAY PURSER: So when you see the real thing, you're working on the physical stuff, you're already comfortable, because it's 
just like you've already seen, it's no big deal. 
 
ROBB BOYD: Does your Twitter account still run while you're running this? 
 
JIMMY RAY PURSER: Yes. 
 
ROBB BOYD: Okay, so it's not going to shut down your Twitter? 
 
JIMMY RAY PURSER: No, no, no, no, no. 
 
ROBB BOYD: Awesome, good stuff. 
 
VALERIE ST JOHN: Okay guys, I'm completely convinced, at this point you're preaching to the choir. But what's the last word, Robb, 
for any remaining skeptics out there and you know they're out there. 
 
ROBB BOYD: It's so funny because I saw you taking notes, and I was like she's get ready for her certifications any moment now. 
 
VALERIE ST JOHN: Right. 
 
ROBB BOYD: She's going to break out and just choosing that path, you've got to watch closely. But that's the key, if you don't hear 
it throughout the entire show it's about specialization, it's about differentiation, it's about choosing a set of skills that are going to 
allow you to be different from the rest of the pack, so that you add that level of value to an employer, to your consulting business, 
to whatever it may be because those are the things that are going to make a difference. And the nice thing is hopefully we've given 
you a couple of ideas across a wide cross section, from the associate level all the way up to the expert level that hey, that's a path 
that's worth following. You know, when I was pulling out some statistics this morning looking at how things have grown, and 
companies when they're asked, they are dedicating people in wireless at the rate of 66% expect to have a dedicated person 
focused on wireless. 
 
VALERIE ST JOHN: Wow, that's great. 
 
ROBB BOYD: We're seeing doubling of things where they go, you know what, we're going to have someone dedicated to network 
security, we're going to have dedications to these other specializations. And that's saying that you know what, that also means 
we're willing to pay for it. 
 
VALERIE ST JOHN: So the jobs are there? 
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ROBB BOYD: Absolutely. And you got to do that, you got to separate from the pack and I think this is a great way to go about doing 
it. 
 
VALERIE ST JOHN: Alright, that's a compelling way to lay it out. Thank you, that's our show folks. For Robb Boyd and Jimmy Ray 
Purser and Tina Shakour, I'm Valerie St John, thanks for joining us here on TechWiseTV. For a complete archive of previous shows, 
or to check out future shows, head to the Cisco Interaction Network at Cisco.com/go/interact.  

 


