Y
CISCO.

Service Overview

Cloud Computing Overlay for Unified Service Delivery: Delivering
Infrastructure-as-a-Service

What You Will Learn

A top priority for many service providers today is entering the market for cloud computing services. A number of
service providers are starting with “Infrastructure-as-a-Service” (laaS) offerings that enable their customers to run
workloads on the provider’s infrastructure. Such offerings have also been called “virtual infrastructure hosting”
services.

In order to help service providers bring cloud computing services to market, as well as to improve delivery of
traditional services in their portfolio, Cisco has developed the Unified Service Delivery solution. This solution
combines a baseline architecture that is common to all services with a series of overlays that define how each
specific service, such as laaS, uses this baseline in concert with service-specific elements.

In this document, you will learn:

e How laaS is delivered using this system of a baseline architecture and a service-specific overlay
e Which parts of the baseline architecture are required to deliver laaS
e What service-specific infrastructure is described in the laaS overlay

« How the Cisco® Unified Service Delivery solution provides distinct advantages in delivering laaS

The Race to Cloud Computing Services

Cloud computing is the hottest topic in business services today. Providers must to quickly roll out cloud computing
services or risk missing the window of opportunity to define their place in this new market. But cloud computing is a
broad term, and many providers do not have the applications or software development expertise to create Software-
as-a-Service (SaaS) or Platform-as-a-Service offerings. Infrastructure-as-a-Service, on the other hand, is
application-independent and provides an easy entry point for many service providers who are already adept at
provisioning, managing, and scaling infrastructure-based services for their clients.

The challenge is that most infrastructure-based services, such as managed network services, hosting, and
colocation services, are rooted in physical infrastructure. Cloud computing and laaS changes the focus from the
physical infrastructure to a new world of virtual infrastructure. No longer are services built around floorspace,
servers, or ports, but rather around virtual machine (VM) images, application instances, and virtualized storage and
networks.

Building and operating a virtual infrastructure can be a complicated undertaking for a service provider. Often, existing
physical infrastructure cannot be easily repurposed to support a virtualized environment. Therefore, many providers
are working to determine which new infrastructure components best support cloud computing services such as laaS
and other virtualized environments.

Further, the market for cloud computing services is far from mature, and industry experts expect continued rapid
changes in the landscape. Therefore, decisions about infrastructure must stress flexibility of that infrastructure in
order to accommodate whatever changes are on the horizon for cloud computing services. Those decisions must
also reflect capabilities of the infrastructure to support non-cloud and non-virtual environments in cases where cloud
computing and laaS will coexist with traditionally delivered services.
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Unified Service Delivery: Business Benefits

Cisco’s Unified Service Delivery solution provides a single horizontal infrastructure that spans a provider’s entire
service portfolio. Doing this provides three main advantages to the business in general:

e Increases service and feature velocity
e Optimally utilizes capital and operating assets
e Helps ensure and secure the user experience

Specific to laaS offerings, the Unified Service Delivery solution enables providers to:

e Bring laaS to market more quickly.  Virtualization-aware intelligence is built into the key elements of the
Unified Service Delivery solution.

e Reduce the cost of deploying laaS and other service  s. The Unified Service Delivery solution incorporates
consolidation and scalability features that are unique to Cisco products.

e Meet customers’ service-level and security requirem ents in laaS offers. Quality of service (QoS),
encryption, and secure partitioning technologies work in concert across the components of the Unified
Service Delivery solution.

In addition, the Unified Service Delivery solution constructs laaS offerings in a modular fashion on top of a baseline
architecture that is not tied to any particular service. This had the added benefit of providing tremendous flexibility.
Should the market for cloud computing services change, the underpinnings of the laaS offer can be repurposed to
support a substantially different service in response to shifting customer requirements.

Similarly, that same baseline infrastructure can be extended to other services beyond laaS, even while it continues
to be used as the foundation of an laaS service. More traditional hosting or colocation services can be delivered over
this infrastructure. Or non-cloud services such as hosted collaboration services can be delivered alongside the laaS
offer but using the same infrastructure. This reduces overall capital costs, increases the utilization of the
infrastructure, and simplifies the environment operationally.

Cisco Unified Service Delivery for laaS

Overview of the Baseline Architecture

The baseline architecture for the Cisco Unified Service Delivery solution consists of network, storage, and compute
resources deployed in a uniform fashion so that it is able to support a broad range of applications and services
across the provider’s portfolio. It uses leading-edge technologies from Cisco including:

e The Cisco Nexus™ Family of unified fabric switches for a single fabric of all traffic within the data center
e The Cisco CRS-1 Family of carrier-class routers for peering and interconnect functions

e The Cisco Unified Computing System to provide a compute-enabled, VM-ready network that is fully integrated
with server virtualization solutions from partners such as VMware

e The Cisco MDS Family of storage networking equipment to facilitate storage consolidation in conjunction with
partner solutions from companies such as EMC

o Cisco’s Application Networking Services and security portfolios for virtualized, network-based services at
Layer 4 and above

The components in the baseline architecture are depicted in Figure 1 as they would be deployed for a large-scale
deployment that is very broad in scope, covering multiple services including laaS, and supporting a heterogeneous
multivendor environment in the compute tier. For smaller deployments, those with a more targeted focus, or more
homogenous environments such as would be possible in greenfield scenarios, a number of the elements of the
baseline architecture could be consolidated or eliminated.
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Figure 1. Cisco Unified Service Delivery: Baseline Architecture
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The Application Software Tier

On the far left of Figure 1 are placeholders for various applications or workloads that run in the provider’s virtual
environment. In most cases, the applications are supplied by subscribers as a preconfigured VM image. But
applications also include the software infrastructure that the provider implements in order to enable the laaS service.
For instance, applications that provide the automatic resource allocation or implement subscriber self-service portals
will be shown in this tier. Because this is the baseline architecture, Figure 1 shows “placeholders” as dashed boxes
for where these applications will eventually appear when the overlay specific to laaS is added on top of the baseline.

The Virtual Machine Tier

In a virtual server environment, multiple VMs, or logical servers, share the common resources of a physical server.
The Unified Service Delivery solution relies on third-party technology from partners such as VMware's ESX to
implement a virtual server environment. This technology, called the “hypervisor,” is what enables the provider to
abstract the virtual computing environment presented to subscribers from the physical servers that implement that
environment. The hypervisor is also responsible for arbitrating access to the shared resources of the physical server.

With Unified Service Delivery, service providers can choose to deploy their VMs on the Cisco Unified Computing
system, or on third-party servers. This is discussed more fully in the section on the Compute tier.

The vSwitch Tier

One portion of the shared resources of the physical server is the set of network interfaces that connects the physical
server to the rest of the environment. There is not a one-to-one correspondence between physical network interfaces
and logical network connections to the VMs. As a result, the hypervisor layer typically implements a virtual switching
tier in the software of the hypervisor to multiplex connections from VMs to the physical network interfaces. In
VMware, this is called the vSwitch.
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This software-based virtual switching tier works like a very basic Layer 2 switch. But it is not managed with the rest of
the network, so represents a blind spot for network administrators troubleshooting problems all the way back to the

virtual machine.

Further, a service delivery environment almost by definition requires features to enforce security and service-level
adherence. But a typical vSwitch is not an intelligent switch at all, and does not implement QoS or port security
features.

To address these issues, Cisco has worked jointly with VMware to develop a replacement for the basic vSwitch that
implements in software some of the essential network intelligence found in other leading-edge Cisco products. The
Cisco Nexus 1000V Series Switch is a replacement for the standard VMware vSwitch available in vSphere 4. The
Cisco Nexus 1000V Series incorporates technology unique to Cisco called VN-Link, which makes the network aware
of server virtualization and thereby enables it to intelligently apply policy for configuration, quality, and security
control not otherwise possible. While the standard VSwitch in VMware or another hypervisor can be used at this tier,
the Cisco Nexus 1000V Series brings functionality that is expected of the physical network into the domain of the
virtual environment, enabling laaS providers to better meet the requirements of their enterprise customers.

Storage and SAN Tier

Moving left to right in the baseline architecture diagram (Figure 1), the storage and storage area network (SAN) tier
is the first tier of physical resources depicted. This tier includes equipment designed to decouple storage from the
compute tier and consolidate it for maximum efficiency. Also in this tier is the networking equipment required to
connect the now decoupled storage capacity from the processing capacity in the compute tier.

This process of decoupling storage capacity from compute resources is particularly important in the virtualized
environment of laaS. In order for subscribes to be able to run their workloads on a VM that may be located on a
physical server anywhere in the service provider's data center, it is essential that storage capacity is not constrained
to storage devices (such as hard drives) that are directly connected to a particular server. If this were to be the case,
subscribers could only execute their workloads on VMs running on physical servers that contained the storage
devices where their data was located. That would severely limit the provider’s ability to scale processing capacity on
demand, to scale storage capacity beyond the limits of a few devices, to provide VM mobility to other facilities, and to
provide other benefits that a truly virtualized environment delivers.

In the storage and SAN tier, the Cisco Unified Service Delivery solution incorporates both Cisco products as well as
products from partners such as EMC. The Cisco MDS Family of Fibre Channel storage networking directors and
switches enable laaS providers to construct a robust SAN that permits flexible interconnection between the compute
tier and storage in arrays provided by partners such as EMC. The Cisco MDS Family includes innovative features
unique to Cisco and critical to developing a service delivery infrastructure for laaS. Some of these features include
VSANSs, which allow a single set of physical storage networking equipment to implement multiple virtual SANs, and
fabric-based storage applications such as storage media encryption for secure storage of data-at-rest and storage
virtualization to further simplify operation and maintenance of the storage environment.

In many instances, a SAN environment will itself consist of a multi-tiered Fibre Channel environment. The Cisco
Unified Service Delivery solution can incorporate such traditional SAN architectures, but a collapsed SAN is depicted
in the illustrations to bring the focus onto the benefits of a unified fabric within the data center. This permits a single
access tier to serve both the storage and application environments, and as a result, the diagrams show simple a
SAN core with storage attached directly to the core. More detail about unified fabric is provided in the description of
the access tier.

Compute Tier
A number of laaS offerings provide computing capacity on demand, at variable scale, independently from the
physical infrastructure required to deliver it. Ultimately, however, the provider must deploy real servers with real
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processors, memory, and network interfaces, in order to deliver this capability. Those physical assets are what are
included in the compute tier of the Cisco Unified Service Delivery solution.

The Cisco Unified Service Delivery solution incorporates recent innovations by Cisco in the compute space by
including the Cisco Unified Computing System (UCS) in the overall solution. The Cisco UCS is a pre-integrated
system that brings together advancements in networking, server virtualization software, memory, storage, and
internal server architecture. It works transparently with the other elements of the Unified Service Delivery solution as
well, including unified fabric for a single transport for all traffic within the data center, and the Cisco Nexus 1000V
Series hypervisor-integrated virtual switch for extension of network intelligence into the virtual domain.

However, the Unified Service Delivery solution does not rely on the UCS. While the UCS makes integration and
management within the compute tier significantly easier for providers, the Unified Service Delivery solution can be
deployed in conjunction with existing server infrastructure. The Cisco Nexus 1000V Series software switch, Cisco
Catalyst® Ethernet blade switches, and Cisco MDS Fibre Channel blade switches all enhance third-party servers in
the compute tier, and can be integral parts of the Unified Service Delivery solution in heterogeneous environments.

Access Tier

At the access tier, a distributed switching infrastructure provides scale-out capabilities for the provider's laaS
offering. One of the complexities in delivering laaS can be managing separate networks to accommodate both
storage and application networking. The Cisco Unified Service Delivery solution addresses that problem by
incorporating unified-fabric capabilities at the access tier. This permits both storage and application traffic to utilize a
single transport while helping ensure that traditional performance characteristics of both environments are
maintained.

Cisco implements unified fabric in the Cisco Nexus 5000 Series Switch, which is a key component of Unified Service
Delivery. Unified fabric takes advantage of the increasing availability of 10-Gbps Ethernet interfaces on servers and
the emergence of Fibre Channel over Ethernet (FCoE) as a means to transport storage traffic over Ethernet while
preserving all of the performance and application characteristics of traditional Fibre Channel. As a result, a separate
access tier for storage networking (the SAN) can be eliminated, collapsing two networks into a single unified fabric.
The Cisco Nexus 5000 Series Switch implements a gateway function to permit transparent interconnection of the
unified fabric with older SANs. This enables a provider to employ existing storage infrastructure, including storage
arrays, and maintain established relationships with storage partners in an laaS offering, even as native FCoE
interfaces are currently in development.

The Cisco Nexus 5000 Series is a 10-Gbps switch, but to accommodate older LAN environments that continue to
employ 1 Gbps for LAN traffic and a separate Fibre Channel or other storage environment, the Cisco Nexus 2000
Series Fabric Extender can be used to extend the LAN switching fabric of the Cisco Nexus 5000 Series to 1-Gbps
ports housed in external fabric extenders. This provides a smooth migration path for existing provider LAN
infrastructure being incorporated into the laaS infrastructure. Of course, traditional Cisco switching technology in the
Catalyst line can also be used at the access tier, as can traditional SAN technology as is found in the Cisco MDS
Family of Fibre Channel switches.

Aggregation Tier

The aggregation tier in Unified Service Delivery provides a highly reliable, scalable mechanism for bringing together
the traffic from the access tier and doing so in a manner that makes optimal use of physical resources. The
aggregation tier is also the tier at which network-based virtual services, such as firewall services, load balancing,
intrusion and anomaly detection, deep packet inspection, and other upper-layer services are typically inserted.

The cornerstone of the aggregation tier in Unified Service Delivery is tight integration between the Cisco Nexus 7000
Series modular switch, which provides industry-leading throughput in the data center, and the Catalyst 6500 Series
Switch employed as a services chassis in which virtualized network services can be implemented. The Cisco Nexus
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7000 Series delivers high-density 10-Gbps connectivity with up to 512 10-Gbps ports and over 15-Tbps throughput
across the backplane, plus roadmaps to 40-Gbps and 100-Gbps connectivity, as well as modules supporting unified-
fabric connectivity. With features such as these, the Cisco Nexus 7000 Series is ideally suited for this position in the
network as server connectivity advances to 10 Gbps and the industry converges on a single data center transport

standard.

Core Tier

In order to provide for the massive scalability projected as a requirement for some laaS deployments, the Unified
Service Delivery solution also includes a core tier within the data center, which is separate from the aggregation tier
and also separate from the tier that peers the data center with the WAN. Naturally, in environments with lesser scale,
this tier can be physically collapsed with either the aggregation tier, the peering function, or potentially both. But from
a functional perspective, it is important to recognize that there are instances where a distinct set of characteristics
defines the core of the service provider data center environment.

Within this tier, service separation is extended from the IP Next-Generation Network (IP NGN) into the data center
using Virtual Device Contexts on the Cisco Nexus 7000 Series data center switch. This helps ensure that services
can be isolated from one another at a very high level, so that current operational practices designed around line-of-
business boundaries remain intact, while permitting consolidation of the underlying infrastructure. The Cisco Nexus
7000 Series includes high-availability features such as in-service software updates (ISSUs) and graceful process
restartability — carrier-class features further enabling consolidation and massive scalability. Naturally, these
capabilities extend into the aggregation tier implemented on the Cisco Nexus 7000 Series as well.

Peering Tier

On the boundary between the provider’s data center and the WAN is the peering tier. Robust Layer 2 and Layer 3
feature sets are required here, as are a range of flexible LAN and WAN interface options, deterministic performance,
and a range of platform options to support environments both large and small. As laaS offerings may be deployed
into environments already supporting existing services, it may be advantageous to provide complete physical and
logical separation at this tier, effectively enabling two logical networks to be consolidated on a single platform — one
network supporting the older environments and the other the future cloud computing services, as an example.

The Unified Service Delivery solution uses the Cisco CRS-1 router as the peering router because of its unmatched
performance characteristics and feature set, which are ideally suited for the peering application. The Cisco CRS-1
Family has a proven track-record of service in demanding carrier core networks, and it has the same availability
features as the Cisco Nexus 7000 Series, including ISSUs and graceful process restartability, making the two
platforms very well matched in the overall solution.

Each platform is specifically tuned for the particular position it occupies in the network hierarchy. The Cisco CRS-1
router has WAN interfaces, protocols, and features designed to tie it with the rest of a provider’'s core network, or
with other providers’ networks or the Internet at large. The Cisco Nexus Family, on the other hand, is designed with
features specific to the data center, such as unified fabric. By avoiding a “one-size-fits-all” approach, the Cisco CRS-
1 is equipped with characteristics precisely aligned with the peering application — the right tool for the job.

IP NGN Backbone

While not a tier within the data center itself, this is nonetheless a critical component of the Unified Service Delivery
solution. In this tier are networks including the provider's private backbone (if the provider is a network operator),
partners’ networks, and even the public Internet. Unified Service Delivery accommodates laaS offerings from
providers of all types — network operators or not. If the network to which the data center is attached happens to be a
Cisco technology-powered IP NGN, there are additional benefits that an laaS provider can add to the service by
tightly coupling the data center with the IP NGN — either the provider's own or a partner’s.
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Some of the key elements of a Cisco IP NGN include the Cisco ASR Family of aggregation and access routers, as
well as the workhorse of IP-based service delivery, the Cisco 7600 Series, and of course, the Cisco CRS-1 Family
serving in core or edge applications. Features such as application acceleration, caching, network-embedded
security, deep packet inspection, and service-quality monitoring are just a few of the examples of the added value
that the Cisco IP NGN can bring when coupled with a Cisco data center in Unified Service Delivery.

Overview of the laaS Service-Specific Overlay Archi  tecture

In order to implement an laaS offering, service providers can take advantage of many of the features of the baseline
architecture, as described earlier. But there are certain specific elements that need to be taken into consideration
when deploying laaS that are not available in the generic baseline architecture, and generally are relevant only to the
laasS service.

Figure 2 depicts an laaS offering deployed on top of the Unified Service Delivery baseline architecture.

Figure 2. laaS Offering Overlay on Baseline Architecture
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Cloud Infrastructure Management Platform

Perhaps the most critical element of an laaS offering would be an infrastructure management platform. This is
depicted in the lower right-hand corner of the drawing. This platform is what enables the provider to offer portions of
the virtual environment to subscribers — on demand, at variable scale, and independent of the physical infrastructure
— as if that environment were dedicated to the particular subscriber.

The infrastructure management platform is not a single piece of hardware or software, but rather a combination of
offerings from Cisco, third parties, and the provider's own internal capabilities. It incorporates operational support
systems, billing systems, self-provisioning tools, and element managers, all working in concert. The solid and
dashed purple lines show the typical scope that a cloud infrastructure management platform might encompass.
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With the Cisco Unified Service Delivery solution, common tools from Cisco and third parties that would be used to
implement a cloud infrastructure management platform are tested in advance to help ensure that they interoperate in
a way that most easily integrates into a typical provider’'s environment. This minimizes the effort required of the
provider to perform such testing independently, and permits the provider to focus on the tasks that add value to the
particular service they will bring to market. Common tools from Cisco include the Cisco Unified Computing Manager,
Data Center Network Manager, Fabric Manager, Active Network Abstraction, and others. Third-party tools include
vSphere from VMware, Control Center from EMC, etc., and would naturally vary depending on the specific provider’'s
environment.

As illustrated by the mapping of applications that constitute the cloud infrastructure management platform onto
virtual machines in the VM tier of the architecture, it is possible to run the management applications on the very
same infrastructure that is used to deliver services to customers. This contributes to the overall efficiency and
scalability of the environment, and removes unneeded complexity.

Subscriber Workloads and Applications
Beyond the cloud infrastructure management platform, no additional elements are needed to deliver an laaS offering

because, at its core, the offering is simply providing infrastructure on which subscribers can run their own workloads
or applications.

Subscriber workloads are depicted in Figure 2 as additional applications in the application software tier running side-
by-side in the environment. Of course, to subscribers, the environment appears as if it is dedicated to their
application alone, and the security and QoS features of the Unified Service Delivery solution are what make that
possible.

Other Services on a Common Baseline

One of the main benefits of the Cisco Unified Service Delivery solution is the ability to use the infrastructure as a
common platform across an entire portfolio of services, and not just for a single service offering, such as laaS. Not
only does this help maximize utilization and minimize capital and operating costs, but it also can accelerate time to
market for new services because infrastructure is already in place, eliminating the need for ground-up infrastructure
builds with each new deployment. It also provides a mechanism for migrating existing services onto this new
infrastructure so that those services, as they require infrastructure upgrades, can take advantage of the Cisco
Unified Service Delivery solution as well.
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Figure 3. A Common Baseline Architecture for all Service Overlays

Baseline — Network + All Overlays

Gher

Other ¥

Cther -I—“ GSS
G3LB
Cluster

Oter & Internet

— —_— —  IP-NGN
- &
Other Partners
Cthe
Cithey
i Embedded 10G Ethernet
Services — 10G FCoE
ther = ";:;}h ACE . 4G FC
— 1G Ethernet
e DS E_gil = VM to VSwitch
- VSwitch to HW
3 =3 ooos TS FW . — App o HWAM |
a3 ot =
Cisco and VMWare Nexus MDS9000+ UCS MCS7800 Nexus 5000 Nexus 7000 Nexus CRS-1 CRS-1
Third-Party Xen 1000v Consolidated (or Generic w/Nexus 2000 (w/Cisco 7000 7600 ASR 9000
Applications Hyper-\' Storage Arrays Rack or Fabric Catalyst 8500 as 6500 ASR 1000
{EMC. etc) Blade Servers) Extender Services Chassis) 7600

Figure 3 depicts how the Cisco Unified Service Delivery solution provides a common platform for all services across
the entire service portfolio. Because the environment is completely virtualized, secured, and has mechanisms to help
ensure QoS from application to subscriber, other services can run alongside an laaS offering to make optimal use of
the infrastructure. Examples of those services include video services for either consumer or business services,
communications or collaboration services, or other cloud services such as Application-as-a-Service offerings.

Why Cisco?

Cisco has a product portfolio that spans the entire scope of service delivery infrastructure, from applications used for
service delivery in the data center, through transport and intelligence in the IP NGN, out to endpoints for business
and residential subscribers.

As a result, Cisco is in a unique position to assist service providers as they architect laaS offerings that complement
their particular service portfolio. Without this broad view, the approach to service delivery tends to focus on a few
narrow areas, resulting in an environment that perpetuates silos and localized improvements while sacrificing the
greater gains obtained from a fully optimized environment across the entire portfolio. Instead, Cisco takes a broad
view of Unified Service Delivery, resulting in maximum value from the IP NGN and the Service Delivery Center (SDC)
working in concert.

Cisco has proven this approach with our success in helping service providers transform separate, isolated networks
into the IP NGN. This has spurred service innovation and the associated revenue growth for providers, improved
profitability in service delivery, and raised the quality of experience for subscribers. Now Cisco is prepared to help its
service provider customers repeat that success within the SDC, and tightly couple that environment with the IP NGN.
This gives service providers maximum flexibility in the increasingly competitive market for traditional services, and
positions them to capitalize on emerging trends such as cloud services.
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For More Information

For more information, visit Cisco.com where the full range of Unified Service Delivery solution overlays are available.
Also available are a set of consolidated links to the products and systems used in the Unified Service Delivery
solution and customer case studies describing how Unified Service Delivery and the elements it contains have
helped improve the economics and strategic value of their service delivery infrastructure.
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