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Cisco Products and Technologies for  
Personalized Subscriber Management 

Enhanced Awareness and Management of Traffic, Servi ces, and Revenue  

Growing competitive challenges and changing customer requirements demand a swift and 

decisive response from service providers. The traditional competitive boundaries of cable, wireline, 

and wireless networks are disappearing as many of these providers begin offering triple-play 

service bundles and tiered service options. But traffic from Internet-based sources and peer-to-

peer connections is flowing over provider networks and has yet to be adequately managed or 

monetized. And customers have developed sophisticated expectations for high-speed, high-quality 

services that include pushing out as well as pulling in content. They want many more service 

options, faster service activation, the flexibility to modify their services, and competitive pricing.  

These and other major changes are impacting the market and accelerating the transformation of 

service providers from traditional providers of access-based services to “experience providers.” 

The experience providers differentiate themselves competitively by how well they provide and 

brand a consistent quality experience across network layers, applications, and different end 

devices. To do this requires a clear understanding of who subscribers are, what services they are 

using, and what policies govern each account.  

The Cisco® Service Exchange Framework – the service layer of the Cisco IP Next-Generation 

Network (IP NGN) – includes the architecture, technologies, and products necessary for 

heightened subscriber, application, and network awareness. Cisco calls the subscriber-related 

intelligence solutions “Personalized Subscriber Management.” 

Personalized Subscriber Management 

As the network becomes the conduit for interactive gaming, IPTV, video on demand (VoD), 

multimedia collaboration, music and data downloads, and a long list of other applications, 

experience providers must impose order on converged networks to properly manage and charge 

for services. With network intelligence, providers can: 

�  Differentiate between services at the application level 

�  Prioritize application traffic by subscriber 

�  Meter and charge for services per subscriber 

�  Enable zero-touch provisioning, for full self-service account setup 

�  Enable customers to self-select and modify services and features 

These operational and subscription functions have three other major benefits. Aside from 

enhancing network control and giving customers many new competitive features, the Cisco 

Personalized Subscriber Management solution can help reduce operational complexity, reduce 

customer turnover, and boost average revenue per user (ARPU) as customers have an array of 

new service choices at their fingertips. 
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The ability to better manage bandwidth-intensive applications, such as peer-to-peer downloads 

and uploads, helps providers to maintain fairness and ensure that they deliver the quality of 

service that subscribers expect. Cisco Personalized Subscriber Management enables service 

providers to implement Fair Use Policies (FUPs) to manage congestion. These policies can 

significantly increase the performance of interactive applications (voice over IP [VoIP] and gaming, 

for example), benefiting the majority of users, while keeping network upgrades in sync with 

revenue growth. Through application awareness, the Personalized Subscriber Management 

solution can dynamically manage network resources to help ensure that the service qualities 

required by the application or business agreements are met. With this solution, subscribers are 

empowered to improve the quality of service applied to specific applications that they select, such 

as VoIP and/or video applications.  

The Cisco Service Exchange Framework 

As service providers transform into experience providers, they must control network access 

sufficiently to identify subscribers and the services they use in real time. One solution is the IP 

Multimedia Subsystem (IMS) standards (3GPP IMS, 3GPP2 MMD, ETSI TISPAN, and CableLabs® 

PacketCable™ Multimedia 2.0 standards), supported by Cisco, which identify subscribers and 

manage traffic that is based on Session Initiation Protocol (SIP). IMS, however, does not support 

many other types of traffic that are not SIP-based, including many implementations of VoD, VoIP, 

and IPTV. The Service Exchange Framework of the Cisco IP NGN, shown in Figure 1, does. It 

encompasses service control for both SIP and other IP-based applications and services. 

Figure 1.   Cisco IP NGN Layers 
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The Cisco IP NGN and the Service Exchange Framework were created to allow service providers 

to take advantage of the cost and efficiency benefits of migrating disparate services and older 

transport networks to converged, IP network backbones. The network, application, and service 

layers are integrated to allow wireline, cable, and wireless service providers with diverse 

equipment and topologies to become multimedia and mobile experience providers. With the 

intelligent Service Exchange Framework and its integrated policy-management capabilities (Figure 

2), providers have the unique ability to individually coordinate personalized customer experiences 

versus simply providing generic or commoditized access services.  

Figure 2.   Elements that Support Personalized Services with the Service Exchange Framework 

 

The Cisco Solution for Personal Subscriber Manageme nt 

Cisco has the products and technologies that service providers need to quickly deploy 

Personalized Subscriber Management services. To enable greater customer intimacy, 

personalization, and optimized operational services, Cisco offers: 

�  Cisco Service Control Engine (SCE):  This carrier-grade network element inspects 

packets within each traffic flow, making the network application-aware and subscriber-

aware. The Service Control Engine communicates with a policy manager to differentiate 

between different types of traffic, prioritizes traffic flows, and thereby optimizes the network 

to meet specific service-level agreements (SLAs). Reports can provide data on top users, 

top applications, peak flows, and many other metrics. 

�  Cisco Intelligent Services Gateway (ISG):  This function, available in intelligent edge 

routers, automatically detects when users are accessing the network and determines both 

the type of service each user attempts to access and the type of device that is being used. 

The Cisco ISG has the intelligence to manage access to various types of services, both 

IMS and other non-SIP-based services, by many different types of devices. 

�  Multidimensional identity capabilities simplify authentication using a single sign-on from 

any access point, and build an extensible subscriber profile to enable high-quality, 

tailored service delivery.  

�  Integrated policy management allows service providers to dynamically apply QoS on a 

per-subscriber basis. By distributing network intelligence, Cisco provides for more 

scalable and efficient policy administration.  
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�  Dynamic personalization allows transparent application of subscriber-specific personal 

preferences to enhance overall application performance. 

�  Operational integration simplifies the network management of multiple services. With 

broad cross-platform interoperability, the Cisco ISG acts as an open integration point that 

bridges service-to-network administration functions and eliminates the redundancy of 

multi-network operations, allowing providers to speed new service offerings to market.  

�  Broadhop Service Management Engine (SME) and other third-party policy 

management solutions:  By extending policy decision-making and enforcement to the 

edge of the network, service providers can provide QoS on a per-subscriber basis and offer 

more scalable and efficient policy administration. The policy server uses intelligence in the 

edge routers for automatic detection when users access the network and provides the 

option of using existing authentication, authorization, and accounting (AAA) servers for 

operational duties. Cisco supports broad flexibility in distributed policy management, 

allowing the network or a centralized policy management system to detect policy triggers or 

make policy decisions. Cisco supports Broadhop’s SME and several third-party policy 

management server solutions for centralized implementations of this technology. Cisco also 

imbeds policy management functionality within the Cisco Intelligent Services Gateway 

which can be implemented standalone, or may be integrated with a centralized policy 

server to delegate or distribute policy decisions to the edge of the network.  

�  Authentication, authorization, and accounting (AAA) : One of the characteristics of 

established broadband environments is that the AAA solution has often been in place for 

many years, is highly customized, and supports a very large number of users. Therefore, it 

is necessary to implement the policy-controlled environment with minimal disruption to this 

component of the network. The Cisco Service Exchange Framework for wireline can be 

integrated with existing AAA systems with minimal impact or for Greenfield implementations 

and can use AAA products such as Cisco Network Registrar and Cisco Access Registrar. 

Table 1. Personalized Subscriber Management Services 

Service Description 

Service Self-Selection Subscribers are allowed to visit a Web portal and select or modify different 
broadband packages as their needs dictate. 

Parental Controls and Content 
Filtering 

Adults can access a Web portal and set Internet controls for children, including 
blocking access to certain types of Websites and imposing time limits on online 
access. 

Allowance-Based Subscription 
Services  

This feature allows subscribers to set a regular quota allowance (time or volume 
usage), for a set period such as on a monthly basis. 

Bandwidth-on-Demand (Turbo 
Button)  

Bandwidth on demand is a temporary or permanent change to the rate of an existing 
service. For instance, subscribers who may have a standard lower-speed Internet 
service may visit a Web page on the provider’s site and click on a Turbo Button to 
boost their bandwidth for a set period or to leave the button engaged until they return 
and deselect it. The subscriber only pays for the extra bandwidth when it is needed. 
This service could prove popular with gamers, telecommuters transferring large files, 
and parties making a video call.  

Pay-as-You-Go Subscription Service  Pay-as-you-go service permits subscribers to pay for temporary access, limited by 
either time or volume usage. This option is ideal for subscribers who use the Internet 
intermittently and only want to buy time or bandwidth as needed. When users launch 
their browsers, they are redirected to a Web portal where they select the 2-hour “pay-
as-you-go” option, for example. After 2 hours, either the session can be terminated or 
the user can purchase more access time.  

Prioritized Application Service In this use case, the user logs on the subscriber self-service Web portal and 
requests a service that prioritizes specific applications, such as VoIP and video 
applications. 
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Service Description 

Peer-to-Peer Management and 
Network Optimization  

The ability to better manage bandwidth-intensive applications, such as peer-to-peer 
downloads and uploads, helps providers to maintain fairness and ensure that they 
deliver the quality of service that subscribers expect. Cisco Personalized Subscriber 
Management enables service providers to implement Fair Use Policies (FUPs) to 
manage congestion. These policies can significantly increase the performance of 
interactive applications (VoIP, gaming, etc.) thereby benefiting the majority of users, 
while keeping network upgrades in accord with revenue growth.  

Summary 

To meet changing customer expectations and differentiate their service offerings to compete 

effectively, service providers must transform themselves from access suppliers into experience 

providers. The Cisco Personalized Subscriber Management solution is a Cisco Validated Design, 

lets the service providers customize subscriber services, offer self-service, and apply intelligence 

and policy management to applications on converged IP networks. The Cisco Service Exchange 

Framework within the Cisco IP NGN provides powerful technologies and products that make this 

possible.  

Personalized Subscriber Management lets providers reclaim customer intimacy that a new 

generation of Web-based content providers has forged with users. Besides subscriber-based “pull” 

techniques – such as parental control and turbo buttons – new “push” features allow subscribers to 

select an application or set of applications for automatic prioritization based on individual needs 

and preferences. By integrating policy-management capabilities with products and technologies on 

the network edge and gateways that carefully manage and optimize network traffic, providers can 

deliver customized services that customers can enjoy, value, and afford. 

Contact Cisco Today to Learn More  

To learn more about Cisco Personalized Subscriber Management, please contact your Cisco 

account manager today. 
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