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Current Perspective:

Cisco’s eGGSN Release 3.0 is threatening to the competition. While GGSN session capacity
is solid and IP service capabilities are understandably strong, competitors have begun to
grow their scalability and session density in expectation of EPC launches and Cisco’s lack of
a SGSN could represent a gap seized on by service providers.

Cisco’s IP data gateway solution consists of the eGGSN Release 3.0, relying on GSM/
UMTS RAN suppliers to support SGSN functionalities. For its part, the c<GGSN Release
3.0 leverages the Cisco 7600 routing platform, incorporating Service and Application
Module for IP (SAMI) blades to provide GGSN functionality as well other value-added
functionalities. From a configuration standpoint, Cisco’s GGSN comes in four sizes: the
7604, housing four slots (two for SAMI blades); the 7606, housing six slots (four for SAMI
blades); the 7609, housing nine slots (seven SAMI blades); and the 7613, housing 13 slots
(ten SAMI blades). Going forward, the company plans to support LTE EPC applications
(SGW and PGW) on the same platform, with commercial services available in Q1 2010.

From a flexibility and scalability standpoint, the strengths of Cisco's GGSN implementation
are well documented. SAMI upgrades deliver impressive session capacity (and session
density) along with strong data throughput. Activation rates are near the top of the market,
ensuring that sessions can be brought on line quickly. Cisco’s IP and services expertise
promises deep routing, transport, and application support ranging from traflic management
to impressive security scalability to any other applications delivered under the Service
Exchange Framework umbrella: traffic balancer, firewall support, the Cisco Service Selection
Gateway (SSG), and the Content Services Gateway 2 (CSG2).

Yet, despite some undeniable strengths, Cisco’s solution faces a number of clear obstacles.
Session and throughput scalability may be impressive (if not best-in-class), but upgrades
from competitors look to usurp the performance going forward. When realizing that this
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scalability trades off with application capacity, the figures take a further hit. What's more,
the lack of a SGSN may be a deal breaker for operators wanting a complete solution. To be
sure, these issues would be a problem for any vendor. For a vendor such as Cisco, lacking
packet core OEM channels or its own RAN offer (and the sales channels that implies),

the impact is even greater — signaling that added capacity and service upgrades must be
forthcoming if Cisco hopes to be more than just competitive.

Strengths and Weaknesses

Strengths

* GGSN PDP Capacity and Scalability: The Cisco eGGSN release 3.0 provides solid
session capacity, scaling from a minimum of 816,000 PDP contexts up to a maximum of
8.2 million in a single chassis — or over 16 million in a single cabinet. Support for high
session capacity gives operators freedom to ramp up “always on” network services and
support growing traffic demands while keeping OpEx and CapEx costs constrained.

* GGSN PDP Density: With a GGSN based on the 7613 chassis and SAMI blades, Cisco
delivers best-in-class PDP density, edged out only by NSN’s upcoming NG10; two chassis
with ten blades each achieve a PDP footprint efficiency of 86 million PDP contexts per
square meter. Footprint efficiency considers PDP context support within a square meter of
footprint. Efficient use of space, in turn, reduces operational expenses.

* GGSN Throughput: Based on promised support for 12 million packets per second, a
7613 chassis-based GGSN scales up to 49 Gbps of data throughput (based on 512k packet
sizing) — a near-best-in-class figure falling just shy of Huawei’s claimed 13 million packets
per second. While session scale is important for serving a large base of users, throughput

is critical for supporting these users with solid data services — preventing the GGSN from
being a bottleneck.

* Value-Added Applications: Thanks to the use of additional application modules on its
7600 platform, Cisco can offer its GGSN customers a broad array of data applications,
ranging from stellar security capacity, to enhanced security (including address spoofing
prevention), dynamic policy management based on the 3GPPP’s Gx interface, firewall and
VPN applications. Perhaps more importantly, by supporting these applications separate
from the GGSN (IE, on distinct blades), the company can promise to flexibly add in new
support as operator demands evolve.

* Platform Leverage: Cisco utilizes the same 7600 series router platform as the foundation
of its GGSN, PDSN, and ASN solutions, not to mention its successful routing and
application offers as well as EPC support going forward. Platform re-use allows Cisco to
leverage its mobile data gateway and routing R&D over multiple markets. Customers

are promised reliability and cost efficiency, as well as a wide array of application service
modules.

* Platform Upgrades: While competitors are busy rolling out new 3G and EPC data
gateway solutions, Cisco can point to a proven track record of operations with its SAMI-
based GGSN implementation. With performance claims backed by published test results,
the upshot is an image of credibility that new products will not be able to match for a while.
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Weaknesses

* Capacity Calculation: Cisco's GGSN capacity claims may not be comparable with
competitors. In particular, Cisco’s architecture requires GGSN and application support

to be hosted on discrete blades. Maximum capacity claims assume a 7613 platform fully
populated with one type of blade — a potentially unrealistic scenario if an operator needs to
support more than vanilla data sessions with their GGSN.

* Charging & Value Added Service Capabilities: The use of discrete SAMI blades to
deploy advanced charging capabilities and other applications (VPN, firewall, etc.) creates
a complex internal system configuration that requires extensive internal VLAN support.
Increased complexity translates into added configuration costs and increased opportunity
for configuration errors.

* OEMs/Partnerships: Cisco’s previous stable of GGSN partners has eroded: Siemens (with
Nokia) and Motorola (with Huawei) have shifted data gateway solution partners. Once
providing Cisco with the advantage of several highly developed sales channels into operator
networks, Cisco must now go to market alone. Fortunately, Cisco has spent the past several
years cultivating direct sales channels into mobile operators.

* Complete Solution: Cisco does not provide operators with SGSN products. While

the company can promise GGSN interoperability with any vendor’s SGSN, the lack of

a complete 3GPP mobile gateway solution could make it difficult for Cisco to sell into
smaller operators that cannot deal with the complexities of multi-vendor sourcing. Likewise,
it could even prevent Cisco from bidding on RFPs that specify SGSN as well as GGSN
support.

* Competitive Upgrades: Despite the addition of Cisco’s SAMI blades, new products from
competitors promise to usurp the vendor’s best-in-class performance claims. In particular,
Starent’s planned July 2009 upgrades should deliver better throughput and NSN’s Flexi
Network Gateway NG10 promises stronger throughput and session scalability when it is
available.

Point and Counterpoint

Point: Alcatel-Lucent and NSN will claim that the Cisco IP data gateway solution is weak,
because it lacks an SGSN component. By providing an end-to-end mobile core solution,
nearly all of Cisco’s GGSN competitors can provide a coherent set of products — products
that work in concert and come with proven interoperability.

Counterpoint: Cisco will counter that linking an SGSN with a GGSN is not a
particularly difficult aspect of mobile network design; a history of working with high-profile
partners such as Siemens and Lucent — each with their own SGSNs — has proven that
Cisco’s GGSN is up to the task. Furthermore, many operators prefer to deploy multi-vendor
networks, minimizing the value of a so-called “complete solution.”

Point: Starent will suggest that Cisco’s session and application capacity claims are
overblown. Cisco’s application and session capacity scale with the addition of new SAMI
blades. Its capacity claims, in turn, are based on using all blades within one chassis for

one application — an unrealistic scenario where the GGSN is only used for one purpose.
Starent’s figures, on the other hand, are for simultaneous loads, ensuring that its session and
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application capacity claims are supported simultaneously.

Counterpoint: Cisco will argue that its capacity claims are 100% accurate. More
importantly, it will also note that a strategy of supporting value-added applications
alongside GGSN blades allows maximum flexibility for operators. Where an operator wants
a GGSN to do little more than process data sessions, Cisco can deliver on this requirement.

Where applications are required, application blades can be deployed alongside GGSN
capacity.

Point: NSN will point out that Cisco’s strategy of building data gateways on its 7600
router platform limits its ability to meet operator demands. Building its Flexi Network
Gateway and Network Server products on an ATCA chassis allows for common stocking
and training, regular (inexpensive) upgrades, and a full set of applications. Even where
routers promise greater bearer plane capacity, an ability to support up to 21.6 million
sessions per cabinet (roughly 50% more than Cisco) argues in favor of NSN’s data gateway
strategy.

Counterpoint: Cisco will agree with NSN on the value of platform reuse but argue that
its capacity claims are too new to be trusted. To be sure, using a common hardware platform
for multiple products helps vendors keep R&D costs in check while helping operators

keep training and sparing costs in check. This is exactly why Cisco uses its incredibly

well deployed 7600 series router as a GGSN platform — deployments which prove out its
capacity claims, compared with the complete absence of a track record for NSN’s new offer.

Buying/Selecting Criteria

3G Service Capabilities:

* QoS Support: Cisco supports a number of QoS mechanisms in order to ensure service
differentiation and service performance. In particular, the eGGSN release 3.0 supports
DiffServ packet marking, QoS admission control, packet classification and filtering with
corresponding charging, redirection and traffic management, along with ATM transport
options. Support for differentiated service classes allows operators to forward packets with
different priority levels appropriately on an end-to-end basis, maximizing revenue from their
network resources. Given its importance, all competitors support QoS in some way.

* 3GPP Release Level: Cisco supports 3GPP standards up through R7 with a promised
software upgrade to R8 going forward. This makes it an “up-to-date” solution, with each
3GPP release providing important features and fixes necessary for better interoperability and
service capabilities.

* PDP Context Optimization: Cisco's GGSN supports the use of secondary PDP contexts.
Providing operators with secondary PDP contexts allows base station and packet control
unit (PCU) resources to apply QoS principles using standardized 3GPP procedures

— mechanisms optimized for the radio access network — not just the GGSN. Cisco also cites
support for session idle timers, which deactivate idle PDP contexts for reclaiming GGSN
resources for active subscribers, helping to maintain GGSN performance and network
efficiency.

* IP Connectivity: Cisco routers have a long tradition of support for high speed and a
wide range of interfaces; its GGSN supports the entire range of Cisco interfaces, including
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STM1, STM4, 100bT, GigE, 10GE, E1/T1, E3/T3, and 802.1q VLAN support. Few
vendors can match this transport flexibility. Support for high speeds delivers high packet
performance, while a broad range of physical and logical interface options delivers flexible
network planning options.

* Direct Tunnel: Direct tunnel support allows user sessions to bypass the SGSN in order
to limit the impact of mobile broadband on the core network and deliver low-latency
connections. Where Cisco delivers direct tunnel support, so too do all competitors with the
exception of Alcatel-Lucent (which plans to deliver support in Q4 2009).

* NAT/PAT Support: Cisco supports network address translation (NAT) and port address
translation (PAT); both are particularly important as operators look to conserve address
resources and avoid address exhaust.

Billing Capabilities:

* 3GPP Billing: Cisco’s eGGSN release 3.0 supports 3GPP specifications CS 32.251
(G-CDRs) and CS 32.225 (DCCA) for billing by volume and/or by time. This allows
operators the flexibility to create class of service distinctions based on the appropriate
billing mechanism (e.g., SMS based on volume or real-time billing for song downloads).
The eGGSN can also be configured to backup G-CDREs to, and retrieve G-CDRs from,

a storage area network (SAN) via iSCSI when a charging gateway is unavailable. As more
multimedia services come online in the mobile domain, an array of billing options will be
critical — making them common across most offers.

* Prepaid Billing: Cisco claims billing support for prepaid and postpaid services.
Specifically, the Content Services Gateway (CSG2), deployed on separate MWAM or SAMI
blades, provides real-time prepay support based on various metrics: quotas, volume, time,
etc., as well as 3GPP diameter-based Gy for prepaid. While operators are still grappling with
the prepaid model for data services, the ability to offer prepaid and service-based billing
options is critical for business model flexibility. To this end, many GGSNs originally lacked
support for prepaid services. All, however, claim prepaid support today.

* Advanced Charging Capabilities: In addition to pre-pay functionality, the CSG2 also
delivers content-aware charging capabilities, performing the deep packet inspection function
that controls access to user services and enforces account balances — all based on service

type or other criteria. Other vendors, however, have the capability to perform advanced
charging without the need for specialty hardware that complicates the network topology
and increases CapEx costs.

Market Momentum and Vision:

* EPC Roadmap: Cisco’s evolved packet core roadmap includes SGW and PGW support
on the company’s SAMI blades. It has not announced plans for an MME offer. With
commercial availability planned for Q1 2010, Cisco will be bringing EPC products to
market after some competitors (Huawei and Ericsson) but before others (NSN and ALU).
Moreover, trial availability in Q3 2009 promises early exposure for interested customers.

* OEMs/Partnerships: Cisco’s previous stable of GGSN partners has eroded; Siemens (with
Nokia), Lucent (with Alcatel), and Motorola (with Huawei) have all shifted data gateway

solution partners. Once providing Cisco with the advantage of several highly developed sales
channels into operator networks (and the offer of a complete SGSN/GGSN solution), Cisco
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must now go to market alone. Fortunately, Cisco has spent the past several years cultivating
direct sales channels into mobile operators, somewhat offsetting the lack of channel
partners.

* Platform Leverage: Cisco utilizes the same 7600 series router platform as the foundation
of its GGSN, PDSN, and ASN solutions, not to mention its successful routing offers

and EPC offer going forward. Platform re-use allows Cisco to leverage its mobile data
gateway and routing R&D over multiple markets. Customers are promised reliability and
cost efficiency, as well as a wide array of application service modules. To this end, Starent
leverages its ST40 platform over various mobile data gateway offers and the upcoming EPC
solutions from Ericsson and ALU both leverage their service routing products.

* Product Evolution: The introduction of the SAMI blades into the 7600 supplied

Cisco’s eGGSN platform with a capacity boost needed to improve GGSN capacity just

as it grew the capacity of the CSG (with the introduction of the CSG2). The new blades
moved Cisco’s GGSN solution from the middle of the pack to at or near the top in terms
of capacity, density, and throughput support — while signaling to customers that Cisco’s
committed to GGSN innovation. Moreover, while every new product introduction must be
market tested, the SAMI blades have been in service long enough to prove their mettle.

* Customer Traction: Cisco claims that its GGSNs have been commercially deployed in
over 70 operational networks around the world, most recently with wins in Scandinavia.
This puts Cisco in the middle of the pack, trailing Ericsson as well as NSN. While traction
does not always point to strong products, it suggests that a product is credible with a broad
set of personnel trained on the GGSN’s operations, etc.

Scalability and Density:

* GGSN PDP Capacity and Scalability: Cisco’s cGGSN release 3.0 provides solid session
capacity. By deploying multiple SAMI blades, session capacity scales from a minimum of
816,000 PDP contexts up to a maximum of 8.2 million in a single chassis — or over 16
million in a single cabinet. Support for high session capacity gives operators freedom to
ramp up “always on” network services and support growing traffic demands while keeping
OpEx and CapEx costs constrained.

* GGSN PDP Density: With a GGSN based on the 7613 chassis and SAMI blades, Cisco
delivers best-in-class PDP density, edged out only by NSN’s upcoming NG10; two chassis
with ten blades each achieve a PDP footprint efliciency of 86 million PDP contexts per
square meter. Footprint efficiency considers PDP context support within a square meter of
footprint. Efficient use of space, in turn, reduces operator operational expenses.

* GGSN Throughput: Based on promised support for 12 million packets per second, a
7613 chassis-based GGSN scales up to 49 Gbps of data throughput (based on 512k packet
sizing) — a near-best-in-class figure falling just shy of Huawei’s claimed 13 million packets
per second. While session scale is important for serving a large base of users, throughput

is critical for supporting these users with solid data services — preventing the GGSN from
being a bottleneck.

* SGSN PDP and Subscriber Capacity: Cisco relies on GSM/UMTS RAN suppliers to
support SGSN functionality and lacks its own product.

* SGSN RNC Capacity: Cisco relies on GSM/UMTS RAN suppliers to support SGSN
functionality and lacks its own product.
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* Redundancy and System Availability: Cisco GGSN promises five-nines reliability

with stateful PDP session failover; redundant configurations are supported, including
intra-chassis and dual-chassis, server load balancing, GTP session redundancy, GTP load
balancing, and GTP stateful failover. Resilience is based on GTP session failover, where
each PDP session is switched over from an active GGSN to a standby GGSN. As with QoS,
subscriber propensity to pay for 3G services will depend — in part — on an operator’s ability
to deliver reliable 3G services. Redundancy, leading to session continuity, supports service

quality.

Value-Added Service Capabilities:

* Firewall Support: Although the Cisco eGGSN release 3.0 can support stateful firewall
capabilities, the functionality must be added though separate firewall blades. Alternatively,
separate firewall appliances can be deployed in conjunction with the GGSN. In particular,
Cisco supports a stateful firewall sitting between the SGSN and GGSN.

* IPSec Support: IPSec services are available via Cisco’s IPSec VPN Services Module. The
module supports 8,000 sessions per card, without affecting the performance of the GGSN
or the throughput of the secured traffic. In a fully configured 7613 (dedicating all slots to
IPSec), IPSec capacity would scale to 80,000 sessions. All vendors support the basic IPSec
functionality with some variations in the implementations, but some vendors — unlike Cisco
— support IPSec without the need for additional hardware elements.

* L2TP Support: L2TP tunnel support is provided; Cisco claims support for up to a
staggering 480,000 tunnels, or 48,000 tunnels per SAMI blade with the 7613 chassis.
Cisco’s L2TP support gives the SAMI blade another best-in-class rating, coming in well
above the nearest competitor. Strong L2TP support provides operators with the opportunity
to interconnect with enterprise VPN gateways.

* Bandwidth and Traffic Management: As user sophistication increases, operators will
want to enforce dynamic bandwidth policies, including policies based on service type (such
as peer-to-peer traffic). To this end, Cisco notes service awareness (Layer 3/4 and Layer 7)
as well as bandwidth management functionality and peer-to-peer traffic tracking utilizing
heuristic analysis, and once detected, the traffic management tools can address the issue
using rate-limiting, marking, flow gating, as well as differentiated charging.

* Other Capabilities: Cisco’s eGGSN release 3.0 supports enhanced security, including
address spoofing prevention and access control lists to prevent mobile access of GGSN
interfaces. A broad range of virtual private network implementation choices is available
through the extensive VPN feature set of IOS (e.g., VLAN, GRE, IPSec, L2TD, and
MPLS). The eGGSN release 3.0 also lists support for dynamic policy management based
on the 3GPPP’s Gx interface, routing behind mobile terminals to support multi-host
environments, and P-CSCF discovery.
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Product: Cisco eGGSN Release 3.0

SGSN Solution

Product Name

Not Applicable

Equipment Description

Not Applicable

Number and Type of Physical Links

Not Applicable

Max RNCs Supported

Not Applicable

Max Subscribers

Not Applicable

Max PDP Contexts Supported

Not Applicable

Miscellaneous

Not Applicable

Physical Specifications - GGSN

Product Name

eGGSN release 3.0

Equipment Description

Single-shelf chassis with SAMI modules running GGSN application SW. Cisco 7604
= two SAMI blades; Cisco 7606 = four SAMI blades; Cisco 7609 = seven SAMI
blades; Cisco 7613 = 10 SAMI blades. Additional SAMI blades provide linear scaling
for throughput and session capacity.

Dimensions 7604: 222mm x 444mm x 552mm (8.75’ x 17.5’ x 21.75’); 7609: 940mm x 432mm X
533mm (37’ x 17’ x 21"); 7613: 812mm x 431mm x 457mm (32’ x 17’ x 18’)

Volume 7604: 55 L; 7609: 214 L; 7613: 161 L

Footprint 7604: 0.25 m2; 7609: 0.23 m2; 7613: 0.19 m2

Rack/Chassis Quantity 7604: nine per chassis; 7609/7613: two per chassis

Mass Data Not Provided

Switch Fabric 720 Gbps

Power Supply 7604: 110 to 240 VAC recommended (or -48 to -60 VDC); 7609/7613: 208 to 240

VAC recommended (or -48 to -60 VDC)

Power Consumption

7604: 2700W AC & DC; 7609/7613: 2500/3000/4000W AC & DC

System Availability

Five 9s reliability based on dual-chassis with server load balancing and GTP stateful
failover; resilience based on GTP session failover, where each PDP session is
switched over from an active GGSN to a standby GGSN, on another chassis, in case
of a failure on the active GGSN

Transmission Interfaces - GGSN

Number and Type of Physical Links

Entire range of Cisco interfaces. STM1, STM4, 100bT, GigE, 10GE, E1/T1, E3/T3.
802.1g VLAN support available.

WAN Protocols

All Cisco routing functionality available.

Diffserv

All four 3GPP classes with mapping to DiffServ

Gn Support - GGSN

Max PDP Contexts

8.16 million PDP contexts per 7613 chassis, with 816,000 for single SAMI module.

Secondary PDP Contexts

Supported. Includes per-PDP accounting for secondary PDP contexts.

Max Access Point Names (APN)

15,000 APNs per 7613 chassis (each APN mapped into VRF), with 1,500 per SAMI
blade

PDP Types Supported

IPv4 and IPv6 PDP Types, PPP PDP Type

Direct Tunnel Support

Yes

Continued
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(Continued)

Gi Support - GGSN

Routing Protocols

All Cisco routing functionality available - OSPF, RIP, BGP4, IS-IS, MPLS among
others; per-APN/VRF routing protocol support; routing behind mobile for EDGE/
UMTS CPE

Static IP Address Assignment

Yes

Dynamic IP Address Assignment

Yes. DHCP, RADIUS (including RADIUS-based virtual APN provisioning), and/or
local pool. Overlapping IP addresses supported.

Non-transparent Authentication RADIUS
Network Address Translation Supported
Port Address Translation Supported

Max L2TP Tunnels

480,000 L2TP tunnels can be established per 7613 chassis with 48,000 per SAMI
module.

IPSEC Capability

Supported

RFC2547bis VPN

Supported

Max IPSEC Security Associations

8,000 (with VPNSM module)

Stateful Firewall

GTP stateful firewall supported in PIX 7.0 on the PIX appliance software, which runs
on PIX devices. This feature supported both on Gn and Gp interfaces. So, the PIX-
based GTP stateful firewall sits between SGSN and the GGSN.

Other Value Add Features

GTP session redundancy/failover and PDP context persistence; HSDPA; DCCA-
based real-time billing with Cisco Content Services Gateway (CSG), per-PDP
policing, QoS admission control, session idle timers; GRE tunneling; PPP
regeneration for IP PDP Type; enhanced security including: address spoofing
prevention, access control lists to prevent mobile access of GGSN interfaces, and
VPN routing and forwarding; D35APN-aware load balancing; GTP load balancing,
VPN support (802.1q VLAN, GRE, IPSec, L2TP, MPLS); charging record backup;
P-CSCF discovery; IPv6 support

Billing Support - GGSN

3GPP Billing G-CDRs are generated based on volume and/or time; roaming & radio access
technology triggers for billing

Prepaid Billing 3GPP-defined prepaid as well as prepaid based on extensions to the GTP protocol

RADIUS Billing Supported

Other Records backup to iSCSI; content-based billing, 3GPP Diameter based Gy for

Prepaid

Service Support - GGSN

Service Awareness

L4 and L7 packet inspection with DPI and heuristic analysis, Packet classification
and filtering with corresponding charging, redirection and traffic management

P2P Traffic Tracking

P2P traffic will be detected based on heuristic analysis. Once detected, a variety
of traffic management tools are available - rate limiting, marking, flow gating, and
differentiated charging.

Bandwidth Management

Yes

Access Awareness

Based on RAT type

Other - GGSN

3GPP Release Level

Rel 97, Rel 99, up to Rel 7 compliance; SW upgrade to Rel 8

IP Packets per Second

12 million pps per 7613 chassis with 1.2 million per SAMI module. Linear scalability
of all packet sizes.

Throughput Support

49.2 Gbhps (7613 Chassis)

Continued
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Product Metrics (Continued)

Product: Cisco eGGSN Release 3.0  (Continued)

Activation Rate 36,000 (7613 Chassis)

PDP Footprint Efficiency 7613 = 85.9M

Availability Current

Major Customer Wins Recent wins in Scandinavia; deployments in networks all over world

Miscellaneous Cisco GGSN part of Cisco Common Services Architecture that provides a path to
platform portability as well as fixed and mobile convergence.

Other - EPC

MME Support NA

S-GW Support SW migration on the current SAMI HW module

P-GW Support SW migration from GGSN to combined GGSN/PDN GTW load. The same HW
platfrom (SAMI)

Availability - Evolution Q32009

Availability - New Products Q12010 FCSs

© 2009 Current Analysis Inc. All rights reserved.
For more information, please call +1 703 404 9200, toll-free +1 877 787 8947,
Europe +33 (0) 1 41 14 83 15. Or visit our Web site: www.currentanalysis.com 11



