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Cisco Virtual Office: Ongoing Management
Adding, Removing, and Changing a Remote Router’s
Configuration

Introduction

This white paper shows how Cisco® Virtual Office is managed on a day-to-day basis, from an IT
administrator’'s perspective. The common tasks that the IT administrator will execute once Cisco
Virtual Office is installed are:

1. Add new users and sites

2. Remove users and sites

3. Add data centers

4. Change/update configurations or Cisco I0S® Software for remote sites

For information on how to manage the converged VPN and how to add new security features, visit
http://www.cisco.com/go/cvo and look for “Converged VPN” and “Advanced Layered Identity.”

Adding a New User or Remote Site to an Existing Cisco Virtual Office Deployment

To add a user to the VPN, you need to know the connection type and the IP address of the call
manager cluster that the user is connected to.

A typical user deployment flow consists of the steps shown in Figure 1.

Figure 1.  Steps in Adding a New User in Cisco Virtual Office
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Briefly, the deployment process is as follows:

1. The user applies to the Cisco Virtual Office service and gives the admin his or her ISP
information (DHCP, PPP over Ethernet, static).

2.  The IT administrator receives the request, goes to Cisco Security Manager, and creates a
device for the new user by cloning an existing one and keeping all the global policies (Figure
2). The administrator then makes Cisco Security Manager generate the full configuration file
for the new user. Cisco Security Manager automatically stages it at the configuration engine
and will be there waiting for a “Call Home” from the new Cisco 881/871/1811 Integrated
Services Router (ISR).
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Figure 2. Cloning a Device in Cisco Security Manager
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When cloning a device, enter the new host name (one that can uniquely identify the end user,
such as the employee’s user ID). In addition, the subnet identified by the LAN side protected IP
address will be routable within the corporate network once the dynamic multipoint VPN (DMVPN)
tunnel comes up. It must be unique per device (Figure 3).

Figure 3.  Naming the Clone
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For DMVPN spokes, edit the properties of the new device by double-clicking on the device, and
add overrides for the networks that are different from the default ones. Each device needs to have
its own unique subnet, which will be routable within the company network (Figure 4).

Figure 4.  Creating an Override
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The IT administrator also needs to add a public key infrastructure (PKI) profile for the new user in
the Cisco Secure ACS authentication, authorization, and accounting (AAA) RADIUS (enter the fully
qualified domain name [FQDN] of the router), as shown in Figure 5.

Figure 5.  Configuring Cisco Secure ACS for a New Device Profile
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Cisco Security Manager: Submit and Deploy Job for New Router

e Cisco Security Manager current changes are seen only by the current user; changes need
to be submitted to get committed so that other users can see them.

e Once Cisco Security Manager deploys a job, it sends the 871 full config to the configuration
engine.

¢ Job status can be viewed from “tools > deployment manager” (Figure 6).
Figure 6.  Displaying Job Status
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If needed, go to the corporate DNS server and enter the username.domainname.com for the end-
user router. This will make it easier to troubleshoot problems and allows the IT administrator to
SSH to the user ID directly from anywhere in the corporate network.

Changing Configuration for One Device (or Remote Site), a Group, or All

To change one single device, click the device and navigate to the policy that needs to be changed.
Then right-click the device and choose “Unshare Policy.” This will make the policy unique for that
particular device, meaning that a change will affect only that device. After making and saving the
changes, go to “File-Submit and Deploy,” identify this device from the list, and submit your job.

To change a shared policy, go to any device on Cisco Security Manager that has the shared policy
and apply your changes. All of the other devices that share this policy will get the changes as well.
Once the changes have been made, click “Submit and Deploy.” Cisco Security Manager will by
default show all devices that share this policy, and when the job is submitted, it will connect to the
configuration engine and configure a job change action for each individual device.

Removing a User or a Remote Site

To remove a device from the VPN, follow these steps:

1. Connectto Cisco Security Manager, click the device, and then click “Delete Device.”

2. SSHinto the device. Copy the factory default to “startup config.” Delete the certificate from
“NVRAM.” Reload the router.

3. Connect to your AAA. Remove the device profile for username.domainname.com

4. Revoke the PKI certificate (if needed).
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