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Solution Overview

Cisco VN-Link: Accelerate Server Virtualization

Deliver Virtual Machine—Aware Network and Storage Services

Executive Summary

Cisco® VN-Link extends the scope and expands the benefits of a server virtualization strategy. By
providing virtual machine—aware network and storage services to a virtual machine, Cisco VN-Link
increases infrastructure agility, improves application availability, strengthens security and
compliance, and simplifies management.

Challenge

Adoption of server virtualization is expected to markedly increase over the next few years.
However, there are a number of impediments to the scalability of current server virtualization
strategies. In particular, although servers and applications are now being managed at the virtual
machine level, network and storage 1/O is still being managed at the physical device level, creating
security and compliance problems and management and operations overhead that is increasing in
scope and complexity. Solutions that work when 10 percent of production servers are virtualized
seldom scale to support virtualization of 50 percent of production servers.

Business Benefits

By delivering network and storage services that can be managed with virtual machine—level
granularity, Cisco VN-Link greatly increases the benefits of server virtualization. Beyond the initial
benefits derived from server consolidation, the introduction of virtual machine—aware network and
storage allows server virtualization to be used to enhance a wide range of IT initiatives, including
business continuity, energy efficiency, and resource agility.

Solution

Cisco VN-Link encompasses a humber of products and technologies that work together to improve
server virtualization strategies:

e Cisco Nexus™ 1000V virtual switch  is Cisco’s first pure software switch. Developed in
collaboration with VMware, the Cisco Nexus 1000V integrates directly with the VMware
ESX hypervisor. This tight coupling of network and server resources helps ensure that
network and security policies automatically follow a virtual machine that is being migrated
with VMware VMotion.

o Network Interface Virtualization (NIV) is a virtual machine networking protocol jointly
developed by Cisco and VMware that allows Cisco VN-Link functions to be implemented in
hardware. The protocol has been presented to IEEE for ratification as an open standard.

o N-Port Virtualizer (NPV) is a function currently available on the Cisco MDS 9000 family of
multilayer switches that allows storage services to follow a virtual machine as it moves.
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This tight coupling of the virtual machine to both network and storage services enables policy and
security to be managed at the virtual machine and for those services to follow the virtual machine

as it moves when features such as VMware’s dynamic resource management are used. Cisco VN-
Link also provides visibility down to the virtual machine level, simplifying management,
troubleshooting, and regulatory compliance. Further, Cisco VN-Link allows the server, storage, and
network teams to collaborate more closely while still maintaining team autonomy. For example, the
server administrator can add or move a server or virtual machine without having to call the network
or storage team or to take on storage or network responsibilities. Similarly, each team can
continue to use its favorite management and operations tools.

Why Cisco?

Cisco has a long and proven heritage in virtualization. Cisco introduced network virtualization more
than 10 years ago, and Cisco’s current data center portfolio includes virtualized networking,
storage networking, security, and Layer 4 through 7 services. With its collaboration with VMware,
Cisco now brings this expertise to the server virtualization domain.

For More Information

For more information, visit http://www.cisco.com/go/vnlink.
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