Cisco AssureWave Wireless LAN Controller
Release 4.2.207.0 Test Results

Version History

Version number | Date ‘ Notes
1.1 July 29, 2009 Final Version
1.2 September 14, 2009 Typographical errors fixed

Executive Summary

T
CISCO

AssureWave is a Cisco initiative that provides Wireless LAN service providers with their Cisco
software version of choice.

The AssureWave program collects topology, application, and client information from various
sources such as Sales Engineers, TAC and directly from customers to build test networks that
simulate particular vertical environments. These test networks run additional scenarios based on
this vertical information to better cover various interoperability matrices. The vertical test beds are
built upon existing horizontal technologies such as Mobility, Voice, and Routing/Switching. In
addition, existing Best Practices and Deployment Guides from the different technologies are
referenced and deployed in the networks. This release tested the HealthCare, Retail, Enterprise
and Higher Education vertical market scenarios.

The AssureWave program also proactively enlists additional testing from 3rd party partners in
addition to any existing Cisco partnerships. This comprehensive testing of client and application
interoperability results in a smoother introduction of a complete end-to-end wireless ecosystem.

This document summarizes what was tested for each market segment; in which specific
combinations of devices and features were tested; a test summary and recommendation; and
relevant open caveats.
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HealthCare Vertical Market

What Was Tested

l'l.l'l'l
Cisco

Cisco Wireless LAN Controller (4402, 4404, WiSM and 3750 Integrated) N-1 and N-2
upgrades (N-2, N-1 being previous major releases and N being current version).

Cisco Wireless Control System (WCS) N-1 Upgrade (N-1 being the previous major release
and N being current version).

Cisco Location Based Services (LBS) Appliance N-1 Upgrade (N-1 being the previous major
release and N being current version).

Simultaneous client encryption methods—Open, WEP, WPA and WPA2
(static and dynamic).

Simultaneous client EAP authentication modes—LEAP, EAP-FAST, EAP-TLS.

Layer 2 (inter/intra controller) and Layer 3 roaming scenarios (with voice and
data clients).

High Availability—Controller/AP, access layer failover testing.

Voice clients including the Cisco 7920/21, Spectralink e340/640 and Vocera badges with
one-to-one, one-to-many (as applicable), wireless-to-landline, and PTT.

Application-specific scenarios including Citrix Server/Client (ICA), Emergin/InformaCast
messaging (to most voice clients) and DICOM/PACS server/modality simulations.

Guest Access (wired and wireless) with Open/EAP authentication methods.
Location tracking with data/voice clients and active RFID tags.

Interoperability between various data, voice, and RFID devices on both the 2.4 and 5Ghz
bands as applicable.

Radio Resource Management (RRM) functionality
SNMP stress
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