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Service Providers today, such as XO Communicatiarespffering alternative methods to connect toRB&N via their IP network. Most of
these services utilize SIP as the primary siggaimethod and a centralized IP to TDM gateway twio®on-net and off-net services. XO
Communications SIP Trunk is a SP offering thatwsi@onnection to the PSTN and may offer the entbousr a viable alternative to
traditional PSTN connectivity via either AnalogTit lines. A demarcation device between these aesvand customer owned services is
recommended. The Cisco Unified Border Element iplesydemarcation, security, interworking and sessianagement services.

This application note describes how to configufgisto Unified Communications Manager (CUCM) 6.1(déh a Cisco Unified
Border Element (CUBE) for connectivity to XO Comnizations SIP trunk service. The deployment modekoed in this application
note is Customer Premises Equipment (CUCM 6.1.1BE)Uo PSTN (XO Communications SIP networkhis document does not
address 911 emergency outbound calls. For 911réeatuvice details contact XO Communications diyect

XO Communications offers two different SIP Trunlckages: Package 1 (G.711 codec only), and Packé@e&/29a codec preferred,;
G.711 second choice codec). Testing for this apfitio note was performed with Package 2.

Testing was performed in accordance to XO Commtioica test plan and all features were verified. Keatures verified are: inbound
and outbound basic call (including internationdlsjacalling name delivery, calling number and marestriction, DNIS translations,
CODEC negotiation, advanced 8YY call prompter,ardite transfers, intra-site conferencing, calbhemd resume, call forward
(forward all, busy and no answer), fax using T.38 @nd SG3 speeds) and G.711 Pass-through, angungticalls to TDM networks.

The Cisco Unified Border Element configuration dethin this document is based on a lab environmétit a simple dial-plan used to
ensure proper interoperability between XO Commuidoa SIP network and Cisco Unified Communicatioffse configuration
described in this document details the importantroands to have enabled for interoperability toureassful and care must be taken,
by the network administrator deploying CUBE, tougesthese commands are set per each dial-peerirgpid interoperate with XO
Communications SIP network.

This application note does not cover the use olif@pBearch Spaces (CSS) or Partitions on CiscfiddnCommunications Manager.
To understand and learn how to apply CSS and Pasitefer to the cisco.com link below:
http://www.cisco.com/en/US/docs/voice_ip_comm/cuaminiin/6_0_1/ccmsys/a03ptcss.html
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Figure 1.  Basic Call Setup
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Hardware Components
Cisco 10S gateway running CUBE 1.3 (I0S image wardi2.4(22) YB3 or later)
Cisco Unified Border Element is an integrated Cikd8 Software application that runs on various {8forms, follow the
link for more detailshttp://www.cisco.com/go/cube
Packet Voice Data Module (PVDM). You will need tstall DSP modules (PVDM) on CUBE if you require PiTTranscoding
or Conference Bridge resources for codecs other &@11.
The CUBE depicted in figure 1 is not an XO Commatians-managed device. The CUBE administration/pement is the

responsibility of the customer.
Cisco MCS 7800 Series server (Cisco Unified Comications Manager)
Cisco IP Phones

Cisco 10S Gateway (only needed if Fax, analog phamél DM systems are to interconnect). This compbn&y be a H323, SIP or
MGCP gateway, the protocol is optional and the ohds left up to the customer’s network design

Software Requirements
Cisco Unified CM 6.1.1.2000-3 (6.1(1a)) and later aintenance releases. This solution was tesitikdowl.1a.

CUBE version 1.3 IOS version 12.4(22)YB3 or lafemnis configuration was tested witDVANCED ENTERPRISE SERVICES
(adventerprisek9-mz.)

Cisco GW IOS Release: 12.4 or later.

The documented CUBE configuration can be suppanrttdthe following I0S feature setd? VOICE, SP SERVICESADVANCED
IP SERVICESADVANCED ENTERPRISE SERVICESNT VOICE/VIDEO, IPIP GW, TDMIP GWINT VOICE/VIDEO, IPIPGW,

TDMIP GW AES

© 2008 Cisco Systems, Inc. All rights reserved.
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Consult your Cisco representative for the cort®@& image for the specific application and DeviggtUlicense and Feature License
requirements for CUCM and CUBE

Features Supported
Basic Call using G.729a or G.711ulaw
Calling Party Number Presentation and Restriction
Calling Name
Intra- and Inter-site Call Transfer
Intra- and Inter-site Conference, see caveat seftiodetails.
Call Hold and Resume
Call Forward All, Busy and No Answer
Fax using T.38 fax and G.711 Pass-Through
CUBE: performs Delayed-Offer-to-Early-Offer conviersof an initial SIP INIVTE without SDP
Outbound calls to IP and TDM networks
Features Not Supported
CUBE does not support outbound G.711 Fax call whéti 1 is used as fallback to a failed T.38 negotiat

SIP Blind Transfers. Cisco 7960 IP Phones, whettoged with SIP software, provide a feature call&P Blind Transfer”. This
feature is not supported in this scenario. Theifails caused by the outgoing INVITE message #feeblind transfer is invoked, which
carries the original caller's telephone numbetreiagtof the station performing the transfer, meatfiagja non-subscriber number is
passed to the network, and is rejected with a 6@dsINot Exist Anywhere. Attended/unattended trassiee fully supported.

When using G.729 between XO Communications SIP Kaumd Cisco Unified Border Element/Cisco Unifiedn@uounications
Manager SIP trunk it is required to configure afecence bridge (CFB) resource on CUBE in ordetCfisico Unified Communications
Manager IP phone to initiate a three-way conferdrate/een G.729 media end-points. See configuragation for details.

During an outbound fax call (CUCM to PSTN (XO SIRifik)) Cisco Unified Border Element is unable tespped to G.711 after it has
rejected an initial attempt to negotiate T.38. Tdase is not likely to be encountered, as longodls the Cisco Unified CM and CUBE
are configured to accept T.38 fax calls. See condiion section for details.

Cisco Unified CM does not support early offer ofltiple codecs within a single SIP trunk. Even thb @JUBE can be configured to
offer G.729 along with G.711, Cisco Unified CM wdlhly accept the codec it is configured to accAptiorkaround to this limitation is
to create two SIP trunks within Cisco Unified CMipting to CUBE (same IP address) and link the twalts via Route Group/Route
List feature. See configuration section for details

The CUBE depicted in figure 1 is not an XO Commatians managed device. The CUBE administration/gament is the
responsibility of the customer.

Fax calls from CUCM/CUBE fail when the destinatian is a SuperG3 fax machine. XO Communications/agk equipment fails to
properly detect SG3 fax tone, and instead of aftgthe call using T.38 fax relay, it offers it in@@1 modem/fax pass-through mode. If
the original call uses G.729, then CUBE will failupspeed to G.711, and the fax call will timediis issue can be circumvented by
ensuring that outbound fax calls use G.711 cod@$.\ersions 12.4(22)YB4 or newer can properly updgeom G.729 T.38 fax relay
to G.711 fax pass-through.

© 2008 Cisco Systems, Inc. All rights reserved.
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Cisco 10S version

Cisco 10S Software, 3800 Software (C3825-ADVENTERPR
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2009 by Cisco Systems, Inc.
Compiled Wed 10-Jun-09 22:00 by prod_rel_team

ROM: System Bootstrap, Version 12.3(11r)T2, RELEASE
c3825_ CUBE uptime is 2 weeks, 2 days, 2 hours, 58 m
System returned to ROM by reload at 19:51:59 UTC Tu

System image file is "flash:c3825-adventerprisek9 i

This product contains cryptographic features and is
States and local country laws governing import, exp
use. Delivery of Cisco cryptographic products does
third-party authority to import, export, distribute
Importers, exporters, distributors and users are re
compliance with U.S. and local country laws. By usi
agree to comply with applicable laws and regulation

to comply with U.S. and local laws, return this pro

A summary of U.S. laws governing Cisco cryptographi

http://www.cisco.com/wwl/export/crypto/tool/stqrg.h

If you require further assistance please contact us

export@cisco.com.

Cisco 3825 (revision 1.1) with 487423K/36864K bytes
Processor board ID FTX1025A25D

2 Gigabit Ethernet interfaces

ISEK9_IVS-M), Version 12.4(22)YB3,

SOFTWARE (fcl)
inutes
e Jul 14 2009

vs-mz.124-22.YB3.bin"

subject to United
ort, transfer and
not imply

or use encryption.
sponsible for

ng this product you
s. If you are unable

duct immediately.

¢ products may be found at:

tml

by sending email to

of memory.
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1 Virtual Private Network (VPN) Module
DRAM configuration is 64 bits wide with parity enab
479K bytes of NVRAM.

62720K bytes of ATA System CompactFlash (Read/Write

Configuring Cisco Unified Border Element (CUBE)

Critical commands are marked bold with footnote and
Building configuration...

Current configuration : 6791 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

I

hostname ¢3825_CUBE

!

boot-start-marker

boot system flash:c3825-adventerprisek9 _ivs-mz.124-
boot-end-marker

I

security passwords min-length 1

logging message-counter syslog

logging buffered 200000000

no logging console

!

no aaa new-model

I

dot11 syslog

led.

description at bottom of the page

22.YB3.bin

© 2008 Cisco Systems, Inc. All rights reserved.
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ip source-route

ip cef

!

!

no ipv6 cef

!

multilink bundle-name authenticated

!

I

voice-card 0
dspfarm

dsp services dspfarm !

I

I

!

voice service voip
address-hiding 2
allow-connections sip to sip
fax protocol t38 Is-redundancy 0 hs-redundancy 0 fa lIback pass-through G.711ulaw

h323

sip

header-passing error-passthru

midcall-signaling passthru

! This command enables DSP farming, allowing DSBue=s to register to Cisco Unified CM as MTP, QB ranscoder
devices

2 Enables IP addressing hiding between the privatwark (CUCM side) and the public network (XO Conmiwations SIP
network side)

% This command enables CUBEs basic IP-to-IP voiceroonication feature

4 This command enables T.38 fax at a global levelnimg all VolP dial-peers not configured for a spedax protocol will
utilize this setting. If T.38 protocol must only bpplied to indvidual dial-peers this command ningstlisabled using the “no”
form of the command and configure the same commader the appropriate dial-peers

® This command must be enabled at a global levelaimtain integrity of SIP signaling between XO Gounications SIP
network and Cisco Unified CM across CUBE

© 2008 Cisco Systems, Inc. All rights reserved.
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privacy-policy passthru
G.729 annexb-all
I
I
I
!
voice class codec 1 6
codec preference 1 G.729r8
codec preference 2 G.711ulaw
I

voice class sip-profiles 1

request ACK sdp-header Audio-Attribute modify "sen donly" "sendrecv"
!

!

!

archive

log config

I

!

!

interface LoopbackO

description h323 VXML gateway

ip address xx.xx.xx.xx 255.255.255.0

h323-gateway voip interface

h323-gateway voip bind srcaddr xx.xX.Xx.Xx

® This command enables multiple codec support arfdimes codec filtering required for correct inteespbility between XO
COMMUNICATIONS SIP network and Cisco Unified CM

" This command is required in order to modify SDPdMeattribute “sendonly” to “sendrecv”. XO's SIPtwerk does not
properly support “sendonly”, resulting in problewish call transfers.

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
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!
interface GigabitEthernet0/0
ip address xx.xx.xx.xx 255.255.255.0
ip access-group 101 in
duplex auto
speed auto
media-type rj45
!
interface GigabitEthernet0/1
ip address yy.yy.yy.yy 255.255.255.0
duplex auto
speed auto
media-type rj45
!
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 XX.XX.XX.XX
ip route XX.XxX.XX.xx 255.255.255.0 XX.XX.XX.XX
ip route XX.XX.XX.xx 255.255.255.0 XX.XX.XX.XX
ip route xx.xx.xx.xx 255.255.255.0 GigabitEthernet0 /1
ip route XX.XX.XX.Xx 255.255.255.0 XX.XX.XX.XX
ip http server
no ip http secure-server
I
!
control-plane
I
I
!
mgcp fax t38 ecm
© 2008 Cisco Systems, Inc. All rights reserved.
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I
sccp local GigabitEthernet0/1 8
scep ccm yy.yy.yy.yy identifier 1 version 7.0
scep

!
sccp ccm group 1

associate ccm 1 priority 1

associate profile 3 register mtpaabbcc098765
associate profile 2 register mtp0123456789ab
associate profile 1 register cfb0018185bb7al
I

dspfarm profile 2 transcode

codec G.711lulaw

codec G.711alaw

codec G.729ar8

codec G.729abr8

codec G.729r8

codec G.729br8

maximum sessions 4

associate application SCCP

I

dspfarm profile 3 transcode

codec G.711lulaw

codec G.711alaw

codec G.729ar8

codec G.729abr8

codec G.729r8

codec G.729br8

& Commands to configure DSP resources as transemderonference bridge (CFB) devices for Cisco €diftM

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
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maximum sessions 4
associate application SCCP
I
dspfarm profile 1 conference
codec G.711lulaw

codec G.711alaw

codec G.729ar8

codec G.729abr8

codec G.729r8

codec G.729br8

maximum sessions 6
associate application SCCP
I

!

dial-peer voice 1999 voip

destination-pattern [1-9,1-9,1-9].......
voice-class codec 1 10
voice-class sip dtmf-relay force rtp-nte
voice-class sip early-offer forced
voice-class sip profiles 1 13
session protocol sipv2

session target ipv4:yy.yy.yy.yy
incoming called-number ..........
dtmf-relay rtp-nte

fax-relay sg3-to-g3

11

12

14

15

° Dial-peer for outbound calls to XO Communicati®i® network
10 Assigns voice class codec 1 settings to dial-femdec support and filtering)
" This command enabled DTMF digit passing via RFG283

12 Example of how to configure Delayed-Offer to EaBlffer conversion on a per dial-peer basis
13 This command assigns the SIP profile createdderdio modify SDP media attribute “sendonly” torideecv

L]

1% This command sets the destination IP addresseaftteiving SIP server
!5 This command sets dial-peer properties to incornaity with matching called number

© 2008 Cisco Systems, Inc. All rights reserved.
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fax rate 14400
fax protocol t38 Is-redundancy 0 hs-redundancy 0 fa lIback pass-through G.711ulaw
fax protocol t38
I
!
dial-peer voice 214635 voip
destination-pattern 214.......
voice-class codec 1
voice-class sip dtmf-relay force rtp-nte
session protocol sipv2
session target ipv4:192.168.201.254
fax protocol t38 Is-redundancy 0 hs-redundancy O f allback pass-through G.711ulaw
fax protocol t38
I
I
sip-ua
retry invite 2
I
I
!
gatekeeper
shutdown
I
!
line con 0
password cisco
login

line aux O

16 Example of how to configure T.38 fax on a per-gieér basis

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
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line vty 0 4
exec-timeout 0 0
password cisco

login

exception data-corruption buffer truncate
scheduler allocate 20000 1000

end

© 2008 Cisco Systems, Inc. All rights reserved.
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Configuring the Cisco Unified Communications Manage r

Configuring Cisco Unified Communications Manageirteroperate with XO Communications SIP Trunk rieggithe following
steps:

1. Create/Modify Region codec settings if G.729 isdksired Audio Codec. Cisco Unified Communicatidanager uses
G.711 audio codec by default.

2. If anew Region has been created to use G.729 cadsign the newly created Region to the Devicd.Poo
3. Create Transcoder/Conference Bridge as needed.

4. Create SIP trunk. Only one SIP trunk is necessarsingle codec (G.711 or G.729) is used by dlé s@nt over XO
Communications SIP network. If both codecs are tdigedalls to XO Communications SIP network, couofigan
additional SIP trunk and assign it to the DevicelRsing the alternate codec.

5. If two SIP trunks were created to accommodate czlisg G.711 and G.729, create a Route Group. Askigtwo SIP
trunks into the Route Group. Create a Route Lidtassign the newly created Route Group into thedRbigt.

6. Configure Route Pattern to route calls over XO Camications SIP Trunk, using newly created SIP tr(grkRoute
List) in the “Gateway/Route List” field.

7. Modify Service Parameter “SIP Rel1XX Enabled” tai€” in the CallManager-related Service Parametefiguration
page.

Cisco Unified Communications Manager Software Versi on

almln  Cisco Unified CM Administration LEWLEELY Cisco urified CM Administration |~
cisco

For Cisco Unified Communications Solutions

CCMAdministrator About Logout

System ~  Call Roufing v Media Resources ~  Voice Mail = Device fon = User + Bulk ini ion v Help =

Cisco Unified CM Administration

System version: 6.1.1.2000-3

Copyright © 1999 - 2006 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to import, export, distribute
or use encryption. Importers, exporters, distributors and Users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and
local laws, return this product immediately

A summary of U.S. laws governing Cisco cryptographic products may be found at: http://www.cisco.com/wwl/export/crypto/toal/stqrg.html
If you require further assistance please contact us by sending email to export@cisco.com.

© 2008 Cisco Systems, Inc. All rights reserved.
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Regions (codec settings)

IYEVIELLY Cisco Unified CM Administration + Go

wluln  Cisco Unified CM Administration
cisco N i o 5
For Cisco Unified Communications Solutions T . o s
System v  Call Routing ~ Media Resources v Voice Mail »  Device - User ~ Buk - Help +
Region Configuration Related Back To Find/List v
B save x Delete %l Reset H‘}: Add New
Region Information
’7'\"5"”9* “Defau\t
— Region
Region Audio Codec Video Call Bandwidth Link Loss Type
C2801_G711 G.711 384 Use System Default
CUBE G.729 384 Use System Default
Default G.711 384 Use System Default

NOTE: Regions(s) not displayed

Use System Default

Use System Default

Use System Default

Link Loss Type

— Modify i ip to other
Regions

C2801_G711
CUBE

Default

Audio Codec

Keep Current Setting v

Video Call Bandwidth
® Keep Current Setting
Quse System Default

O None

O Tkops

Keep Current Setting |+

@ *_ indicates required item,

@ **The Audio Codec selection determines bandwidth only. The G.711 and G.722 codecs both result in a maximum bandwidth of 64 Kbps between regions and can be used interchangeably.

© 2008 Cisco Systems, Inc. All rights reserved.
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Device Pool
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Configuring a single SIP trunk configuration (G.729 only)

Note: The Device Pool setting, along with the Regietting within the Device Pool, determines thdecochoice.

© 2008 Cisco Systems, Inc. All rights reserved.
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Configuring two SIP trunks to enable support for G. 729 and G.711 end-points

G.729 SIP trunk

© 2008 Cisco Systems, Inc. All rights reserved.
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G.711 SIP trunk

Note: “Device Pool” is set to “Default”; this settig determines what device pool value is to be fmethis trunk. The Device
Pool setting ‘Region’ determines what codec to $& in this example codec G.711 (Default).

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 22 of 40



Configuring Route Group and Route List linking G.72 9 and G.711 SIP trunks to a single outbound trunk

Route Group

© 2008 Cisco Systems, Inc. All rights reserved.
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Route List
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Route Pattern Example (Outbound calls)

Note: This example shows a “Route List (group @f 81P trunks)” as the configured outgoing trunkdenthe “Gateway/Route
List” parameter. If only a single SIP trunk has hemnfigured, you would select the SIP trunk namdeu the same parameter.

© 2008 Cisco Systems, Inc. All rights reserved.
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10S Conference Bridge for G.729 conferencing

10S Media Termination Point (Transcoder) configurat  ion

Note: If your network will support more than onaleo, it is recommended to have a transcoder resocoafigured on Cisco
Unified CM.

© 2008 Cisco Systems, Inc. All rights reserved.
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IP phone configuration
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IP Phone DN configuration
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Enabling PRACK for early-media negotiation
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Note: The SIP trunk to the Fax gateway is configumeuse G.711. This is to facilitate G.711 faxgtsough, in case T.38 fax relay fails.
Codec assignment is configured at the Region cordigon page, which is then assigned to the DeRma.(Optional) Configuring a Cisco

(Optional) Configuring a Cisco I0S Gateway for T.3 8 using SIP

Buil ding configuration...
Current configuration : 2242 bytes
!
version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname ¢c2801
!
boot-start-marker
boot-end-marker
!
logging message-counter syslog
© 2008 Cisco Systems, Inc. All rights reserved.
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no logging console
enable password cisco
I

no aaa new-model
dot11 syslog

ip source-route

ip cef
no ipv6 cef
!

multilink bundle-name authenticated

voice service voip
fax protocol t38 Is-redundancy 0 hs-redundancy O f
h323
sip
G.729 annexb-all

voice class codec 1

codec preference 1 G.711ulaw

voice-card 0

dsp services dspfarm

allback pass-through G.711ulaw

© 2008 Cisco Systems, Inc. All rights reserved.
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I
!
archive
log config
hidekeys
I
I
interface FastEthernet0/0
ip address 192.168.201.110 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
no ip address
shutdown
duplex auto
speed auto
!
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 FastEthernet0/0
ip http server
no ip http secure-server
I
I
I
control-plane
I
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voice-port 0/0/0
timeouts ringing infinity
I
voice-port 0/0/1
timeouts ringing infinity
I
I
mgcp fax t38 ecm
I
I
I
dial-peer voice 1999 voip
description Outgoing Dial-Peer to CUCM
destination-pattern 91..........
voice-class codec 1
session protocol sipv2
session target ipv4:192.168.201.254
incoming called-number 214.......
dtmf-relay rtp-nte
fax-relay sg3-to-g3
fax rate 14400
fax protocol t38 Is-redundancy 0 hs-redundancy O f
I
dial-peer voice 5068 pots
description Fax Machine 1
destination-pattern 2146355860
port 0/0/1

forward-digits 0

allback pass-through G.711ulaw
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line con 0
password cisco
login

line aux O

line vty 0 4
exec-timeout 0 0
password cisco
login

I

scheduler allocate 20000 1000

end

Acronym Definitions

SIP Session Initiation Protocol

MGCP Media Gateway Control Protocol

SCCP Skinny Client Control Protocol

CuCM™M Cisco Unified Communications Manager
CUBE Cisco Unified Border Element
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA

ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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