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Service Providers, such as PAETEC, are now offering alternative methods to connect to the PSTN via their IP network.  Most of these services 

utilize SIP as the primary signaling to provide on-net and off-net services.  PAETEC Dyamic IP SIP Trunk is a SP offering that allows 

connection to the PSTN and may offer the end customer a viable alternative to traditional PSTN connectivity via either Analog or T1 lines.  A 

demarcation device between these services and customer owned services is recommended.  The Cisco Unified Border Element provides 

demarcation, security, interworking and session management services. 

·  This application note describes how to configure a Cisco Unified Communications Manager (CUCM) 6.1.1a with a Cisco Unified 
Border Element (CUBE) for connectivity to PAETEC Dynamic IP SIP Trunk service. The deployment model covered in this application 
note is CPE (CUCM6.1.1a/CUBE) to PSTN (PAETEC SIP Trunk). PAETEC Dynamic IP SIP Trunk provides inbound and 
outbound call service. This document does not address 911 emergency outbound calls. For 911 feature service details 
contact PAETEC directly. 

·   Testing was performed on PAETEC Broadsoft-based platform with version R14 SP1. The PAETEC SBC involved is at version 3.3.6. 

·  Testing was performed in accordance to PAETEC test plan and all features were verified. Key features verified are: Inbound and 
Outbound Basic Call (including international calls), Calling Name delivery, Calling number and name restriction, Codec Negotiation, 
Intra-site Transfers, Intra-site Conferencing, Call Hold and Resume, Call Forward (forward all, busy and no answer), Fax using G.711 
Passthrough (G3 and SG3 speeds; T.38 Fax relay is not supported by PAETEC), DTMF outpulsing to voicemail systems, and outbound 
calls to TDM networks 

·  The Cisco Unified Border Element configuration detailed in this document is based on a lab environment with a simple dial-plan used to 
ensure proper interoperability between PAETEC SIP network and Cisco Unified Communications. The configuration described in this 
document details the important commands to have enabled for interoperability to be successful; care must be taken by the network 
administrator deploying CUBE to ensure these commands are set per each dial-peer requiring to interoperate with PAETEC SIP 
network. 

·  This application note does not cover the use of Calling Search Spaces (CSS) or Partitions on Cisco Unified Communications Manager. 
To understand and learn how to apply CSS and Partitions refer to the cisco.com link below: 
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/6_0_1/ccmsys/a03ptcss.html 
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Basic Call Setup 
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Hardware Components 

·  Cisco IOS gateway running CUBE 1.2 (IOS image version 12.4(15)XZ or later)  

·  Cisco Unified Border Element is an integrated Cisco IOS Software application that runs on various IOS platforms, follow the 
link for more details: http://www.cisco.com/go/cube 

·  Packet Voice Data Module (PVDM). You will need to install DSP modules (PVDM) on CUBE if you require MTP, Transcoding 
or Conference Bridge resources for codecs other than G.711. 

·  The CUBE depicted in figure 1 is not a PAETEC-managed device. The CUBE administration/management is the responsibility 
of the customer. 

·  Cisco MCS 7800 Series server (Cisco Unified Communications Manager) 

·  Cisco IP Phones 

·  Cisco IOS Gateway (only needed if Fax, analog phones or TDM systems are to interconnect). This component may be a H323, SIP or 
MGCP gateway; the protocol is optional and the choice is left up to the customer’s network design. 

Software Requirements 

·  Cisco Unified CM 6.1.1.2000-3 (6.1(1a)) and later 6.x maintenance releases. This solution was tested with 6.1.1a. 

·  CUBE version 1.2 IOS version 12.4(15)XZ or later, IOS version 12.4(20)T or later . This configuration was tested with ADVANCED 
ENTERPRISE SERVICES (adventerprisek9-mz.) 

·  Cisco GW IOS Release: 12.4 or later.  

·  The documented CUBE configuration can be supported with the following IOS feature sets: IP VOICE, SP SERVICES, ADVANCED 
IP SERVICES, ADVANCED ENTERPRISE SERVICES, INT VOICE/VIDEO, IPIP GW, TDMIP GW,INT VOICE/VIDEO, IPIPGW, 
TDMIP GW AES 

·   Consult your Cisco representative for the correct IOS image for the specific application and Device Unit License and Feature License 
requirements for CUCM and CUBE 
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Features Supported 

·  Basic Call using G.729 or G.711ulaw 

·  Calling Party Number Presentation and Restriction 

·  Calling Name 

·  Intra- and Inter-site Call Transfer 

·  Intra- and Inter-site Conference, see caveat section for details. 

·  Call Hold and Resume 

·  Call Forward All, Busy and No Answer 

·  Fax using G.711 Passthrough 

·  CUBE: performs Delayed-Offer-to-Early-Offer conversion of an initial SIP INVITE without SDP 

·  Outbound calls to IP and TDM networks 

Features Not Supported 

·  CUCM/CUBE Codec negotiation of G.726 

·  T.38 Fax relay is not supported by PAETEC SIP network 
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·  When using G.729 between PAETEC and Cisco Unified Border Element/Cisco Unified Communications Manager SIP trunk it is 
required to configure a Conference Bridge (CFB) resource on CUBE in order for Cisco Unified Communications Manager IP phone to 
initiate a three-way conference between G729 media end-points. See configuration section for details. 

·  Cisco Unified CM does not support early offer of multiple codecs within a single SIP trunk. Even though CUBE can be configured to 
offer G729 along with G711, Cisco Unified CM will only accept the codec it is configured to accept. A workaround to this limitation is 
to create two SIP trunks within Cisco Unified CM pointing to CUBE (same IP address) and link the two trunks via Route Group/Route 
List feature. See configuration section for details. 

·  Fax calls using T.38 Fax protocol are not processed by PAETEC SIP network, as this protocol is not supported. Please ensure that fax 
protocol T.38 is not enabled on CUBE/CUCM; use G.711 fax passthrough instead. 

·  Upon receiving inbound calls, PAETEC SIP network will always select the first choice codec presented in the initial SIP INVITE, and 
processes calls accordingly. Customers wishing to place G.711-only calls must configure separate dial-peer(s) on CUBE with  G.711 
codec assigned. This dial-peer is matched on Cisco Unified CM by a Route Pattern directing calls to it. Typically, this solution is used 
for fax/modem transmissions.  To ensure that inbound fax/modem calls are established using G.711 codec, assign SIP trunks and/or 
MGCP/H.323 gateways supporting fax/modem into Cisco Unified CM Region(s) configured to use G.711 codec. 
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Cisco IOS version 

Cisco IOS Software, 3800 Software (C3825-ADVENTERPR ISEK9_IVS-M), Version 12.4(15)XZ, 
RELEASE SOFTWARE (fc2) 
Technical Support: http://www.cisco.com/techsupport  
Copyright (c) 1986-2008 by Cisco Systems, Inc. 
Compiled Fri 11-Apr-08 21:09 by prod_rel_team 
 
ROM: System Bootstrap, Version 12.3(11r)T2, RELEASE  SOFTWARE (fc1) 
 
c3825_CUBE uptime is 7 weeks, 3 days, 2 hours, 34 m inutes 
System returned to ROM by power-on 
System image file is "flash:c3825-adventerprisek9_i vs-mz.124-15.XZ.bin" 
 
 
This product contains cryptographic features and is  subject to United 
States and local country laws governing import, exp ort, transfer and 
use. Delivery of Cisco cryptographic products does not imply 
third-party authority to import, export, distribute  or use encryption. 
Importers, exporters, distributors and users are re sponsible for 
compliance with U.S. and local country laws. By usi ng this product you 
agree to comply with applicable laws and regulation s. If you are unable 
to comply with U.S. and local laws, return this pro duct immediately. 
 
A summary of U.S. laws governing Cisco cryptographi c products may be found at: 
http://www.cisco.com/wwl/export/crypto/tool/stqrg.h tml 
 
If you require further assistance please contact us  by sending email to 
export@cisco.com. 
 
Cisco 3825 (revision 1.1) with 487424K/36864K bytes  of memory. 
Processor board ID FTX1025A25D 
2 Gigabit Ethernet interfaces 
1 Virtual Private Network (VPN) Module 
DRAM configuration is 64 bits wide with parity enab led. 
479K bytes of NVRAM. 
4044784K bytes of USB Flash usbflash1 (Read/Write) 
62720K bytes of ATA System CompactFlash (Read/Write ) 
 
Configuration register is 0x2102 

 

Configuring Cisco Unified Border Element (CUBE)  

Critical commands are marked bold with footnote and description at bottom of the page 

Building configuration... 
 
Current configuration : 4197 bytes 
! 
version 12.4 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname c3825_CUBE 
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! 
boot-start-marker 
boot-end-marker 
! 
logging message-counter syslog 
logging buffered 100000000 
no logging console 
no logging monitor 
enable password cisco 
! 
no aaa new-model 
! 
dot11 syslog 
ip source-route 
ip cef 
! 
! 
! 
! 
no ipv6 cef 
! 
multilink bundle-name authenticated 
! 
! 
! 
voice-card 0 
 dspfarm 
 dsp services dspfarm 1 
! 
! 
! 
voice service voip 
 allow-connections sip to sip 2 
 no supplementary-service sip moved-temporarily 
 no fax-relay sg3-to-g3 
 h323 
 sip 
  outbound-proxy ipv4:xx.xx.xx.xx 3 
  header-passing error-passthru 4 
  early-offer forced 
  midcall-signaling passthrough 5 
! 
! 
! 
voice class codec 1 6 

                                                                 
1 This command enables DSP farming, allowing DSP resources to register to Cisco Unified CM as MTP, CFB or Transcoder 
devices 
2 This command enables CUBEs basic IP-to-IP voice communication feature. 
3 This optional command defines the outbound proxy IP address. When so defined, make sure that the dial-peer routing inbound 
calls to CUCM has a command negating  the globally-set outbound proxy (no voice-class sip outbound-proxy) 
4 This command allows error codes to be passed across transparently (optional)  
5 This command must be enabled at a global level to maintain integrity of SIP signaling between  PAETEC network and Cisco 
Unified CM across CUBE. 
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 codec preference 1 g729r8 bytes 20 
 codec preference 2 g711ulaw bytes 160  
! 
voice translation-rule 1 7 
 rule 1 /81/ /1\1/  
! 
! 
voice translation-profile outbound_g711 8 
 translate called 1   
! 
! 
! 
! 
! 
! 
! 
archive 
 log config 
  hidekeys 
! 
! 
! 
! 
! 
interface GigabitEthernet0/0 
 ip address xx.xx.xx.xx 255.255.255.0 
 ip virtual-reassembly 
 duplex auto 
 speed auto 
 media-type rj45 
! 
interface GigabitEthernet0/1 
 ip address xx.xx.xx.xx 255.255.255.0 
 ip virtual-reassembly 
 duplex auto 
 speed auto 
 media-type rj45 
! 
ip forward-protocol nd 
ip route 0.0.0.0 0.0.0.0 xx.xx.xx.xx 
ip route xx.xx.xx.xx 255.255.255.0 GigabitEthernet0 /1 
ip http server 
no ip http secure-server 
! 
! 
! 
access-list 101 permit ip xx.xx.xx.xx 0.0.0.255 any  
! 
! 

                                                                                                                                                                                                                                      
6 This command enables multiple codec support and performs codec filtering required for correct interoperability between 
PAETEC SIP network and Cisco Unified CM. 
7 This translation rule is used on dial-peer 9001 (outgoing G.711-only calls) to strip the prefix “8” (sent by CUCM to match a 
different dial-peer whenever G.711-only calls are placed) from the telephone number 
8 This translation profile, containing the previously-defined translation rule, is assigned to the dial-peer used to place outbound 
G.711-only calls (dial-peer 9001 in this configuration example) 
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! 
! 
! 
! 
! 
control-plane 
! 
! 
! 
! 
! 
sccp local GigabitEthernet0/1 
sccp ccm 172.20.110.254 identifier 1 version 6.0 
sccp  
! 
sccp ccm group 1 9 
 associate ccm 1 priority 1 
 associate profile 1 register cfb0018185bb7a1 
 associate profile 2 register mtp0123456789ab  
! 
dspfarm profile 2 transcode 
 codec g711ulaw 
 codec g711alaw 
 codec g729ar8 
 codec g729abr8 
 codec g729r8 
 codec g729br8 
 maximum sessions 4 
 associate application SCCP 
! 
dspfarm profile 1 conference 
 codec g729r8 
 codec g711ulaw 
 codec g729br8 
 codec g729abr8 
 codec g729ar8 
 maximum sessions 4 
 associate application SCCP 
! 
! 
dial-peer voice 9000 voip 
 destination-pattern 1.......... 
 voice-class codec 1 
 voice-class sip localhost  dns:englab1.mcleodusa.ne t 10 
 voice-class sip outbound-proxy ipv4:xx.xx.xx.xx 11 
 voice-class sip early-offer forced 12 
 session protocol sipv2 
 session target sip-server 
  
 dtmf-relay rtp-nte 13 

                                                                 
9 Commands to configure DSP resources as conference bridge (CFB) and transcoder (MTP) device for Cisco Unified CM 
10 This command sets local hostname for CUBE to use in the host portion of From, Call-ID, and Remote-Party-ID headers 
11 This command sets the destination IP address of PAETEC SIP Proxy server. 
12 This command allows CUBE to send calls from CUCM to PAETEC SIP network using Early-Offer 
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! 
dial-peer voice 9001 voip 14 
 translation-profile outgoing outbound_g711 
 destination-pattern 81.......... 
 codec g711ulaw 
 voice-class sip localhost  dns:englab1.mcleodusa.ne t 
 voice-class sip outbound-proxy ipv4:xx.xx.xx.xx 
 voice-class sip early-offer forced 
 session protocol sipv2 
 session target sip-server 
 dtmf-relay rtp-nte 
 fax protocol pass-through g711ulaw 15 
! 
dial-peer voice 281 voip 
 destination-pattern 281....... 
 voice-class codec 1 
 no voice-class sip outbound-proxy 16 
 session protocol sipv2 
 incoming called-number 281.......  17 
 session target ipv4:172.20.110.254 
 dtmf-relay rtp-nte 
 fax protocol pass-through g711ulaw 
! 
dial-peer voice 411 voip 
 destination-pattern *7. 
 voice-class codec 1 
 voice-class sip localhost  dns:eng1.mcleodusa.net 
 voice-class sip early-offer forced 
 session protocol sipv2 
 session target sip-server 
 dtmf-relay rtp-nte 
! 
sip-ua 
 credentials username 2814022061 password 7 101C514 8514740595C527B realm none 
 authentication username 2814022061 password 7 0056 4B57500B59545F771D 
 no remote-party-id 
 retry invite 2 
 retry register 10 
 timers connect 100 
 registrar dns:englab1.mcleodusa.net expires 3600 
 sip-server dns:englab1.mcleodusa.net 
 host-registrar 18 
! 
! 
gatekeeper 
 shutdown 
! 
                                                                                                                                                                                                                                      
13 This command enabled DTMF digit passing via RFC2833 
14 This dial-peer (optional) is used for outbound G.711-only calls. Typically used for fax/modem transmissions. It matches a Route 
Pattern configured in CUCM, which sends a prefix (in this example “8”) along with the telephone number string 
15 This command enabled Fax Passthrough (T.38 Fax Relay is not supported by PAETEC SIP Trunk) 
16 This command is required on the dial-peer routing calls to CUCM if a sip outbound proxy command has been configured 
17 This command allows to set dial-peer properties to incoming calls based on the received called number 
18 Command to insure Diversion Header uses the domain name of service provider, as opposed to IP addresses, as required by 
PAETEC network 
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! 
line con 0 
 password cisco 
 login 
line aux 0 
line vty 0 4 
 exec-timeout 0 0 
 password cisco 
 login 
! 
exception data-corruption buffer truncate 
scheduler allocate 20000 1000 
end 

Configuring the Cisco Unified Communications Manage r 

Configuring Cisco Unified Communications Manager to interoperate with PAETEC SIP Trunk requires the following steps: 

1. Create/Modify Region codec settings if G.729 is the desired Audio Codec. Cisco Unified Communications Manager uses G.711 audio 

codec by default. 

2. If a new Region has been created to use G.729 codec, assign the newly created Region to the Device Pool. 

3. Create Transcoder/Conference Bridge as needed. 

4. Create SIP trunk. Only one SIP trunk is necessary if a single codec (G.711 or G.729) is used by all calls sent over PAETEC SIP 

network. If both codecs are used for calls to PAETEC SIP network, configure an additional SIP trunk and assign it to the Device Pool 

using the alternate codec. 

5. If two SIP trunks were created to accommodate calls using G.711 and G.729, create a Route Group. Assign the two SIP trunks into the 

Route Group. Create a Route List and assign the newly created Route Group into the Route List. After the Route List has been 

created, reset the G.729 SIP trunk in order to ensure proper processing of inbound G.729 calls. This trunk must be reset whenever 

Cisco Unified CM is rebooted/restarted. 

6. Configure Route Pattern to route calls over PAETEC SIP Trunk, using newly created SIP trunk (or Route List) in the “Gateway/Route 

List” field. An additional Route Pattern is required for G.711-only calls (fax/modem transmissions) 
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Cisco Unified Communications Manager Software Version 

 
 

Regions (codec settings) 
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Device Pool 
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Configuring a single SIP trunk configuration (G729 only) 
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The Device Pool setting, along with the Region setting within the Device Pool, determines the codec choice.
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Configuring two SIP trunks to enable support for G729 and G711 end-points 
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G729 SIP trunk 
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G711 SIP trunk 
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 “Device Pool” is set to “Default”; this setting determines what device pool value is to be used for this trunk. The Device Pool setting ‘Region’ 
determines what codec to be used, in this example codec G711 (Default).
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Configuring Route Group and Route List linking G729 and G711 SIP trunks to a single outbound trunk. 

Route group 
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Route List 

 

 
 
After the Route List has been created, reset the G.729 SIP trunk in order to ensure proper processing of inbound G.729 calls. This trunk must be 
reset whenever Cisco Unified Communications Manager is rebooted/restarted. 
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Route Pattern Example (Outbound calls) 

 

This example shows a “Route List (group of two SIP trunks)” as the configured outgoing trunk, under the “Gateway/Route List” parameter. If 
only a single SIP trunk has been configured you would set select the SIP trunk name under the same parameter. 
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Route Pattern Example (Outbound calls using G.711 codec) 

 

This example shows an optional Route Pattern configured for G.711-only outbound calls. Typically, this would be used for fax/modem 
transmissions, when G.711 codec is required for successful transmission. When fax/modem calls must be placed, using this example “8” must 
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be dialed before the 10-digit telephone number, instead of the standard outside dial access code “9”. Alternatively, a Route Pattern not requiring 
having to dial a different leading digit can be implemented. This Route Pattern is configured using a unique Route Partition, with parameter 
“Called Party Transformations Prefix Digit (Outgoing Calls)” configured with a prefix digit (using the CUBE example configuration shown in 
the previous pages, this prefix would be “8”) . This partition is then assigned to a Calling Search Space that is assigned to fax 
machines/modems. When an outside telephone number is dialed using lines associated with this newly-created Calling Search Space, the Route 
Pattern assigned to this different partition is used in place of the standard outside dial access Route Pattern. Also, to ensure that inbound 
fax/modem calls are established using G.711, configure SIP trunks and/or MGCP/H.323 gateways supporting fax/modems into a Region using 
G.711 codec. 

 

IOS conference bridge for G729 conferencing 
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Transcoder configuration 

 

If your network will support more than one codec, it is recommended to have a transcoder resource on Cisco Unified CM. 

Sample IOS gateway configuration for transcoder registration to Cisco Unified CM 
voice-card 0 
 dsp services dspfarm 
!  
sccp local FastEthernet0/0 
sccp ccm 172.20.110.254 identifier 1  
sccp 
! 
sccp ccm group 1 
 associate ccm 1 priority 1 
 associate profile 1 register mtp001121fb3644 
! 
dspfarm profile 1 transcode 
 codec g711ulaw 
 codec g711alaw 
 codec g729br8 
 codec g729r8 
 codec g729abr8 
 codec g729ar8 
 maximum sessions 27 
 associate application SCCP 
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IP phone configuration 

 

The drop-down menu for “Device Pool” setting is shown above. This is to demonstrate the options made available and each option determines a 
codec value this end-point will use. If CUBE is chosen G729 will be the codec, if Default is chosen G711 will be the codec. These values are 
respective to the configured settings on each Device Pool created and configured. 
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IP Phone DN configuration 
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Acronym  Definitions 

SIP Session Initiation Protocol 

MGCP Media Gateway Control Protocol 

SCCP Skinny Client Control Protocol 

CUCM Cisco Unified Communications Manager 

CUBE Cisco Unified Border Element 
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE 

WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO 

BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE 

FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR 

INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA 

ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN 

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
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