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This application note details the interoperabitést results for Cisco Unified Communications Maragxpress (CUCME) 7.0 to
Research In Motion® (RIM®) BlackBerry® Enterprise Sarversion 4.1.6 with BlackBerry® MVS Small Businesssion 1.1.

The network topology diagram (Figure 1) shows ##t setup for end-to-end interoperability with @isco Unified Communications
Manager Express. Interoperability is achieved bggia Cisco 802.1 1b wireless access-point (AP)S&liRdtrunking. PSTN was
simulated using the Avaya PBX.

All testing was performed with both BlackBerry M\Bnall Business (MVS) and BlackBerry Enterprise 8eoonfigured on
MCS7800 server running Microsoft Windows Server20Mich is registered into a Microsoft Exchange 2@P1 domain.

This application note uses the 3825 ISR router. él@w, the use of other Cisco voice gateways isatsoption because the CUCME
application is independent of the Cisco platforme Hateway families listed below can run CUCME, éatth has different VolP
capacity or capability. Please check the produetifipations to ensure that you are obtaining ttoger device to support your VolP
deployment, including add-ons such as DSP resources

Cisco 2800 series Integrated Services Router

Cisco 3800 series Integrated Services Router

Cisco AS5400 series Universal Gateways

© 2008 Cisco Systems, Inc. All rights reserved.
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Figure 1.  Basic Call Setup
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These are the known limitations, caveats, or iatiégn issues.

All testing performed was conducted using an eraging release C3825-advipservicesK9-mz.CSCsx57925T'2 bl. This release is
representative of the mainline release 12.4.20.T3.

When performing Clause 7.7.5 Micellanoues Moh salm¢ Clause 7.7.5.1 the Auto Attendant functionaléds not avaialable on the
enginering release C3825-advipservicesk9-mz.CS@2&720_T2_bl. Testing was verified against 12.420.

When either BlackBerry® 8820 and BlackBerry® 8320v@ui smartphone are the originators of a call toramote destination
(Cisco Unified Communications Manager Express of®8r another BlackBerry 8820 or BlackBerry 832Castphone), the originator
fails to display the name of the final destination.

BlackBerry 8820 and BlackBerry 8320 smartphonesatosupport Transfer Unattended (Blind).

When SCP phone has been configured for calling reerdenumber restriction (configure under e-phomeSfoP phone caller-id block)
DUT fails to restrict the number and ignores thegmy header in SIP invite message = FULL. Whenntéwme of SCP device has been
also configured in address book of the DUT the DUdlT display both Name and Number regardless ofRnhgacy = FULL.

CUME does not support calling name and numberictisin on SIP registered endpoints. Work around ldidne to use dial-peer
configuration for certain number ranges using Clé3trict in the dial-peer. Global restriction candzhieved for all SIP endpoints and

external trunks by using ‘privacy header id userder Voice Services VOIP-SIP however this commapekcdot restrict the name and
number to local SCCP devices.

Hardware Requirements
The following hardware is required:
© 2008 Cisco Systems, Inc. All rights reserved.
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Cisco 3825 Integrated Services Router (ISR) PBXlware including interface card
Cisco Unified IP phones 7900 series (CP960 ski@B961 SIP) Software Requirements
Cisco 7800 series server running Windows 2003 $&tdéion

BlackBerry 8820 and BlackBerry 8320 smartphones

The following software is required:
Cisco Unified Communications Manager Express: IQ3(0)T with IPVOICE feature set.
Cisco Unified IP phone 7960: Skinny P0O03080005G@(@ lo
Cisco Unified IP phone 7961: SIP SIP41.8-4-1s load
BlackBerry MVS Small Business version 1.1

BlackBerry Enterprise Server version 4.1.6

This section lists supported and unsupported featur
Features Supported
Call Forwarding Busy
Call Hold and Resume
Multiple calls per line (Call Waiting
Transfer Attended
Calling and Connected Line ID
Calling and Connected Name ID
Multiple Lines per Phone
Speed Dialing
Incoming Call Screening
Features Not Supported
Transfer Unattended (Blind) BlackBerry 8820 anddRBerry 8320 smartphones
Outgoing Call Screening

Registration with Authentication

This section contains configuration menus and conatea@and describes configuration sequences and tasks
Minimum system requirements:
The minimum hardware requirements are - Intel iBemtV processor (2GHz or greater), 1.5 GB RAM ayrm

Server Requirements:

© 2008 Cisco Systems, Inc. All rights reserved.
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Any of the following operating systems, server msta member of the domain that contains the Exgehaarver:
* Windows® 2000 SP4 Server or Advanced Server

« Windows Server® 2003 or latéconfiguration used for this application note).

« Windows Server 2003 or later (64-bit)

* Windows Server 2003 R2 SP2

« Windows Server 2003 R2 SP2 (64-bit)

* Windows® Small Business Server 2003 Standard emRim

Any of the following messaging servers:

« Microsoft® Exchange version 5.5

» Microsoft Exchange 2000

« Microsoft Exchange 2003 or later

» Microsoft Exchange 2007 SR@onfiguration used for this application note).

Any of the following system tools for the messagingerver installed on the computer that hosts the BE& (the system Manager version
installed on the BES must match the version of thmessaging server):

« Microsoft Exchange version 5.5 Administrator
« Microsoft Exchange 2000 System Manager
« Microsoft Exchange 2003 System Manager

« to support Microsoft Exchange 2007, either Miofd&xchange Server MAPI client and CDO 1.2.1, dcidsoft Exchange 2003 SP2 System
Tools

IMPORTANT: Create the BlackBerry® Service Account and assigrctirrect permissions. Please the reference tloavial link for more
information.

http://www.blackberry.com/btsc/search.do?cmd=digga&docType=kc&externalld=KB02276&sliceld=SAL_Pub&dialoglD=16846392&
stateld=1%200%2016850218

Install the Microsoft Data Access Components

(MDAC) 2.8 with Security Patch MS04-003, 2.8 SeevPack 1 or 2.8 Service Pack 2 on the BlackBentgprise Server. Visit Microsoft
MDAC download center for more informatiolnttp://msdn2.microsoft.com/en-us/data/aa937730.aspx

© 2008 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server version 4.1.6

Mobile Yoice System Small Business - Microsoft Internet Explorer

File Edit Wiew Favorites

Help

@Back - Q - B @ ii’blpSearch ‘?ﬁ?Favorites ficl | {_f‘\]v & =

Address IE https: fipbadab-rim: 5445/ mvsconsale/Home, do

= 8s

. ¥ add or Remove Programs

Services Configuratig

% Session Manat

User Management

--@Templates
"gclass Of Ser |-

Administrator Mang

ﬂ Administratc
[ g Administrato

Currently installed programs: [T show updates

=10l x|

Sork by IName 'l

& BlackBerry Enterprise Server for Microsoft Exchange Size  242.00ME
Click here for suppart information. Used rarely
To remove this program From your computer, click Remowve, EEmEe |
& BlackBerry Mohile Yaice System Size  22.35ME
. Broadecom Gigabit Inkegrated Controller Size 0.64ME
>

& J25E Runkirme Ervir 8 Support Info _I Size  152.00ME
BlackBerry Enterprise Server for Microsoft Exchange

| £ Java(TM) 6 Update Size  168.00ME
Use the Following information to get technical support for )

| £ Java(T) 6 Update  gjackkerry Erterprise Server For Microsaft Exchange Size 171.00ME

5 Messaging APTand  publisher: Research In Motion Sige  S.14MBE
\ersion: 4,1.6 (Bundle 30)

5 Microsoft \NET Frai Size  §8.39MB

ﬂ Micrasoft SQL Serv Size  249,00ME

|j Micrasoft SCL Sery Size  82.70MB

|j Micrasoft SCL Server Mative Client Size 4, 16ME

|j Microsoft S0L Server Setup Support Files (English) Size  20.60MB

|j Microsoft SQL Server Y35 Writer Size 0.66MB

5P MSRML 4.0 5P2 Parser and SDK Siee 1.23ME

ﬂ M3XML 6.0 Parser Size 1.31MB

#2 windnws Sunnort Tocl i e
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BlackBerry Enterprise Server version 4.1.6 Configur  ation

Explarer View X H Global | Servers | Lser Groups List | Al Users | Software Confiqurations | Software Corfig Status— Rale Administration
E@ BlackBerry Dorai | Role Nae | Mumber of Administratars
Eﬁ J2icH Earim_db_admin_security 0

E:iti:im MSCS 1 %rim_db_admin_audit_security

. ﬂ T - - Earim_db_admin_enterprise

----- % Lacal Ports (Device Management, Earim_db_admin_audit_enterprise

%rim_db_admin_handheld

Earim_db_admin_audit_handheld
Earim_db_admin_sr_helpdesk
Earim_db_admin_audit_sr_helpdesk
Earim_db_admin ir_helpdesk,
Eﬂrim_db_admin_audit r_helpdesk

[ e L — T R R e R
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BlackBerry MVS Client Source Path Configuration onBlackBerry Enterprise Server version 4.1.6

E5 Explorer Yiew | % Refresh

ﬂ User Groups

[ PEXLAB-RIM_MDS-C5_1

B % Local Parts {Device Management]

Upgrade

Caonfiguration Mame: I ' Selient

Device Software Configuration

Explorer View X | | Global | Servers | IUser Groups List | All Users Software Configurations | Software Config Status | Rale Administration |
EI@ BlackBerry Damain Configuration Name | Deseription | source Path
! Ell% HIRGE & Mvsclient Yipbeelab-rim'\Research In Mation
PBALAB-RIM
Farms 1.1

11172.,20.5.504Research In Mation

x|

Configuration Description: I

Device Software Location: I nhxlab-rimResearch In Mation

Change... |

Confic Application Name:

| Y Ersion

| Delivery

Application Software

Application Control Policies

Name |
& Required

Femaye

Properties...

[Hesy Copy...

Ml

[o]8 | Cancel | Lpply

Ix

plication contral

=N0nes

ommon

Ailed bevy Configuration
Edit Conficuration

Copy Conficuration
Delete Configuration

Manage Application Policies

Palicies... |

Cancel |
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BlackBerryMVS Small Business version 1.1 Source path configation 172.20.5.50 on BlackBerry Enterprise Serverarsion 4.1.6

55 Explorer View | % Refresh

ﬂ User Groups

: % Local Parts (Device Management;

Application Name | ‘ersion | Delivery |
Application Software <nng=
Cenfin
Application Control Policies 1[
- | Mame | MlEsw...
i @ Required

L e o i if

[ — Configuration

Configuration Mame: I M5 1.1

Explarer View X | | Glabal | Servers | User Groups List | &ll Users Software Configurations | Software Config Status | Rale Administration |
El@ BlackBerry Domain Corfiguration Name | Description | source Path
| Ellﬁ o %MVSclient V\pbixlab-rim\Research In Mation
%MVS 11 Immy A
ﬁ PERLAB-RIM_MD3-C5_1

k] ’j’ \5.501Research In Mation
X

Configuration Descrigtion: | Upigrade

Device Software Location; I W72 .20.5.50Research In Motion

Change... |

Femave

Broperties. .

i

[

control

Palicies... |
(039 | Cancel |

pmmon

Al Mews Configuration
Edlit Conficuration

Copy Configuration
Delete Configuration

Manade Application Policies

0K | Cancel | Al
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Windows Server 2003 configuration for Microsoft Exdxange configuration on BlackBerry Enterprise Serverversion 4.1.6

Explorer Yiew

=@ BlackBerry Domain

[ PesLAB-RIM
[ PERLAB-RIM_MDS-CS_1

| & |Jser Groups
% Local Parts (Device Management,

x|| bl

SErYErS | User Groups List | Role Adriristr ation |
Mail Stare Type | Service Mame | Host Mame | Murnber of Users
Exchange PBALAB-RIM PEXLAB-RIM 5

Service Hame: PEXLAB-RIM

Status: Running

Host Hame: PEXLAB-RIM

Humber of Users: 5

Forwarded Messages: &

Sent Messages: 1

Pending Data Packets: [

Filtered Messages: 0

Expired Messages: 0

Messages Failed: 0

BlackBerry MD5 Connection Service Enabled: True
Wireless Message Reconciliation Enabled: True
SRP Status: Connected

PID: 2276

BlackBerry Enterprise Server Yersion: 4.1 6.10

© 2008 Cisco Systems, Inc. All rights reserved.
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Eciit Propetties

Common

F AddUsers

Account

Service Control & Customization
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User configuration on BlackBerry Enterprise Serverversion 4.1.6 Configuration

# BlackBerry Manager-Security Administrator Authority
Fie Edit Tools ‘Wiew Help

=10/

55 Explorer Yiew | % Refresh

Explorer View

x|| Server Configuration Lsers | Users Pending Delete |

EQ BlackBerry Domain
EIE Servers
SR ELAE-RIM

ﬂ Lser Groups

1

Name I

[ PEXLAB-RIM_MDS-C5_t PIN |
IT Poli I I
B % Local Parts (Device Management, o i

Email address I

Status I vl
Eniies et page |50 Page 1A [P Hed | Seach | Clear |
Nare | PIN | Skatus | Lask Contact Time
QBBDD 20675027 Running 10/30/2008 6:46:34 PM
QBBUI 20604145 Rurining 10{30/2008 6:09:10 PM
QBBDZ 2063C03F Furining 10{30/2008 6:06:18 PM
98803 206752E5 Rurining 10/30/2005 6:05:41 PM
98804 20675087 Running 10/30/2008 6:06:57 PM
Houser has been selected

© 2008 Cisco Systems, Inc. All rights reserved.
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (1 of 21)

BB00

|ﬂ Properties

% Redrection

® Filters

# Security

® T Policy

& WLAN Configuration

# [IM Sync

® Advanced

ﬁ BlackBerry device (read-only)

[ Email Address
Email Address
[ Message Forwarding
Redirect to BlackBerry device
Redirect when in cradle
Do Mot Save Sent Messages
B Auto Signature
Signature
[l Enable SMIME Message Processing
Enable SMME Message Processing
E Messaging Options
Prepended Disclaimer Text
Lppended Disclaimer Texd
Rich Cartert Enabled
Doveenioad mages Automatically

BEOO@@nhxocs com
True

True
Falze

True

True
True

Redirection

Enables youto define messade forvearding and signature seftings for the user.

B
<

© 2008 Cisco Systems, Inc. All rights reserved.
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (2 of 21)

BEOD

lﬁ Properties

#® Redrection

¢

® Security

#® [T Policy

® WLAN Configuration

# PIMSune

® Advanced

ﬁ BlackBerry device (read-only)

Fiter Rules (Mo ftems)
[l Default Action
Fargeard meszages to BlackBerry device True
Filters
Enahles you to define fiters to apply to all messages sent to the selected user, ﬂ
[

0K Cancel | Aanly
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 1 (3 of 21)

BBOO

ﬁ Prapetties
# Redirection

# Filters
Serurty
® 17 Puolicy

® WLAN Configuration

* PIM 3yne

* Advanced

ﬂ BlackBerry device (read-only)

[ Security
Generate kevs automatically True
Weximum key generation attempts 0
Security
Eniable:s yyou to defing the Lser security settings. j
[

(K

Cancel | Leply
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (4 of 21)

X

ﬁ Praperties & IT Policy Summary
® Redirection [T Palicy Mame Defaut
® Fiters [ YolP policy group
# Security 1P User D
oIP User Passward
® YLAN Configuration SIP Liser Display Name
® FIMSync & VPH policy group
® Advanced PN User blame
ﬂ BlackBerry device (read-only) VP User Fassword
[] WLAH policy group
WLAN User Namme
WLAN User Pagsyard
IT Policy
Enahles you to define the user T policy settings. ﬂ
[

0K Cancel | Apnly

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 15 of 63



T
CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (5 of 21)

BBOD

ﬁ Properties
® Rediection

# Filters

& Security

® [T Policy

WLAN Configuration
® PIMSync

® Advanced

ﬁ BlackBerry device (read-only)

[ WLAH Configuration Administration

WLAN Configuration Sets (1 tem)

YR Canfiguration Sets (Mo tems)

YaolP Configuration Sets (Mo tems)

Software Tokens (No tems)
WLAN Configuration

the YWLAN Configrustion category on & per-user basiz.

Enables you to manage the baze configuration settings that can be assigned to users for connectivity J
with WLAN-hazed handhelds. Configurations are assigned to users viathe User Propery Editor under

Y

<

K

Cancel | Ay
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (6 of 21)

BEOO

ﬁ Properties
® Redirection

® Fikers

® Seciricy

® [T Policy

# WLAN Configuration

® Advanced
ﬂ BlackBerry device (read-only)

Wireless Synchronization Enabled True =
Automatic BlackBerry Device Management Enabled — True
Automatic Wireless Backup Enabled True
[ Message Filters
Synchronization enakled True
Enabled on Device Trug
synchronization type Bidirectional
Conflict resalution Server Wing
[l Tasks
synchronization enakled True (I
Enabled on Device Trug
Synchronization type Biclirectional
izonflict resalution Server Wing
El Message Settings
synchronization enabled Trug
Enabled on Device Trug
Synchronization type Bidirectional
izonflict resolution Server Wing .
PIM Sync
Enahles you to defing wirelzes PIM synchronizetion settings for the user. ﬂ
[

oK

Cance| | Lenly
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (7 of 21)

BB0D

ﬁ Properties
# Redirection

#® Fiters

® Securty

® [T Policy

# WLAN Canfiquration
PIM S
* Advanced

ﬁ BlackBerry device (read-only)

Enabled on Device
synchronization type
Canflict rezalution

[ Memos
Synchronization enabled
Enabled on Device
Synchranization type
Canflict rezaltion

[ Certificate Summary Data
Synchronization enabled
Enabled on Device
Synchranization type
Conflict resaltion

{ Address Book
Synchronization enabled
Enabled on Device
Synchranization type
Conflict resaltion

Thug
Biclirectionsl

Server ins

Thue
Thug
Bicitectional

Server Wins

Thue

Thue

Device To Server
Device Wins

Thue
Thug
Biciitectional

Server Wins

<

PIM Sync

Enables you to define wireless PIM synchronization settings for the user,

[

© 2008 Cisco Systems, Inc. All rights reserved.
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (8 of 21)

BB00

ﬁ Properties
® Redirection

® Filers

¥ Seciity
® [T Palicy
® WLAN Configuration
# PIM3vnc

ﬁ BlackBerry device (read-only)

(] Mailbox Agent

Enable static Maibo:: Agert Falze
Mailbox Agent I 1
Advanced

Enables youto set advanced properties for the user,

g

oK

Cancel | Loy
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (9 of 21)

BB00

ﬁ Propettiss [ Hardware
® Redrection PN 20675027
# Fiters BlackBerry Device Madzl Ba20
® Cecurity Memary B9 Mh
® [T Palicy Network Type GRS
® WLAN Corfiguration Frenuencies (35M 550, G5 500, GSM 1500, GEM 1900
Sl Seral Nier 6010012223
G . Home Carrier 174
ﬁ BlackBerry device (read-only) Secured Bact ROM _—
" Softare Displa&.f Soreen WiFith 240
o Capabiltes Display Screen height a0
® Siats
® Service Books
® finplications
® Modules
Hardware
The BlackBerry device hardare properties. ﬂ
B
oK cancel | Aty
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (10 of 21)

BBO0

ﬁ Properties
® Redirection

® Filters

® Security

® 1T Policy

® YWLAN Configuration

® PIMSvn;

® Advanced

ﬁ BlackBerry device (read-only)
® Hardwars
® Software
E% Canabilities
® Shafus
® Seryice Books
® Applications
® Modules

[l General Capabilities

© 2008 Cisco Systems, Inc. All rights reserved.

wireless PIM Data Synchronization True
sent tems Synchronization Trug
Wireleas Apnlication Defivery True
Lpplication Control Palicies True
Large Aftachmert Upload Capable Trug
[] Security Capabilities
SMIME True
PGP False
Encryption Algorithims J0ES, AES-256
E] Character Encoding Capabilities
Mezzage Encodings Latird, UTF-5, UCS2-BE
Calendar Encadings Latind, LTF-8, UCS2-BE
Addre== Lookup Encodings Latin?, UTF-3, UCS2-BE
P =ynchronization Encodings Latird, LTF-5
Capabilities
The BlackBerry device capabilties. ﬂ
[
0K Cancel | Ll
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (11 of 21)

X

|ﬁ Properties [ Status

® Redirection Last Undate Time TH22007 4:26:53 P
® Fikers Avvalable Memaory A

® Security Battery Level 75%

* 1T Policy Lptime: 10 days, & br, 0 min, 22 3ec
® WLAN Configuration

® PIM Syne

* fdvanced

ﬁ BlackBerry device (read-only)
® Hardware
* Software
* Capahilities

® Service Bodks
® fplications
® Modules

otatus
The BlackBerry device statuz. ﬂ

[

oK Cancel | Aeply
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User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (12 of 21)

BBOD

ﬁ Properties
® Rediection

® Filters
® Security
® [T Policy
® YWLAN Configuration
# PIMSync
® Advanced
ﬂ BlackBerry device (read-only)
® Hardware
® Software
® Capabilties
® Shabus
Service Books
® fnplications
® Modules

[ Desktop &
Contert ID ALP
Service D 543957670
Service Data 0600200016101 01620 DEOD
[l Desktop
Contert 10 BEIM
Service D 543957670
Service Data 2004 000000 00 iy
(] Desktop
Contert ID BESP
Service D 543957670
[l Desktop
Contert ID BranarzerCanfic
Service D =43937670
Service Data 02001E01 6574 74 70 34 2F 2F 6D 6F 62 636...
[l Desktop
Contert 10 CICAL
Service D 543957670 .
Service Books
The zervice books on the BlackBerry device. ﬂ
[
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T
CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6.1 (13 of 21)

BB00

ﬂ Properties
# Rediection

¥ Filers
® Secury
* [T Policy
® WLAN Configuration
& PIM3ync
¥ ddvanced
ﬁ BlackBerry device (read-only)
® Hardware
® Software
® Capabities
® Statls
Service Books
* Anplications
® Modules

Service D
Service Data
H Desktop
Contert D
Service D
Service Data
H Desktop
Contert D
Service D
Service Data
H Desktop
Contert D
Service D
Service Data
H Desktop
Contert D
Service D
Service Data

On Lol

S4337870
(04 00100 0007 0E 01 0060 02 00 01 00

| »

CMME
S4337870
T0F001 033003 00000002 00000002 100F...

PP
S4337870
0004070000 0001

h0s
S4337870
000001 00000200 090353 133393597 38.7

QTASL
S4337870
02 0CGE B3 74 5F T2 63 60 3F 63 B 64 6303 0... .

Service Books

The service books an the BlackBerry device,

-
I/

K Cancel | Lnely
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T
CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (14 of 21)

g

lﬁ Properties
# Redrection
# Fiters
& Security
#® [T Policy
# WLAN Configuration
& PIMoync
# Advanced
ﬁ BlackBerry device (read-only)
¥ Hardware
¥ Software
® Capabilities
® Sfafus

Service Books

#® fpplications
® Modules

Service 1D
Service Data
[ Desktop
Cortent 1D
service 1D
Service Data
[] Desktop
Cartert ID
Service 1D
Service Data
[ Wi-Fi TCPAP Browser
Cortent 1D
service 1D
Service Data
(=] Wi-Fi TCPAP Transport
Cartert ID
Service 1D
Service Data

543837870 .
000000000 020009035334 333933337 36...

OTAL
543837870
020CHE G5 74 5F 726960 3F B36CE4 63 030..

SYNC
543837870
0101 01 6002000100

BriwvserCanfi
5 TCPAMBC
02001001 6874747038 2F 2FEDEF 62696 ..

WPTCP
5 TCRNIFI
MO0 030010901 000A DI 001304 7... =

Service Books
Thie service hooks on the BlackBerry device,

4
[

oK Cancel | Aanly
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T
CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (15 of 21)

K

ﬁ Properties [ BlackBerry 4.5.0 Core Applications -
#® Redirection Description Core Applications far the BlackBerry 8300 Series
# Filters Yergion 450 |
® Security Yenidar Ressarch In Mation
® 7 Policy Copyright Copyricft 1998-2004 Research In Mation
® WLAN Configuration H BlackBerry 45.0 System Software
® FIMSyne Description =yatem Software for the BlackBerry 8300 Series
G . Yersion 45l
ﬂ BlackBerry device (read-only) vendar esearch I Wafon
" Hardhae Copyrigt Copyright 19582008 Resesrch In Mofion
® Software :
" Capabte [ BlackBerry API Library
v St Deacription
® Service Books [ BlackBerry Attachment Service
=% lications Deacrirtion BlackBerry Atachment Service
® Modules Yergion 450
Yendor Rezearch In Mation
Copryright Copyright 1998-2008 Research In Mation
[l BlackBerry CMS Library .
Applications
The applications installed on the BlackBerry device. ﬂ
[
oK aniel | Aanly
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CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (16 of 21)

BBOD

ﬁ Properties
® Redrection

® Filters
® Security
® [T Policy
® WLAN Configuration
® PIMSyne
® fdvanced
ﬂ BlackBerry device (read-only)
® Hardware
® Software
® Capabilities
® Status
® Service Books
C% inplications
® Modules

[ BlackBerry CMS Library
Desctintion

[ BlackBerry Certificate Key Store Browser Library
Desctintion

[ BlackBerry Crypto 1 Library
Desctintion

[ BlackBerry Crypto 2 Library
Description

[ BlackBerry Crypto 3 Library
Destription

[ BlackBerry Crypto Applications AP Library
Description

[ BlackBerry ECMAScript Library
Desctiption

[ BlackBerry Key Store Browser Library
Desciption

[ BlackBerry LDAP Browser Library

I -

Copyight Copytight 1993-2003 Research In Mation .

Applications
The applications installed on the BlackBerry device.

oK

Cancel
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T
CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (17 of 21)

BEOOD

|ﬁ Properties
® Redrection
® Filters
® Security
#® [T Policy
® WLAN Configuration
® PIM Syne
® Advanced
ﬂ BlackBerry device (read-only)
® Hardware
® Software
® Capahilities
® Shatus
® Service Books
% Anplications
® Madules

[] BlackBerry LDAP Browser Librany e
Description
(] BlackBerry MDS Default Launcher
Description Provides the abiity to access BlackBerry MDS ap...
Yersion 45020
Yendor Rezearch In Mation
Copyright Copyright 2003-2008 Rezearch In Mdtian | |
[] BlackBerry MDS Runtime
Description Provides the abiity to access BlackBerry MOS ap...
Yersion 45020
Yendor Rezearch In Mation
Copyright Copyright 2003-2008 Rezearch In Mdtian
[] BlackBerry Maps
Descintion Wapning Application for BlackBerry
YErsion 450
Yenidor Research In Mation
Copyright Copyright (c) 2005-2008 Research In Mation
[] BlackBerry Messenger .
Applications
The applicetions installed on the BlackBerry device. ﬂ
[
0K Cancel | Aanly
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T
CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (18 of 21)

BB00

Research In Motion Limited i
Capyright 1998-2008 Research In hotion Limited

& brick breaking game

450

Research In Mation

Capyright 1998-2008 Research I hiotion

Pravides the abilty 10 access wireleas-web has..
450

Research In Mation

Capyright 1998-2008 Research I hiotion

ﬂ Properties Yendar
# Rediection Conyright
® Filters [ BlackBerry Secure Email Librarny
® Securiy Descrintion
® T Falicy [ BlackBerry %509 LDAP Browser
® YLAN Configuration Descrigtion
¢ Pl ) BlackBerry XML Library
v Advanced . Destription
ﬂ BlackBerry device (read-nly) 9 BrickBreaker
LT Destription
¥ Software :
 Capabilities Versn
® Stahus )
#® Service Books Copyrigh
C% oplications El Browser
 Modules Destription
Yersion
Yendor
Copytight
Applications
The applications inctaled on the BlackBerry device.

4
B
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T
CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (19 of 21)

BB00

ﬁ Properties
#® Redirection

® Filters
® Securty
® [T Policy
® WLAN Configuration
® PIM Svnc
® Advanced
ﬁ BlackBerry device (read-nly)
# Hardware
 Sftware
# Capabiliies
® Al
® Service Books
C % oplications
* Modules

© 2008 Cisco Systems, Inc. All rights reserved.

[ Email Setup Application &
Deacrigtion Anplication for zetting up BlackBerry Internet Ser...
Yersion 450
Yendor Rezearch n hiotion
Conyright Copryright 1998-2008 Rezearch In hation

& English UK
Descrintion Englizh UK Language Suppart for BlackBerry han..
Yersion 450
Yendor Rezearch n hiotion
Capyright Capytight 1998-2008 Rezearch In hiotion

[ English UK Language Support
Deacrigtion

[ GSA CAC Smart Card Driver Library _
Deacrigtion

& Help
Deacrintion Provides help for BlackBerry apnlications.

Yersion 440
Yendor Rezearch In hiotion .
Applications
The: applications installed on the BlackBerry device. ﬂ
[~
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T
CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (20 of 21)

BBO0

ﬂ Properties
# Rediection

® Fiters
® Securty
#® [T Palicy
® WLAN Confiquration
# PIMSync
® Aidvanced
ﬁ BlackBerry device (read-only)
#® Hardware
® Software
® Capabilties
¥ Statys
® Service Books
C R nplications
® Modules

Yendar Research In Mation &
Copryright Copyright 2004-2005 Research In Mation
= MyS_ Client
Deacription
Yerzion 11049
Yendar Research In Mation
Copryright Copyright 2003-2008 Research In Mation
= MemoPad
Deactiption A ncte-taking application
Yerzian 430
Yendar Research In Mation
Copryright Copryright 1998-2008 Research In Mation
(=] PIV Smart Card Driver Library
Descrintion
[ Password Keeper |
Deacription Privides the abilty to securely store passwords ..
Yersian 420
Yendar Research In Mation '
Applications
The applications nstalled on the BlackBerry device. j
[
oK ancel | Aamly
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T
CISCO.

User BOO Configuration on BlackBerry Enterprise Sever version 4.1.6 (21 of 21)

BB00

ﬁ Properties
# Redirection

# Filers
® Securiy
# 1T Palicy
#® WLAN Configuration
® PIMSync
® Jdvanced
ﬂ BlackBerry device (read-only)
* Hardware
¥ Software
# Capabilities
® Status
¥ Service Books
=% rlications
* Modules

Copyright
[ SMA
Descrintion
Yersion
Yenidor
Copyright
[ Safedlet 330 Smart Card Driver Library
Descrigtion

Copyright 1998-2008 Research In Mation

1108
Reaearch In hation
Copyright 2003-2008 Rezearch In Mation

The aprlications installed an the BlackBerry device.

E TTY Support

Description Cptional support for TTY.

Yersion 4l

Yendor Research In hation

Capyright Copyridht 1398-2008 Research In Mation
[ Tagks

Description A To-Do list application

Yersion 4§50

Yendor Rezearch In Motion

Copyright Copytight 1938-2003 Research In Mation =
Applications

I

Ok Cancel | e
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CISCO.

BlackBerry MVS Small Business version 1.1

Software Version
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Configuring BlackBerry MVS Small Business

SIP trunking configuration on BlackBerry MVS Small Business with the Cisco Unified Communication managy
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Template configuration on BlackBerry MVS Small Bushess (1 of 2)
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Template configuration on BlackBerry MVS Small Bushess (2 of 2)
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Class Of Service configuration on BlackBerry MVS Srall Business
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Users configuration on BlackBerry MVS Small Busines
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User B004 configuration (General TAB) on BlackBerryMVS Small Business
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User B004 configuration (Template TAB) on BlackBery MVS Small Business (1 of 2)
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User B004 configuration (Template TAB) on BlackBery MVS Small Business (2 of 2)
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User B004 configuration (Class of Service TAB) onlBckBerry MVS Small Business
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Configuring the Cisco Unified Communications Manage r 3825 ISR

RIM-CME#sho ver

Cisco 10S Software, 3800 Software (C3825-ADVIPSEREEK9-M), Experimental Version 12.4(20090211:034445lo-
CSCsx57925_ V124 20_T2_base 106]

Copyright (¢) 1986-2009 by Cisco Systems, Inc.

Compiled Thu 12-Feb-09 14:49 by shlo

ROM: System Bootstrap, Version 12.3(11r)T1, RELEASBFTWARE (fcl)

RIM-CME uptime is 43 minutes
System returned to ROM by reload at 14:19:34 paéifi Feb 27 2009
System image file is "flash:c3825-advipservicesk@@$Csx57925 20 _T2_b1"

This product contains cryptographic features arsiigect to United
States and local country laws governing import,oeigdransfer and
use. Delivery of Cisco cryptographic products doesimply
third-party authority to import, export, distribute use encryption.
Importers, exporters, distributors and users apaesible for
compliance with U.S. and local country laws. Byngsthis product you
agree to comply with applicable laws and regulaidfiyou are unable
to comply with U.S. and local laws, return this ¢uot immediately.

A summary of U.S. laws governing Cisco cryptogragiroducts may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrgnhl

If you require further assistance please contatlyusending email to
export@cisco.com.

Cisco 3825 (revision 1.0) with 217088K/45056K bybésnemory.
Processor board ID FHK0847FORR
2 Gigabit Ethernet interfaces
1 terminal line
2 Channelized/Clear T1/PRI ports
1 Virtual Private Network (VPN) Module
2 Voice FXS interfaces
1 cisco Integrated Service Engine(s)
Cisco Unity Express 3.2.1 in slot 2
DRAM configuration is 64 bits wide with parity erlad.
479K bytes of NVRAM.
125440K bytes of ATA System CompactFlash (Read®/rit

Configuration register is 0x2102
RIM-CME#

RIM-CME#sho run
Building configuration...

Current configuration : 8084 bytes
|

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

© 2008 Cisco Systems, Inc. All rights reserved.
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hostname RIM-CME
!
boot-start-marker
boot system flash:c3825-advipservicesk9-mz.CSCx5720_T2_bl
boot-end-marker
!
logging message-counter syslog
logging buffered 10000000
enable password cisco
!
no aaa new-model
clock timezone pacific -8
no network-clock-participate wic 0
!
dot11 syslog
ip source-route
!
!
ip cef
!
!
no ip domain lookup
!
no ipv6 cef
multilink bundle-name authenticated
!
!
!
voice-card 0

dspfarm

dsp services dspfarm
!
!
!
voice service voip
allow-connections sip to sip

no supplementary-service sip moved-temporarily
no supplementary-service sip refer
sip

min-se 90

registrar server expires max 3600 min 120

voice class sip-profiles 1

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 44 of 63



voice register global

mode cme

source-address 172.20.5.51 port 5060
max-dn 100

max-pool 24

load 7961 sip41.8-4-1s

authenticate register

authenticate realm pbxocs.com
dialplan-pattern 1 408555.... extension-length 4
call-forward system redirecting-expanded
tftp-path flash:

create profile sync 0005331358067057

1

voice register dn 1
number 4600

name SIP-CMEOO
mwi

1

voice register dn 2
number 4601

name SIP-CMEO1
mwi

1

voice register dn 3
number 6100

name BBOO

1

voice register dn 4
number 6101

name BBO1

1

voice register dn 5
number 6102

name BB02

1

voice register dn 6
number 6103
call-forward b2bua all 7400
name BB03

1

voice register dn 7
number 6104

name BB04

1

voice register dn 8
number 6105

name BB05

1

voice register pool 1
id mac 0007.0E36.9F32
type 7961

number 1 dn 1
dtmf-relay rtp-nte
username 4600 password 4600
description SIP-CMEQO

codec g71lulaw
!
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voice register pool 2
id mac 001E.4A0C.5D96
type 7961
number 1 dn 2
dtmf-relay rtp-nte
username 4601 password 4601
description SIP-CMEOQ1
codec g71lulaw
1
voice register pool 3
id mac 1111.2222.6000
number 1 dn 3
dtmf-relay rtp-nte
username 6100 password 6100
codec g71lulaw
1
voice register pool 4
id mac 001C.CC30.1D95
number 1 dn 4
dtmf-relay rtp-nte
username 6101 password 6101
description BBO1
codec g71lulaw
1
voice register pool 5
id mac 001C.CCOA.0B41
number 1 dn 5
dtmf-relay rtp-nte
username 6102 password 6102
description BB02
codec g71lulaw
1
voice register pool 6
id mac 1111.2222.6003
number 1 dn 6
dtmf-relay rtp-nte
username 6103 password 6103
description BB03
codec g71lulaw
1
voice register pool 7
id mac 1111.2222.6004
number 1 dn 7
dtmf-relay rtp-nte
username 6104 password 6104
description BB04
codec g71lulaw
1
voice register pool 8
id mac 1111.2222.6008
number 1 dn 8
dtmf-relay rtp-nte
username 6105 password 6105
codec g71lulaw
1
voice hunt-group 1 parallel
final 7400
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list 6103,4603,4600
timeout 20

pilot 4699

1

1
!
voice translation-rule 1
rule 1 ///831634600/
1
voice translation-rule 2
rule 1 /~408555/ \1/
1
!
voice translation-profile rulel
translate called 1
1
voice translation-profile to-cue
translate called 2
1
1
!
application
service queue flash:app-b-acd-2.1.2.2.tcl
param queue-len 10
param drop-through-promt en_bacd_welcome.au
param aa-huntl 4689
param queue-manager-debugs 1
param number-of-hunt-grps 1
I
service aa flash:app-b-acd-aa-2.1.2.2.tcl
paramspace english index 0
param number-of-hunt-grps 1
param drop-through-option 1
param handoff-string aa
paramspace english language en
param max-time-vm-retry 2
param aa-pilot 4650
paramspace english location flash:
param drop-through-prompt en_bacd_welcome.au
param second-greeting-time 60
param call-retry-timer 15
param voice-mail 7400
param max-time-call-retry 700

param service-name queue
|

archive
log config
hidekeys
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controller T1 0/0/0
framing esf
linecode b8zs

1

controller T1 0/0/1
framing esf
linecode b8zs

interface GigabitEthernet0/0

ip address 172.20.5.51 255.255.255.0
duplex auto

speed auto

media-type rj45

1

interface GigabitEthernet0/1

no ip address

shutdown

duplex auto

speed auto

media-type rj45

1

interface Integrated-Service-Engine2/0

ip unnumbered GigabitEthernet0/0

service-module ip address 172.20.5.56 255.2550255.
service-module ip default-gateway 172.20.5.1

no keepalive

1

ip default-gateway 172.20.5.1

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 172.20.5.1

ip route 172.20.5.56 255.255.255.255 IntegratediGeEngine2/0
no ip http server

no ip http secure-server

tftp-server flash:P00308000500.bin
tftp-server flash:P00308000500.loads
tftp-server flash:P00308000500.sb2
tftp-server flash:P00308000500.sbn
tftp-server flash:apps41.8-4-0-79.sbn
tftp-server flash:cnu41.8-4-0-79.sbn
tftp-server flash:cvm41sip.8-4-0-79.sbn
tftp-server flash:SIP41.8-4-1s.loads
tftp-server flash:term41.default.loads
tftp-server flash:term61.default.loads
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tftp-server flash:dsp41.8-4-0-79.sbn
tftp-server flash:jar41sip.8-4-0-79.sbn
1

control-plane

!

!

!

voice-port 0/2/0
1

voice-port 0/2/1
1

1
!
sccp local GigabitEthernet0/0
scep cem 172.20.5.51 identifier 1
scep
1
sccp ccm group 1
associate ccm 1 priority 1
associate profile 1 register mtp00127f283ab0
1

dspfarm profile 1 transcode
codec g71lulaw

codec g71lalaw

codec g729ar8

codec g729abr8

codec g729r8

codec g729br8

maximum sessions 5
associate application SCCP
1

dial-peer cor custom

name CORSIP

name CORSIPB

1

!

dial-peer cor list CORSIP
member CORSIP

1

dial-peer cor list CORSIPB
member CORSIPB

1

1

dial-peer voice 1 pots
destination-pattern 3000
port 0/2/0

forward-digits all

1

dial-peer voice 4100 voip
translation-profile incoming profilel
destination-pattern 41..
session protocol sipv2
session target ipv4:172.20.212.254
incoming called-number 46..
dtmf-relay rtp-nte

codec g71lulaw
!
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dial-peer voice 8888 voip
destination-pattern 7400
session protocol sipv2
session target ipv4:172.20.5.56
incoming called-number 7400
dtmf-relay rtp-nte
codec g71lulaw
no vad
1
dial-peer voice 4000 voip
corlist outgoing CORSIPB
translation-profile incoming profilel
destination-pattern 40..
session protocol sipv2
session target ipv4:172.20.212.254
incoming called-number 460[0-4]
dtmf-relay rtp-nte
codec g71lulaw
1
dial-peer voice 4200 voip
translation-profile incoming profilel
destination-pattern 5050
session protocol sipv2
session target ipv4:172.20.212.254
incoming called-number 46..
codec g71lulaw
1
dial-peer voice 999 voip
service aa
session target ipv4:172.20.8.26
incoming called-number 4650
dtmf-relay rtp-nte
codec g71lulaw
1
dial-peer voice 888 voip
destination-pattern 54650
session protocol sipv2
session target ipv4:172.20.8.26
dtmf-relay rtp-nte
codec g71lulaw
1
1
sip-ua
1
1
1
telephony-service
sdspfarm units 1
sdspfarm transcode sessions 10
sdspfarm tag 1 mtp00127f283ab0
load 7960-7940 P0O0308000500
max-ephones 10
max-dn 20
ip source-address 172.20.5.51 port 2000
caller-id block code *67
voicemail 7400
max-conferences 4 gain -6
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call-forward pattern .T

moh music-on-hold.au
transfer-system full-consult
transfer-pattern ....
after-hours block pattern 1 4005
after-hours day Mon 15:25 15:26
create cnf-files version-stamp Jan 01 2002 00®O0:0
1
!
ephone-dn 3 dual-line

no call-waiting beep
number 4602

label 4602

description SCCP-CMEO02
name SCCP-CMEOQ2

no huntstop

mwi-type both

1

!
ephone-dn 4 dual-line

no call-waiting beep
number 4603

label 4603

description SCCP-CME-03
name SCCP- CME-03
mwi-type both

1

!

ephone 3
device-security-mode none
mac-address 000F.9054.2FC2
type 7960
keep-conference

button 1:3

1

1

1

ephone 4
device-security-mode none
mac-address 0012.4362.BF71
type 7960
keep-conference

button 1:4

1

1

ephone-hunt 10 sequential
pilot 4689

list 4602, 4603

timeout 10, 10

1

1

1

line con 0

line aux O

line 130

no activation-character

no exec
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transport preferred none

transport input all

transport output pad telnet rlogin lapb-ta moptodfi20 ssh
linevty 0 4

password cisco

login

1

exception data-corruption buffer truncate

scheduler allocate 20000 1000

end

RIM-CME#

RIM-CME#sho diag

Slot O:
C3825 Mother board 1GE(TX,SFP),1GE(TX)egrated VPN and 4W Port adapter, 9 ports
Port adapter is analyzed
Port adapter insertion time 00:45:31 ago

Onboard VPN : FW ver01100200
EEPROM contents at hardware discovery:
PCB Serial Number : FOC08461T5Y
Hardware Revision :1.0

Top Assy. Part Number : 800-23087-01
Board Revision : A0

Deviation Number :0

Fab Version : 06

RMA Test History 100

RMA Number 1 0-0-0-0

RMA History 100

Processor type 161

Hardware date code 120041109
Chassis Serial Number : FHK0847FORR
Chassis MAC Address 1 0012.7f28.3ab0
MAC Address block size : 32

CLEI Code : IPMEY10BRA
Product (FRU) Number : CISC0O3825
Part Number 1 73-4021-06

Version ldentifier 1 Vo1

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF C1 8B 46 4F 43 30 38 34 3%3B5 59 40
0x10: 04 2A 41 01 00 CO 46 03 20 00 5A02F42 41 30
0x20: 88 00 00 00 00 02 06 03 00 81 COMOO 04 00
0x30: 09 61 83 01 31 CD 95 C2 8B 46 4830838 34 37
0x40: 46 30 52 52 C3 06 00 12 7F 28 3AMBM®MO 20 C6
0x50: 8A 49 50 4D 45 59 31 30 42 52 418FB43 49 53
0x60: 43 4F 33 38 32 35 20 20 20 20 2@2@9 OF B5
0x70: 06 89 56 30 31 20 D9 02 40 C1 FFFF-F FF FF

PVDM Silot 0:

64-channel (G.711) Voice/Fax PVDMII DSP 3iIMPVDM daughter card
Hardware Revision :3.2

Part Number 1 73-8541-04

Board Revision - A0

Deviation Number :0
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Fab Version :03

PCB Serial Number : FOC09132345
RMA Test History 100

RMA Number 1 0-0-0-0

RMA History 100

Processor type : 00

Product (FRU) Number : PVDM2-64
Version Identifier :NA

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF 40 03 EC 41 03 02 82 49 2108122 41 30
0x10: 88 00 00 00 00 02 03 C1 8B 46 4B@39 31 33
0x20: 32 4A 34 35 03 00 81 00 00 00 0049 00 CB
0x30: 88 50 56 44 4D 32 2D 36 34 89 42aP0 D9 02
0x40: 40 C1 FF FF FF FF FF FF FF FF FFFFFF FF FF
0x50: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x60: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x70: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF

PVDM Silot 1:

64-channel (G.711) Voice/Fax PVDMII DSP 3iIMPVDM daughter card
Hardware Revision :3.2

Part Number 1 73-8541-04
Board Revision : A0

Deviation Number :0

Fab Version :03

PCB Serial Number : FOC09132J6P
RMA Test History 100

RMA Number 1 0-0-0-0

RMA History 100

Processor type : 00

Product (FRU) Number : PVDM2-64
Version ldentifier :NA

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF 40 03 EC 41 03 02 82 49 2108132 41 30
0x10: 88 00 00 00 00 02 03 C1 8B 46 4B@39 31 33
0x20: 32 4A 36 50 03 00 81 00 00 00 0049 00 CB
0x30: 88 50 56 44 4D 32 2D 36 34 89 42aP0 D9 02
0x40: 40 C1 FF FF FF FF FF FF FF FF FFFFFF FF FF
0x50: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x60: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x70: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF

WIC Slot 0:
T1 (2 port) Multi-Flex Trunk (Drop&Insert)/ AN daughter card
Hardware revision 1.0 Board ransA0

Serial number 25106611  Part numb&p0-04614-03
FRU Part Number VWIC-2MFT-T1-DI=
Test history  0x0 RMA number00-00-00
Connector type PCI
EEPROM format version 1
EEPROM contents (hex):
0x20: 01 24 01 00 01 7F 18 B3 50 12 0®0®0 00 00
0x30: 50 00 00 00 01 03 14 00 FF FF FFFFHF FF FF

WIC Slot 2:

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 53 of 63



2nd generation - FXS Voice daughter cardd@)

Hardware Revision 0 3.1

Top Assy. Part Number :800-21341-01
Board Revision : DO

Deviation Number :0-0

Fab Version ;01

PCB Serial Number : FOC080315UQ
RMA Test History 100

RMA Number 1 0-0-0-0

RMA History 100

Version ldentifier 1V

Product (FRU) Number : VIC2-2FXS=

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF 40 00 47 41 03 01 CO 46 03@G3 5D 01
0x10: 42 44 30 80 00 00 00 00 02 01 CUBBIF 43 30
0x20: 38 30 33 31 35 55 51 03 00 81 00O@OO 04 00
0x30: 89 56 00 00 00 FF FF FF FF FF FFFFFFF FF FF
0x40: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x50: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x60: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x70: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF

Slot 2:
Integrated Service Engine Port adaptegrl p
Port adapter is analyzed
Port adapter insertion time 00:45:27 ago
EEPROM contents at hardware discovery:

Hardware Revision :1.0

Part Number 1 73-10371-02

Top Assy. Part Number : 800-29801-01
Board Revision : A0

Deviation Number : 97558

Fab Version ;01

PCB Serial Number : FOC12313vU2
RMA Test History 100

RMA Number 1 0-0-0-0

RMA History 100

Product (FRU) Number : NME-CUE

Version ldentifier 1 Vo1

CLEI Code 1 IPUIAGNRAA

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF 40 04 F8 41 01 00 82 49 283&0 46 03
0x10: 20 00 74 69 01 42 41 30 88 00 011B8M2 01 C1
0x20: 8B 46 4F 43 31 32 33 31 33 56 593M0 81 00
0x30: 00 00 00 04 00 CB 87 4E 4D 45 2[%58315 89 56
0x40: 30 31 20 D9 03 40 C1 CB C6 8A 4%5M9 41 36
0x50: 4E 52 41 41 FF FF FF FF FF FF FFFFFF FF FF
0x60: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x70: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF

- Integrated Service Engine Daughter Card.

Hardware Revision :1.0

Part Number 1 73-10372-01

Top Assy. Part Number :800-29814-01
Board Revision - A0

© 2008 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 54 of 63



Deviation Number :0

Fab Version ;01

PCB Serial Number : FOC12313P3A
RMA Test History 100

RMA Number 1 0-0-0-0

RMA History 100

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF 40 04 F9 41 01 00 82 49 28B40 46 03
0x10: 20 00 74 76 01 42 41 30 88 00 00002 01 C1
0x20: 8B 46 4F 43 31 32 33 31 33 50 3®3D0 81 00
0x30: 00 00 00 04 00 D9 02 40 C1 FF FFFFF-F FF FF
0x40: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x50: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x60: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF
0x70: FF FF FF FF FF FF FF FF FF FF FFFFFFF FF FF

RIM-CME#
Configuring the Cisco Unity Express

se-192-168-1-2sho software ver

Cisco Unity Express version (3.2.1)

Technical Support: http://www.cisco.com/techsupgiawpyright (c) 1986-2008 by C
isco Systems, Inc.

Components:
- CUE Voicemail Language Support version 3.2.1.0

se-192-168-1-2>se-192-168-1-8ho ver
se-192-168-1-2 uptime is 1 weeks, 3 days, 0 h@&rsninutes

CPU Model: Intel(R) Celeron(R)pvbcessor 1.00GHz
CPU Speed (MHz): 1000.292
CPU Cache (KByte): 512
BogoMIPS: 1974.27

SKU: NME-CUE
Chassis Type: C3825
Chassis Serial: FHKO0847FORR
Module Type: NME

Module Serial: FOC12313VU2
UDI Name: Not Available
UDI Description: Not Available
SATA Drive: 80.0GB
SDRAM (MByte): 512

se-192-168-1-2>

se-192-168-1-2sho run

Generating configuration:

clock timezone America/Los_Angeles

hostname se-192-168-1-2
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system language preferred "en_US"

software download server url "ftp://127.0.0.1/ftpédentials hidden "6u/dKTN/h
SEUSAEfwW40XIF2eFHNZfyUTSd8ZZNgd+Y9J3xIk2B35j0nfGWHYMP Sd8ZZNgd+Y9J3xIk2B35j0nfG
WTYHfmPSd8ZZNgd+Y9J3xIk2B35j0nfGWTYHfmP"

log trace local enable

site name local
end site

groupname Administrators create
groupname Broadcasters create

username BBO04 create

username BBO03 create

username SCCP-CMEQ3 create

username SIP-CMEOQO create

username BB04 phonenumber "6104"
username BB03 phonenumber "6103"
username SCCP-CMEO3 phonenumber "4603"
username SIP-CMEOO phonenumber "4600"

groupname Administrators member cisco

groupname Administrators privilege ManagePrompts
groupname Administrators privilege broadcast
groupname Administrators privilege local-broadcast
groupname Administrators privilege ManagePublicList
groupname Administrators privilege ViewPrivateList
groupname Administrators privilege vm-imap
groupname Administrators privilege ViewHistoricafioets
groupname Administrators privilege ViewRealTimeRepo
groupname Administrators privilege superuser
groupname Broadcasters privilege broadcast

restriction msg-notification create

restriction msg-notification min-digits 1

restriction msg-notification max-digits 30

restriction msg-notification dial-string preferentgattern * allowed

backup server url "ftp://127.0.0.1/ftp" credentibidden "EWITygcMhYmjazXhE/VN
XHCkplVV4KjescbDalLa4flAWLSPFvw1rWUnfGWTYHfmPSd8ZZNgY9J3xIk2B35;0nfGWTYHfmPSd8Z
ZNgd+Y9J3xIk2B35j0nfGWTYHfmP"

calendar biz-schedule systemschedule
open day 1 from 00:00 to 24:00

open day 2 from 00:00 to 24:00

open day 3 from 00:00 to 24:00

open day 4 from 00:00 to 24:00

open day 5 from 00:00 to 24:00

open day 6 from 00:00 to 24:00

open day 7 from 00:00 to 24:00

end schedule

ccn application autoattendant aa
description "autoattendant"
enabled

maxsessions 8
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script "aa.aef"

parameter "busClosedPrompt" "AABusinessClosed.wav"
parameter "holidayPrompt" "AAHolidayPrompt.wav"
parameter "welcomePrompt" "AAWelcome.wav"
parameter "disconnectAfterMenu" "false”

parameter "dialByFirstName" "false"
parameter "allowExternalTransfers" "
parameter "MaxRetry" "3"

parameter "dialByExtnAnytime" "false"

parameter "busOpenPrompt" "AABusinessOpen.wav"
parameter "businessSchedule" "systemschedule"
parameter "dialByExtnAnytimelnputLength" "4"
parameter "operExtn" "0"

end application

false"

ccn application ciscomwiapplication aa
description "ciscomwiapplication”
enabled

maxsessions 8

script "setmwi.aef"

parameter "CallControlGrouplID" "0"
parameter "strMWI|_OFF_DN" "8001"
parameter "strMWI|_ON_DN" "8000"
end application

ccn application msgnotification aa

description "msgnotification”

enabled

maxsessions 8

script "msgnotify.aef"

parameter "logoutUri" "http://localhost/voicemaiinlscripts/mbxLogout.jsp”
parameter "DelayBeforeSendDTMF" "1"

end application

ccn application promptmgmt aa
description "promptmgmt"
enabled

maxsessions 1

script "promptmgmt.aef”

end application

ccn application voicemail aa

description "voicemail"

enabled

maxsessions 8

script "voicebrowser.aef"

parameter "logoutUri" "http://localhost/voicemainlscripts/mbxLogout.jsp”
parameter "uri" "http://localhost/voicemail/vxmigats/login.vxml"

end application

cch engine
end engine

ccn reporting historical
database local

description "se-10-50-40-125"
end reporting
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ccn subsystem sip

gateway address "172.20.5.51"
dtmf-relay rtp-nte

mwi sip sub-notify

end subsystem

ccn trigger http urlname msgnotifytrg
application "msgnotification”
enabled

maxsessions 2

end trigger

ccn trigger http urlname mwiapp
application "ciscomwiapplication”
enabled

maxsessions 1

end trigger

ccn trigger sip phonenumber 7400
application "voicemail"

enabled

maxsessions 4

end trigger

security password lockout policy temp-lock
security pin lockout policy temp-lock
service phone-authentication

end phone-authentication

service voiceview
enable
end voiceview

voicemail default language en_US

voicemail default mailboxsize 3000

voicemail broadcast recording time 300
voicemail default messagesize 240

voicemail notification restriction msg-noatification
voicemail operator telephone 100

voicemail mailbox owner "BB03" size 3000
end mailbox

voicemail mailbox owner "BB04" size 3000
end mailbox

voicemail mailbox owner "SCCP-CMEQ03" size 3000
end mailbox

voicemail mailbox owner "SIP-CMEOQOQ" size 3000
end mailbox

end
se-192-168-1-2>
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Remote Access Point Host Running Config

Router#sh run
Building configuration...

Current configuration : 6481 bytes

!

! Last configuration change at 21:18:07 UTC Mon 2@t2008
I NVRAM config last updated at 00:15:12 UTC Sat @8t2008
!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

1

hostname Router

!

boot-start-marker
boot-end-marker

!

Icard type command needed for slot 3
logging message-counter syslog
logging buffered 100000000

no logging console

enable password cisco

|

no aaa new-model

clock calendar-valid

!
dot11 syslog
1

dotl1 ssid BBRIM
authentication open
guest-mode
!
ip source-route
ip cef
!
!
ip dhcp excluded-address 192.100.1.1
1

ip dhcp pool BBRIM
network 192.100.1.0 255.255.255.0
default-router 192.100.1.1
dns-server 172.20.110.103

1

1

ip name-server 172.20.110.103

multilink bundle-name authenticated

!
!
!
!
!
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archive
1
1
1
|
|

interface GigabitEthernet0/0

ip address 172.20.8.26 255.255.255.0
duplex auto

speed auto

media-type rj45

1

interface GigabitEthernet0/1
no ip address

shutdown

duplex auto

speed auto

media-type rj45

1

1

interface Dot11Radio0/1/0
ip address 192.100.1.1 255.255.255.0
beacon dtim-period 3

no dotll gos mode

!

ssid BBRIM

!

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 ddsiz12.0 18.0 24.0 36.0 48.0 54.0
channel 2437

station-role root

!

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 172.20.8.1

ip route 172.20.0.0 255.255.0.0 172.20.8.1

ip route 192.100.1.0 255.255.255.0 Dot11Radio0/1/0
1

no ip http server

no ip http secure-server
!

!
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ontrol-plane

o = = -

sip-ua
1
|
|
|
|

line con 0
password cisco
login

line aux 0
linevty 0 4

exec-timeout 0 0

password cisco
login
|

scheduler allocate 20000 1000

end

Router#

Pass The test case passed with no exceptions

Fail The test case failed — details of the failure ared in the Comments column

N/A The test case is not applicable to the producter test. Justification must be provided in the
Comments column.

N/S Not supported. While the feature tested bytiss case generally would be considered a standatr
feature for this product category, this specifiodarct (or this specific release) does not suppart t
feature.

N/T Not tested. The feature is supported by thelpcounder test, but external factors (lab configjon,
e.g.) prevented execution of the test. Justificatimust be provided in the Comments column.

Blocked Other test case failures prevented thewiatof this test. Reference to the corresponéhilgd test
case must be provided in the Comments column.

MVS BlackBerry MVS Small Business

RIM Research In Motion

CSP Cisco Skinny Phone

CSIPP CSIPP — Cisco SIP Phone
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA

ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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