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·  This document describes the Inter-domain Federation feature interoperability of Presence & Instant Messaging and documents the 
configurations necessary for Cisco Unified Presence Server (Cisco UP) Release 7.0(3) to interoperate with Microsoft Office 
Communications Server (OCS) 2007 Enterprise Edition. It aims to provide an understanding of what works and what does not work in 
terms of the feature interaction between a Cisco UP device with Microsoft Office Communicator. It also provides guidance to 
deployment participants regarding the limitations, expected behaviors, and known issues. Please note that this document does not 
address performance and scalability, which are part of broader criteria for a deployment-ready solution.  See documentation listed below. 
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/7x/presence.html#wp1084557 

·  Inter-domain Federation allows a Cisco Unified Personal Communicator endpoint to exchange Presence Status updates & Instant 
Messages with the Microsoft Office Communicator 2007, therefore allowing the different platforms to communicate on yet another 
level.   

·   Federation is supported for Inter-domain only at the present time. This is a limitation imposed by the Microsoft Office Communications 
Server API at the present time. 

·  This Application note assumes that the Cisco Unified Personal Communicator and the Microsoft OCS 2007 environments are both 
working correctly. Therefore the material within this Application Note focuses on the modifications required, to both environments, 
which are necessary to make the Inter-domain Federation functional 

·  Please note that this is a single node Cisco UP cluster.  Other configurations, will invoke different criteria.  Please refer to the above 
link for additional information. 

·  Please note that Microsoft Office Communications Server R2 and Cisco UP ( 7.0.4) was tested and no difference were found. This report 
should be used for both scenarios.   

 

.  
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Figure 1.   Network Topology/Test Setup 
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       Limited granularity between the OCS and Cisco UP for Presence.  Microsoft’s API offers a limited number of states that can be exchanged       

through Federation 

       Voice\video federation is not supported by either Microsoft or Cisco 

       Group chat federation is not supported by either Microsoft or Cisco 
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Hardware Requirements 

Cisco hardware  

·  Cisco Unified Communications Manager (MCS 7825H) 

·  Cisco Unified Presence Server (MCS 7825H2) 

·  Windows Active Directory /DNS/Cert Server for OCS (MCS 7825H) Windows Server 2003 R2, Enterprise Edition, with SP1 

·  Windows DNS (Dell machine) Windows Server 2008 Standard Edition (Public DNS) 

·  Cisco Catalyst 3560  

·  Adaptive Security Appliance 5505 

·  Cisco Unified Personal Communicator clients on Dell Inspiron Laptops 

Microsoft hardware  

·  Office Communications Server 2007 Enterprise Edition (MCS 7825H) Windows Server 2003 R2, with SP2 

·  Windows Active Directory /DNS/Cert Server for OCS (MCS 7825H) Windows Server 2003 R2, Enterprise Edition, with SP1 

·  Windows SQL Server 2005 Enterprise Edition (MCS 7825H) Windows Server 2003 R2, with SP2 

·  Microsoft Edge Server (MCS 7825H2) Windows Server 2003 R2, Enterprise Edition, with SP1 

·  Microsoft Office Communicator  Version 2.0.6362.64 

Software Requirements 

·  Cisco Unified Communications Manager Release 7.0(1) 

·  Cisco Unified Presence Server 7.0.3 

·  Microsoft Office Communications Server 2007 R1 Enterprise Edition 

·  Laptop  computers for Microsoft Office Communicator and Cisco UPC clients running on Windows XP Professional version 2002 with 
SP2 or Vista sp1 

·  Cisco Unified Personal Communicator  Version  7.0 (1.13056) 

·  Adaptive Security Appliance Version 8.0 (4)3 
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Presence updates 

Instant Messaging Capabilities 

 

For more information on Cisco Federation see below 

http://www.cisco.com/en/US/prod/collateral/voicesw/ps6788/vcallcon/ps6837/solution_overview_c22-514646.html 
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It is strongly recommended that the Federation Document be reviewed BEFORE building this configuration.   

http://www.cisco.com/en/US/docs/voice_ip_comm/cups/7_0/english/integration_notes/federation/CUP70Federation.htm 

For more Cisco deployment and installation guides, go to 

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/7x/uc7_0.html  

For more Microsoft deployment and installation guides, go to: 

http://technet.microsoft.com/en-us/library/bb676082.aspx  

http://search.technet.microsoft.com/search/Default.aspx?brand=technet&query=OCS&refinement=66&lang=en-us��
�
�

 

 

Configuration Sequence and Tasks 

A. Microsoft Office Communications Server Enterprise Edition Configuration 

1. Domain Name System 
2. Pool Properties 
3. Pool Users 
4. User Configuration 
5. Edge Server Configuration 
6. Microsoft Office Communicator Configuration 

B    Configuring  Cisco Unified Presence Server 

1. Select domains to be Federated 
2. Analyze existing Network 
3. Assign IP addressing, FQDNs to all new elements 
4. Configure CUP Server 
5. Add DNS entries for all servers, also modify the DNS for Forwarders required 
6. Exchange Certificates 
7. Add Federated contacts to CUPC users. 
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Configuring Microsoft OCS 2007 Enterprise Edition 

Please refer to the Microsoft OCS 2007 Enterprise Edition deployment guide for setup details. Only interoperability related information is 
included in this document. 

Front End  Server  Properties Configuration 

This test bed has two Pools with One Front End server per Pool..  The Edge server is assigned to Pool 10 and all tests ran with that 
configuration 

Edge Server  
for 
Federation 

Right Click on 
Forest>Properties> 
Global Properties> 
Federation 
That will bring up 
the next slide…. 
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Global  Properties Menu   Pool10 

 
 
 

Check Box 

Add FQDN of 
Edge server of 
pool 
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Global  Properties Menu     
Pool10

Entry Required 
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Edge Server Configuration 

 

Note…  Edge Server Configuration needs to be done from the actual 
server and cannot be done from the OCS Console. 



 

 
© 2007 Cisco Systems, Inc. All rights reserved.  

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 
Page 11 of 66 

 

 

 

 

Right click 
properties, Menu on 
page 12 

Federated 
Server 
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Check Box 
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Configure Int interface & 
Assign Certificate 

Configure External Interface 
& Assign Certificate 
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SIP Domain that the OCS is 
supporting… Click and add 
entry 

Internal server that can access  
this Edge server… Click and 
add entry 
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Click on ADD and fill in the 
required information on the 
popup window below 

Fill in with Public FQDN of  
CUP server and remaining info as 
required. 
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Edge Inside Interface 

 

NOTE 
PBXOCS.com domain 
name server.. Different than 
the OUTSIDE interface 
DNS 
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Edge Outside Interface 

 

IMPORTANT 
Enter the Public DNS server 
address here 



 

 
© 2007 Cisco Systems, Inc. All rights reserved.  

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 
Page 22 of 66 

 

User Configuration –MOC PBXOCS DOMAIN 

 

Federated  CUPC contacts  
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Edge Server Certificate 

 

 

  

 

Additional Certificate required for the 
Ext. Interface to communicate with the 
ASA5505 

This Certificate is the 
Default that is applied to 
the Edge server that 
allows it to communicate 
with the other MSFT 
servers of the OCS 
Domain  
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Public DNS Entries 

 

 

 

Add Domain & SRV record..  
See next screen shot below.. 

Add Host 
record 



 

 
© 2007 Cisco Systems, Inc. All rights reserved.  

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 
Page 29 of 66 

 

 

 

Add  SRV 
Record 
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Exchange.Com records added to the Public DNS  

 

 

Add Domain & SRV record on the 
next screen shot below 

Add Host 
record 
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Add SRV 
record 

This is the Routing CUP Public IP address  
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ASA 5505 configuration file 

 

 

Version 8.0(4)3 

! 

hostname ciscoasa 

domain-name exchange.com 

enable password 8Ry2YjIyt7RRXU24 encrypted 

passwd 2KFQnbNIdI.2KYOU encrypted 

names 

dns-guard 

! 

interface Vlan2 

 nameif inside 

 security-level 100 

 ip address 172.20.228.100 255.255.255.0 

! 

interface Vlan3 

 nameif outside 

 security-level 0 

 ip address 172.20.147.100 255.255.255.0 

! 

interface Ethernet0/0 

 switchport access vlan 2 

! 
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interface Ethernet0/1 

 switchport access vlan 3 

! 

interface Ethernet0/2 

 shutdown 

! 

interface Ethernet0/3 

 shutdown 

! 

interface Ethernet0/4 

 shutdown 

! 

interface Ethernet0/5 

 shutdown 

! 

interface Ethernet0/6 

 shutdown 

! 

interface Ethernet0/7 

 shutdown 

! 

boot system disk0:/asa804-3-k8.bin 

ftp mode passive 

clock timezone PST -8 

clock summer-time PDT recurring 
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dns server-group DefaultDNS 

 domain-name exchange.com 

access-list ALLOW-ALL extended permit ip any any 

access-list ALLOW-ALL extended permit icmp any any 

access-list ALLOW-ALL extended permit icmp any any traceroute 

access-list ent_cup_to_foreign_ocs extended permit tcp host 172.20.228.50 host 1 

72.20.147.150 eq 5061 

access-list ent_foreign_ocs_to_cup extended permit tcp host 172.20.147.150 host 

172.20.147.50 eq 5061 

pager lines 24 

logging enable 

logging timestamp 

logging console errors 

logging monitor debugging 

logging buffered errors 

logging trap debugging 

logging history debugging 

logging asdm informational 

logging host inside 144.254.86.254 

logging debug-trace 

mtu inside 1500 

mtu outside 1500 

no failover 

icmp unreachable rate-limit 1 burst-size 1 

asdm image disk0:/asdm-61262.bin 
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no asdm history enable 

arp timeout 14400 

nat-control 

global (outside) 101 interface 

global (outside) 102 172.20.147.50 netmask 255.255.255.255 

nat (inside) 102 0.0.0.0 0.0.0.0 

static (inside,outside) tcp 172.20.147.50 5061 172.20.228.50 5061 netmask 255.25 

5.255.255 

static (inside,outside) tcp 172.20.147.50 5062 172.20.228.50 5062 netmask 255.25 

5.255.255 

static (inside,outside) udp 172.20.147.50 5070 172.20.228.50 5070 netmask 255.25 

5.255.255 

static (inside,outside) tcp 172.20.147.50 5070 172.20.228.50 5070 netmask 255.25 

5.255.255 

static (inside,outside) tcp 172.20.147.50 sip 172.20.228.50 sip netmask 255.255. 

255.255 

access-group ALLOW-ALL in interface inside 

access-group ALLOW-ALL in interface outside 

route outside 0.0.0.0 0.0.0.0 172.20.147.1 1 

timeout xlate 3:00:00 

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02 

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00 

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute 

timeout tcp-proxy-reassembly 0:01:00 
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dynamic-access-policy-record DfltAccessPolicy 

no snmp-server location 

no snmp-server contact 

snmp-server enable traps snmp authentication linkup linkdown coldstart 

crypto ipsec security-association lifetime seconds 28800 

crypto ipsec security-association lifetime kilobytes 4608000 

crypto ca trustpoint cup_proxy 

 enrollment self 

 fqdn none 

 subject-name cn=172.20.228.100 

 keypair cup_proxy_key 

 crl configure 

crypto ca trustpoint cert_from_cup 

 enrollment terminal 

 crl configure 

crypto ca trustpoint msoft 

 enrollment terminal 

 fqdn cup-med-srv.exchange.com 

 keypair public_key_for_ca 

 client-types ssl 

 crl configure 

crypto ca certificate chain cup_proxy 

 certificate a969b949 

    308201a9 30820112 a0030201 020204a9 69b94930 0d06092a 864886f7 0d010104 

    05003019 31173015 06035504 03130e31 37322e32 302e3232 382e3130 30301e17 
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    0d303930 33313231 39353933 375a170d 31393033 31303139 35393337 5a301931 

    17301506 03550403 130e3137 322e3230 2e323238 2e313030 30819f30 0d06092a 

    864886f7 0d010101 05000381 8d003081 89028181 00955f91 fe9a28b6 77268deb 

    86796ce4 1c315bba 90b18da1 68c8a385 946a8de4 c70b7264 24855d94 4d55395e 

    52e46c9d 53875046 df7c37b2 475a5475 236b9377 10521cde 5c597e47 334059e0 

    8b6346bb efb1f1af 6a887cb6 283dc632 b50ae8f3 cc34f73d b5e68f9e a3f431dd 

    4cf56237 b925ad12 68fd461f a7c22d99 5eb83803 b7020301 0001300d 06092a86 

    4886f70d 01010405 00038181 0081fdcb c519ea90 c9493429 4915fd7b bc261496 

    1f4b7b58 2f875893 54b8abdd a261e2a5 437ad299 25319374 1acaed13 0bdd7894 

    2724c707 2cf1c4f8 96d6ce7a 359e9933 1c1c43dd 0cc0ad99 f85c9f00 4ef8774f 

    b37c9f45 5f555282 e1967ed7 d4ea4151 51b056a7 edacd8e5 4403229d 5b30d551 

    4cbefadb 576b62af 42b33e81 5c 

  quit 

crypto ca certificate chain cert_from_cup 

 certificate ca 42ae2e49a9f3891b 

    30820248 308201b1 a0030201 02020842 ae2e49a9 f3891b30 0d06092a 864886f7 

    0d010105 05003023 3121301f 06035504 030c1843 55502d4d 45442d53 52562e65 

    78636861 6e67652e 636f6d30 1e170d30 39303331 32323030 3032335a 170d3134 

    30333132 32303030 32335a30 23312130 1f060355 04030c18 4355502d 4d45442d 

    5352562e 65786368 616e6765 2e636f6d 30819f30 0d06092a 864886f7 0d010101 

    05000381 8d003081 89028181 00b85561 29bdbaed 86c623f7 73d28c45 c32109e8 

    0c2871a7 2f7fb075 5541b3d4 36235587 07d76677 71fc46b3 d6044933 110c210e 

    b363abc5 7c637be7 498126f4 958e1884 3401b9b4 bcfb83d3 8d20aa5a 906f65c1 

    8a72fcf0 f6925211 a98c8e22 4ef857ae 547394ad 228f1b05 d1c036c5 880dadfb 

    9c26c7f2 31a38e55 6ddf47f1 f5020301 0001a381 84308181 300b0603 551d0f04 
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    04030202 bc302706 03551d25 0420301e 06082b06 01050507 03010608 2b060105 

    05070302 06082b06 01050507 0305302a 0603551d 11042330 21861f73 69703a43 

    4e3d4355 502d4d45 442d5352 562e6578 6368616e 67652e63 6f6d301d 0603551d 

    0e041604 14a92b32 c8122674 a3dcb255 9ab2ca93 0b8d898c d6300d06 092a8648 

    86f70d01 01050500 03818100 7fc5f346 d68861c7 6cbe9fca 4b3c52d8 f7937075 

    a1638030 64c3095c c82fec94 e0a924d7 f4a68884 86c3f4bc a948e7df 053598f1 

    595f71a1 7be14e14 a14a9712 c08aa16d 97ca2a67 c203b88f 20ca8bf0 266d8bed 

    60d41e3a 0f45c284 8596fbd9 079c807c 8ea2045f f3b523e8 e708cf66 b8861177 

    69ce58b8 c48c97c8 c678541c 

  quit 

crypto ca certificate chain msoft 

 certificate ca 7c2b39435a12c1af4a9fcd0c89eb7b36 

    30820458 30820340 a0030201 0202107c 2b39435a 12c1af4a 9fcd0c89 eb7b3630 

    0d06092a 864886f7 0d010105 05003040 31133011 060a0992 268993f2 2c640119 

    1603636f 6d311630 14060a09 92268993 f22c6401 19160670 62786f63 73311130 

    0f060355 04031308 6f63732d 63657274 301e170d 30373033 30313139 30373430 

    5a170d31 37303330 31313931 3635395a 30403113 3011060a 09922689 93f22c64 

    01191603 636f6d31 16301406 0a099226 8993f22c 64011916 06706278 6f637331 

    11300f06 03550403 13086f63 732d6365 72743082 0122300d 06092a86 4886f70d 

    01010105 00038201 0f003082 010a0282 010100c2 5d78cca9 a79f3568 69451d1d 

    97ce3322 c05ac09d 148de2cc e96ef808 746ae956 53b159a5 0208da37 56bba8cc 

    8134259a 5ebb6d60 773c565e 54cc05d4 4d0db5d1 01a4a294 12dfee57 b4ae7664 

    9a7f32d8 f4b62c45 43e4c0a8 0cd675b8 8ef45a65 d34c1957 853619b3 5450ca5d 

    cf9ab7f5 3cfac9ea a7dbf462 2226e2ff 11638700 96085efe 7e45f3bd 3d4d116d 

    2eaddbb3 a71f9efe ce6a9808 9cc54e7c e1ddcfec d3259a4c cf9d2f40 bf3d62df 
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    f4898389 d5e307e8 e6012fcf 402e0a3c 4cb106d2 f5e8addd 3696979d 1e96f711 

    80710605 a95f91ab 556ac65d 0f17fa5e a1428121 e6c8fe2b 2b74e1c3 edc59618 

    feb1d9a6 127f4437 edb053a5 2a1dd5bf 08f60f02 03010001 a382014c 30820148 

    300b0603 551d0f04 04030201 86300f06 03551d13 0101ff04 05300301 01ff301d 

    0603551d 0e041604 1457adb5 8f1934f9 fb42fed1 cac90773 4c10f349 2e3081f6 

    0603551d 1f0481ee 3081eb30 81e8a081 e5a081e2 8681ad6c 6461703a 2f2f2f43 

    4e3d6f63 732d6365 72742c43 4e3d6f63 73706463 2c434e3d 4344502c 434e3d50 

    75626c69 63253230 4b657925 32305365 72766963 65732c43 4e3d5365 72766963 

    65732c43 4e3d436f 6e666967 75726174 696f6e2c 44433d70 62786f63 732c4443 

    3d636f6d 3f636572 74696669 63617465 5265766f 63617469 6f6e4c69 73743f62 

    6173653f 6f626a65 6374436c 6173733d 63524c44 69737472 69627574 696f6e50 

    6f696e74 86306874 74703a2f 2f6f6373 7064632e 7062786f 63732e63 6f6d2f43 

    65727445 6e726f6c 6c2f6f63 732d6365 72742e63 726c3010 06092b06 01040182 

    37150104 03020100 300d0609 2a864886 f70d0101 05050003 82010100 1de91a69 

    606d173b 49f80c6e 4c94734e 2a5d773d ed26e129 b8895b19 b0e075de 094f7ffb 

    ce15094a e6d2e216 42e9d19d ec0b2eca 1fe2829f 9624e368 93e3b7ea 883d399d 

    84ecf8ee 03651c8a d561fab2 ab1a4435 8b9319f2 e38e616f f7570829 05ff4f6e 

    654f65e0 d73bac0f fb754ffd 96eaf5c1 36a46e30 758f981f b5e87ac4 63ce44e7 

    5937f8b8 4c7a4bf7 e3567790 7a55a55a 161135d6 44963a57 ef310334 b1fd4235 

    b7b68a71 2947b41f 7b88697a 1e969f9b 22a971b9 64104dff 9ac4f84e b5fb8c4a 

    7756b0c6 98a83c9e d0f5949a 95249951 dcc64ef2 44eef969 b7d4577a 9d455269 

    43b39879 69504ee1 4969f684 7da7fa3c f2b9e79a bf9a988c f9cd73a8 

  quit 

 certificate 14f62152000000000036 

    3082057c 30820464 a0030201 02020a14 f6215200 00000000 36300d06 092a8648 
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    86f70d01 01050500 30403113 3011060a 09922689 93f22c64 01191603 636f6d31 

    16301406 0a099226 8993f22c 64011916 06706278 6f637331 11300f06 03550403 

    13086f63 732d6365 7274301e 170d3039 30333133 31363333 35325a17 0d313030 

    33313331 36333335 325a3029 31273025 06092a86 4886f70d 01090213 18637570 

    2d6d6564 2d737276 2e657863 68616e67 652e636f 6d30819f 300d0609 2a864886 

    f70d0101 01050003 818d0030 81890281 8100f3f1 09e69c23 be3d1842 238c32da 

    bdda4fe7 e14c147d 9ce40c36 6d69c6e7 0597f563 6e56d58e 2cbbbe8d 1ab31d89 

    bac539d0 67441a56 8a8dffa4 6ec14eff c37f31a1 39223528 420c419b 8a1e6861 

    b7fc728a 53845d11 01048ccf 463c9587 64392982 48943617 f19886ea e0ffb053 

    59c4cfd7 e2f540da 8dcc8365 586c8aa8 ded50203 010001a3 82031130 82030d30 

    0b060355 1d0f0404 030205a0 30230603 551d1104 1c301a82 18637570 2d6d6564 

    2d737276 2e657863 68616e67 652e636f 6d301d06 03551d0e 04160414 49d50ee3 

    a2974bf0 197f15b4 0a0c25a7 a360dbce 301f0603 551d2304 18301680 1457adb5 

    8f1934f9 fb42fed1 cac90773 4c10f349 2e3081f6 0603551d 1f0481ee 3081eb30 

    81e8a081 e5a081e2 8681ad6c 6461703a 2f2f2f43 4e3d6f63 732d6365 72742c43 

    4e3d6f63 73706463 2c434e3d 4344502c 434e3d50 75626c69 63253230 4b657925 

    32305365 72766963 65732c43 4e3d5365 72766963 65732c43 4e3d436f 6e666967 

    75726174 696f6e2c 44433d70 62786f63 732c4443 3d636f6d 3f636572 74696669 

    63617465 5265766f 63617469 6f6e4c69 73743f62 6173653f 6f626a65 6374436c 

    6173733d 63524c44 69737472 69627574 696f6e50 6f696e74 86306874 74703a2f 

    2f6f6373 7064632e 7062786f 63732e63 6f6d2f43 65727445 6e726f6c 6c2f6f63 

    732d6365 72742e63 726c3082 01090608 2b060105 05070101 0481fc30 81f93081 

    a606082b 06010505 07300286 81996c64 61703a2f 2f2f434e 3d6f6373 2d636572 

    742c434e 3d414941 2c434e3d 5075626c 69632532 304b6579 25323053 65727669 

    6365732c 434e3d53 65727669 6365732c 434e3d43 6f6e6669 67757261 74696f6e 
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    2c44433d 7062786f 63732c44 433d636f 6d3f6341 43657274 69666963 6174653f 

    62617365 3f6f626a 65637443 6c617373 3d636572 74696669 63617469 6f6e4175 

    74686f72 69747930 4e06082b 06010505 07300286 42687474 703a2f2f 6f637370 

    64632e70 62786f63 732e636f 6d2f4365 7274456e 726f6c6c 2f6f6373 7064632e 

    7062786f 63732e63 6f6d5f6f 63732d63 6572742e 63727430 0c060355 1d130101 

    ff040230 00303d06 092b0601 04018237 15070430 302e0626 2b060104 01823715 

    0884fcfa 1582abc8 36878d8d 208782e3 608198d0 263487f0 c53a849e ee340201 

    64020103 301d0603 551d2504 16301406 082b0601 05050703 0106082b 06010505 

    07030230 2706092b 06010401 8237150a 041a3018 300a0608 2b060105 05070301 

    300a0608 2b060105 05070302 300d0609 2a864886 f70d0101 05050003 82010100 

    1708f496 d4deba03 76f49564 0343bc16 3a2d27a7 4b6adc9d 6db84f0d ac58d0b4 

    9d380143 8845f9ff f408aa57 9633bf93 346706ed b335d67c 2f564c9e efb0f58f 

    89571de0 22f8f0d7 8a081d9b 72013ad9 a37482bf 62aaa775 ebf06180 9d06a19f 

    b13c9a5d aafea145 48db3f56 4c3f65ba 11930724 f1addb1c aeeda462 b2a76165 

    3d9b822e badcb349 9eff6813 52bdbfd6 496f715e 630a8235 7022b700 89df2bb9 

    b7c26983 bb77920d f26ca2c2 384e3bbf 385645c0 902006c4 a75e3660 272a5b1f 

    d5d67348 2b4be422 89391a51 8343bbaa 44ffd965 a457417c c8d6fcd3 8f11aa0a 

    7ebb7bc1 f5aee62e 8389a7f3 03a328c8 5744018b 0f5b358b 4b22033d 4b39ce15 

  quit 

telnet 0.0.0.0 0.0.0.0 inside 

telnet timeout 1440 

ssh timeout 5 

console timeout 0 

 

! 
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tls-proxy ent_cup_to_foreign 

 server trust-point cup_proxy 

 client trust-point msoft 

 client cipher-suite aes128-sha1 aes256-sha1 3des-sha1 null-sha1 

! 

tls-proxy ent_foreign_to_cup 

 server trust-point msoft 

 client trust-point cup_proxy 

 client cipher-suite aes128-sha1 aes256-sha1 3des-sha1 null-sha1 

threat-detection basic-threat 

threat-detection statistics access-list 

no threat-detection statistics tcp-intercept 

! 

class-map ent_cup_to_foreign_ocs 

 match access-list ent_cup_to_foreign_ocs 

class-map ent_foreign_ocs_to_cup 

 match access-list ent_foreign_ocs_to_cup 

class-map inspection_default 

 match default-inspection-traffic 

! 

! 

policy-map type inspect sip sip_inspect 

 parameters 

policy-map global_policy 

 class inspection_default 
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  inspect ftp 

  inspect h323 h225 

  inspect h323 ras 

  inspect netbios 

  inspect rsh 

  inspect rtsp 

  inspect skinny 

  inspect esmtp 

  inspect sqlnet 

  inspect sunrpc 

  inspect tftp 

  inspect sip 

  inspect xdmcp 

 class ent_cup_to_foreign_ocs 

  inspect sip sip_inspect tls-proxy ent_cup_to_foreign 

 class ent_foreign_ocs_to_cup 

  inspect sip sip_inspect tls-proxy ent_foreign_to_cup 

! 

service-policy global_policy global 

prompt hostname context 

Cryptochecksum:980e5bc3ad42556e5f89ea1009fae535 

: end 
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Federated  CUP Server 
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Fill in the top two boxes 
with the requested info…  
Select CUP to LCS/OCS 
option from drop down. 
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Click on this 
option. 
Opens to page 
below 
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Defaults 
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Peer FQDN of 
the Access 
Server’s 
External 
Internal 
Interface 
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CUP Certificate 
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End User information 
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Exchange AD  
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The Exchange DNS needs 
to do a lookup for the 
Pbxocs Domain. Add 
forwarder to the Exchange 
DNS.. 
This is just one method 
and others are acceptable. 
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Configuring Cisco Unified Communicator 

 

 

Add contacts from 
the Federated 
Domain 

Select correct 
Federated Domain 
 
Add User ID 
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Added contacts.. 
NOTE:  Not all 
contacts are 
Federated 

Approve.. This allows 
any users , that are in 
that domain, to view 
your presence status , 
unless they are 
explictly blocked  
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CUPC  Configuration in Exchange AD 

 

 

 

 

 

 

 

 

 

Fill in required 
information 



 

 
© 2007 Cisco Systems, Inc. All rights reserved.  

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 
Page 64 of 66 

 

 

LEGEND 

 

Cisco UCM Cisco Unified Communications Manager 
CFA Call Forwarding Always 
CFB Call Forwarding Busy 
CFNR Call Forwarding No Reply 
DN Directory Number 
DND Do-Not-Disturb 
DNS Domain Name System 
DTMF Dual Tone MultiFrequency 
DTP Desktop Phone 
MOC Microsoft Office Communicator 
MCS Multimedia Communication Server 
MWI Message Waiting Indicator 
OCS Office Communications Server 
SCCP Skinny Protocol 
SIP  Session Initiation Protocol 
TCP Transmission Control Protocol 
TLS Transport Layer Security 
XML Extensible Markup Language 
QoS Quality of Service 
GW Gateway 
S/W  Software 
DB Database 
ASA Adaptive Security Appliance 
CUPC Cisco Unified Personal Communicator 
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE 

WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO 

BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE 

FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR 

INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA 

ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN 

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
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