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This document describes feature interoperability documents the steps and configurations necefksaBisco Unified
Communications Manager (Cisco UCM) 7.0(2) and Cidadfied Presence (CUP) 7.0(3) to interoperate Wibrosoft Office
Communications Server (OCS) 2007 R2 EnterprisedtdiThese features include Microsoft Office Comiwator (OC) features,
Desktop (DTP) or IP Phone features, Cisco UCM adstmation, configuration and provisioning and CU&ide identification. It aims
to provide a good understanding of what works ahedtwloes not work in terms of the feature intecacbetween various components
of the Cisco UCM, CUP and OCS. It also providesigaotce to deployment participants of the limitatiamgpected behaviors as well as
known issues. Please note that this document duiezddress performance and scalability, which aregf broader criteria for a
deployment-ready solution (for more details reée710 SRND:
http://www.cisco.com/en/US/docs/voice_ip_comm/cusmmd/7x/uc7_0.htmbr
http://www.cisco.com/en/US/docs/voice_ip_comm/cusmmd/7x/presence.html#wp1085051

As of the release of this document, CUP 7.0(3) cm¢guarantee full support of OCS 2007 R2 asdb@ument does not address the
broader support required for multi-cluster and falundancy deployments. Full support is plannefaP in the ¥ half of 2009.

As shown in the Network Topology diagram, inter@oglity testing was performed between the CUP &edQCS 2007 R2 using
multiple OCS 2007 R2 pools. Please note the absefre€€SS11501 Load Balancer. This hardware compas@ot required for OCS
2007 R2 Enterprise Edition deployments with onlg &mont End Server per pool. Multiple Front Endv8es installed for performance
or redundancy, per pool, will still require a ldaalancer.

This document represents the first testing perfdrmigh Microsoft OCS 2007 R2 utilizing E.164 numingrthroughout. This matches
the Microsoft numbering philosophy for the OCS 2®¥ environment.
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Figure 1. Network Topology/Test Setup
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Conferencing: OCS 2007 R2 does not support caflecencing through remote call control. Conferendmgvailable in IP Phone
only or OC only call scenarios.

Call forward setting on IP phone: Call forward seftmade on the Cisco IP phone (desktop), usingpifiskey button or the Cisco
UCM phone configuration page, is not reflected ly Microsoft OC GUI. As of Microsoft OCS 2007 redeathis feature is not
supported. The Microsoft OC can override any calvEird setting manually configured on the IP Phane vice versa.

Call Forward Setting from OC: Call forward settiingm the OC through remote call control (RCC) failsthe IP Phone when the IP
Phone is initially configured with an E.164 DNl IP Phone is reconfigured to a non-E.164 DN thek to the E.164 DN, the
call forward setting from OC through RCC will workhis is a known issue on Cisco UCM 7.0(2) andideen documented in
CDETS CSCsy62620 to be fixed in a future release.

Do Not Disturb (DND): DND is an unsupported featwith respect to CUP integration. Thus, any O€ntlivith DND feature
enabled, will still have any received calls routedts controlled IP Phone.

Multiple Point of Presence (MPOP): As of the Clélease 6.0(1), the MPOP feature where a MicrosGfu€er is logged in from
more than one location is not supported by CUP pSugor this feature affects other interoperapiféatures between the Cisco
CUP and the Microsoft OCS. The affected featurelide basic placement and teardown of calls anatiloes-based call forwarding.
These features are inherent to MPOP and withougatijfor this feature, the user experiences losiewsfce and call control when
logged in multiple locations.

Transport Layer Security (TLS) connection betweéiPGind OCS: this feature was not tested in thézmse.

© 2009 Cisco Systems, Inc. All rights reserved.
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Hardware Requirements
Cisco MCS 7825H servers
Cisco Catalyst 3560
1 Cisco 7975 IP Phone (SCCP)
1 Cisco 7971 IP Phone (SIP)
1 Cisco 7931 IP Phone (SCCP)
1 Cisco 7970 IP Phone (SCCP)
1 Cisco 7970 IP Phone (SIP)
DELL notebook computers running Windows XP Profesal version 2002 with SP2 (for OC)
Software Requirements
Cisco Unified Communications Manager Release 7.0(2)
Cisco Unified Presence Release 7.0(3) with E.1@dhpar RCC
Microsoft Office Communications Server 2007 R2 Eptise Edition, Windows Server 2008 x64 EnterpEsition OS
Windows Active Directory/DNS/Cert Server Enterprisdition for OCS 2007 R2, Windows Server 2008 x@deEprise Edition OS
Windows SQL Server 2008 Enterprise Edition, Wind@esver 2008 x64 Enterprise Edition OS

Microsoft Office Communicator 2007 R2 version

Features Supported

- Basic Call Placement/Clearing
- Basic Call Forwarding

- Call Hold/Retrieval

- Call Transfer (Unannounced or Blind, Announced onslltation)
- Meet-Me

- DTMF

- Call Alternate

- Call Deflect

- Do Not Disturb

- Call per line limit

- Reverse Number Lookup

- Dial Rule Configuration

- Shared Line

- Extension Mobility

© 2009 Cisco Systems, Inc. All rights reserved.
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Features Not Supported
- Microsoft OC logon from two locations
- Call Forwarding

Location Based

Phone Settings

- Conferencing through remote call control

Configuration Sequence and Tasks

The integration of Cisco UCM and CUP to Microsoft® 2007 R2 is very similar to that of Microsoft O2®7. The differences, if any,
might involve the look and feel of some of the éguafation windows (refer to the captured screershbiowever the information entered is
still the same. The main differences were seemdutie deployment of the OCS 2007 R2 environmeetfiand how its own components
connected to each other. Those differences inclh@eyse of 64-bit servers for each componentr(tef€oftware Requirements section), the
need for an interface module (automatically dowdézhduring installation) on the Front End Serversriable communication with SQL 2008
(refer to the Microsoft deployment and installatgurides for more information, links included belpwand finally the configuration of the
certificate authority server (refer to the Micrastéployment and installation guides for more infation, links included below).

Additionally, the CUP has a new feature that alldgli-Device Remote Call Control. It requires timstallation of a Phone Selection plug-in
on OC clients. The plug-in appears within the O@ altows the user to choose which device they waobntrol via RCC. Please refer to the
CUP release notes for more information (see lirdes).

A. OCS Enterprise Edition Configuration

Domain Name Server Configuration
Front End Server Configuration

Active Directory User Configuration
Office Communicator Configuration

PONPE

B. Cisco Unified Communications Manager Configuration

Cisco Unified Communications Manager Version
SIP Trunk Configuration

CTI Application User Configuration
Cisco IP Phone Configuration

End User Configuration

License Capabilities Assignment
Meet-Me Number Configuration
Call per line limit Configuration

. Application Dial Rules Configuration
10. Phone selection plug-in

11. Extension Mobility Configuration

CoNoORA~WNE

C. Cisco Unified Presence Configuration

Cisco Unified Presence Version

Cisco Unified Communications Manager Publisher fimfation
Incoming and Destination ACL Entries

Deskphone Control Settings Configuration

PONPE

© 2009 Cisco Systems, Inc. All rights reserved.
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5. End user Information
6. Deskphone Control User Assignment
7. Presence Settings Configuration

For more Cisco deployment and installation guidgsto:

For more Microsoft deployment and installation gesggo to:

!
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Configuring Microsoft OCS 2007 R2 Enterprise Editio

Domain Name Server Configuration

Forward Lookup Zone

n

% DHNS Manager i

Fle Action View Help

i

&3 nm|

2 DNs
B g ocsr2-ap
B [ Forward Lookup Zones
;j _msdcs.ocsr 2pbix.com

7] DomainCnsZones
[ 7] ForestDnsZones
:| Reverse Lookup Zones
[ 7| Conditional Forvwarders

Global Logs

| Type

| Data

| Timestamp:

J DomainDnsZonss

|| FarestDnsZaones

{same as parent folder)
=| {same as parent folder)

{zame as parent folder)

OCSR2FEZ

] ocsr2vEDSRY
OCSR2-50L1
OCSRI-50LZ

Start of Authority {(SOA)
Mame Server (NS)
Haost {A)

Haost (A)

Host (A

Host {A)

Host {A)

Host (A}

Host (A)

Host (4]

Host {A)

Host (A}

Host {4}

Host {A)

Host {A)

Host (A}

Host (A)

Host Records added for CUP, CUCM, OCS Pools

[142], ocsr2-ad.ocsr2pbx.c. ..
ocsr 2-ad, ocsr 2pbx, com,
172.21.1.100
172.20,155.150
172.20,155.151
173.21,1.116

172.21.1. 100
172.21.1.243
172.21.1.244
172,211,200
172.21:1.245
172.21.1.2496
172.21,1,115
172.21,1,243
172.21,1.244
172.20,227,16
172.20,227.17
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1/26/2008 12:00:00 FM
31772005 1:00:00 FM
3/17/2002 1:00:00 PM
static

static

3/11/2009 5:00:00 PM
3/18/2002 11:00:00 AM
3122009 3:00:00 AM
3/12{2008 3:00:00 AM
3/11/2008 1:00:00 PM
3/11{2009 12:00:00 PM
3/11/2005 2:00:00 PM
3/13/200% 4:00:00 FM
static

static

2/18/2005 12:00:00 FM
static
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Reverse Lookup Zone

_-; DNS Manager D

File: Action Wiew Help

L=

_msdes,ocsr2pbx.com

ocsr2pbix.com

_msdcs

| _sites

g

[ cudp

[} DomainDnsZones

[ ] ForestDnsZones
=2 H

R

everse Lookup Zones
] 1.21. 172.in-addr.arpa

[Z] 155.20.17Zin-addr.arpa
| Conditional Forwarders
Global Logs

. i ) 1 =
s |2 XEl o= Bl d 5E
,5,, D_IF\JS Hame | Tvpe |'Data' |'T1mes1ﬁmp
== Q';SR 2-A0 Q {same as parent folder) Start of Authority {(SOA) [11], ocsr2-ad.ocsr2pbx.co...  static
=4 f‘?rward Lookup Zones g (zame a5 parent folder} Mame Server (MS) ocsr2-ad. ocsr 2pboc, com, static

Q 172.21.1.100 Pointer (PTR) ocsr2-ad.ocar 2pb. com, 3112009 110000
Q 172.21.1.115 Fainter (PTR) ocsr2_one.ocsr2pbx.com, 3182009 40000
% 172,211,116 Painter (FTR) d32k5jc 1, ocsr 2pbx. com. 3/11/200% 5:00:00 |
Q 172.21.1,200 Painter {(PTR) ocer2-medsry.ocsr2pbx.com,  3/11f2009 1:00:00

Q 172.21.1.243 Pointer {PTR) ocsr2-fe1.ocsr 2pbx, com. static

Q 172.21.1.244 Pointer (PTR) ocsr2-fe 2. ocsr 2pba, com, static

Q 172.21.1.245 Pointer (PTR) ocsr2-sqll.ocsr 2pbx.com, 31172009 12:00:00
Q 172.21.1.246 Pointer (PTR) ocsr2-egl2. ocer 2pba, com, 3/11/2009 20000
d g

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com

Page 8 of 90




T
CISCO.

[aommamger

File  Action Wiew Help

=lolx|

=9 2E X

d _mades
_sites

_udp
|| DomainDnsZones
j ForestDinsZones
=l || Reverse Lookup Zones
[El 121.172in-addr.arpa
&Il 155. 20, 172.in-addr .arpa
[7] Conditional Forwarders
@ Global Logs

4|

EE DNS Mame | Type | Data | Timestamp
=] a OCSRZ-AD | fsame as parent folder) Start of Authority (SOA) [3], ocer2-ad.ocer 2phy.com..,  static
2E _Fto.rward Lookup Zones Q {same a= parent folder) Mame Server (M5} ocsr2-ad.ocsr2pbec com, static
| _msdcs.ocsr 2pbx.com i=172.20,155.150 Painter (FTR) cm-ocsr2.0csr 2pbx, cam. static
=] _;J E::-:Ierpbx.-:om 172,20, 155,151 Pointer {(FTR)} cups-ocsr 2. ocsr 2pbx. com. static

PTR Records were added for CUP, CUCM and OCS Pools.
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SRV Records

.il".. DMS Manager

File  Action View Help

a7 Rc =B 3 9.

[ 2 Dns
B § ocsr2-4p
=[] Forward Lookup Zones
J _msdcs, ocsr2pbe com
ocsr 2pbx. com
H- _msdcs
[ _sites
-
[ udp
[7] DomainDnsZanes
__] ForestDnsZones
B ;| Reverse Lockup Zones
o 1.21.172.in-addr.arpa
&l 155.20.172in-addr.arpa
| Conditional Forwarders

Global Logs

Mame | Type | pata | Timestamp

Q_qc Service Location (SRY) [0]{100][32a8] ocsrZ-ad.oc...  3f17/2009 1:00:00
| kerberos Service Location (SRY) [0][100][28] ocsr2-ad.ocsr2,..  3/17/2009 1:00:00
Q_kpasswd Service Location (SRY) [0][100][464] ocsr2-ad.ocsr,..  3/17/2009 1:00:00
§;|_Ida|:u Service Location (SRY) [0][100][339] ocer2-ad.ocsr,..  3/17/2009 1:00:00
Q _sip Service Location [SRY) [01[0][5060] pool2.ocsr2pb..,  static

g _sip Service Location (SRYV) [1][0][5060] pooltl.ocsrdpb...  static

Q _sipinternaltls Service Location (SRY) [0][0][5061] poolt.ocsr2pb,..  static

SRV Records added for the OCS Front End Pools

© 2009 Cisco Systems, Inc. All rights reserved.
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Front End Server Configuration

Pool Properties

{2 Microsoft Office Communications Server 2007 R2 =

(B Fle vindow Hep

IS

-@ Office Communications Server 2007 R2
B & Forest - ocsrZpbacicom
=[] Enterprise posls

= e

b=

_:] Users
[ Assigned Conference Directori
Bl 8y ocsr2-fel, ocsr2pbx.com
Fromt End Scripts
if ool2
=] Users
[ 7| Assigned Conference Directori
= ﬁj ocsr2-fe2. ocsr 2pby. com
Fromt End Scripts
] standard Edition Servers
| archiving Servers
:l Monitoring Servers
| Unassigned users
[ Unassigned Application Contacts
| Unassigned Conference Directories

| Mediation Servers
ocsr2-medsry, ocsr 2pbx. com
j Earlier server versions

0FHBBEEE

1 | 2l

| N
e ﬁa?ﬁce Communications
Server 2007 2
Status Database Resources

= General Settings

2 Available Tasks:

Pool:

Federation or global route:
FQDN:
Port:

Authentication protocol:

Server to server outgoing compression:
Client to server compression:

Client maximum video quality;

Static IP routes {outbound connections)

]

poal i.0csr2phi, com
L

<Mones

5051

Bioth MTLM and Kerberos
L

s

<hone =

Remove Pool
Removes the specified
the forest.

URI: Mext Hop Address: Port: Transpart:
SIP ™ @cups-ocer 2. ocer 2pbx . com 172, 20,155,151 5080 TP
AN
Default certificate setiings:
Server name: Enabled Disabled:

ocsr 2421, ocsr2pbx.com

<

1 Media Settings

Meeting Settings

Archiving Settings

Menitoring Settings

(o |

Address Book Server Settings

Moice Setlings

& || &

PSTM Conferencing Settings

#H Communicator Web Access Override Setlings

CUP Server

static Route
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© 2009 Cisco Systems, Inc. All rights reserved.

Normalization Rules for
the OCS environment.
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Click add to setup the
Front End, the Port and
Transport Protocol
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CUP FQDN
used in the
URI
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CUP Host
Authorization

© 2009 Cisco Systems, Inc. All rights reserved.

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com

Page 20 of 90




© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 21 of 90



Pool Users
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Active Directory User Configuration
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Select a
Password for
user login and
enter it her
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Usually matches the Line
URI number in the
Communications Tab
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Click to complete
user configuration
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Enable Remote call
control. Enter the
FQDN of the CUP in
the Server URI
section. All RCC
clients MUST have the
same configuration for
the Domain name.
Obviously, different
users ID’s.
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Office Communicator Configuration
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Fill in the user
account name
then click
Advanced to
enter the
corresponding
pool name
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Configuring Cisco Unified Communications Manager

Cisco Unified Communications Manager Version
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SIP Trunk Configuration
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CUP FQDN
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CTI Application User Configuration
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Add new
Application User
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Make sure Application User ID
and Password match the
Application Username and
Password in the Deskphone
Control Settings of the Cisco
Unified Presence server.

Verify that all RCC
Phones are in this

group.
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Cisco IP Phone Configuration
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End User Configuration
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Make sure the appropriate
device(s) is (are) associate)
to this end 11se

[oN
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Available Extension
Mobility Profiles
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Make sure to
add to this user
group for RCC
to work
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License Capabilities Assignment
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Meet-Me Number Configuration
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Call per Line Limit Configuration

Allowed Calls
per Line

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 59 of 90



Application Dial Rules Configuration
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Phone Selection Plug-in

Refer to the following link for steps to downlodeetplug-in:
http://www.cisco.com/en/US/docs/voice_ip_comm/cdp8/ 3/rel_notes/cup7xrn.html#wp2526163
Refer to the following link for steps to instalktiplug-in:

http://www.cisco.com/en/US/docs/voice_ip_comm/cdp6/english/integration_notes/IntegrationNoteOCSPZQ_MOCCallControl.ht
ml#wp53643

Use the “Tab” key to navigate within the plug-im#cessary. This might occur due to the window lgizations of the Microsoft OC.
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Extension Mobility Configuration

Make sure the service is activated in the CiscdiebhiServiceability page.
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In the Cisco Unified CM Administration page, ade #xtension mobility IP Phone Service.
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Configure user Device Profiles for every IP Phdmedser wants to log into. The Device Profiles #thinclude the DN associated with that
user.
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Make sure the Device Profile is subscribed to tkesion Mobility Service added earlier.
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Add the created Device Profile(s) to Controlledffies in the end user Extension Mobility.
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Enable Extension Mobility on the phone configuratfage for the IP Phone that the user will log.into
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Make sure the IP Phone is subscribed to the Exieridobility Service added earlier.

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 72 of 90



Log into the IP Phone by pressing the Globe budtwch then entering the end user UserlD and PINIRhghone should now have the same DN
as the one specified in the extension mobility ipgof
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Configuring Cisco Unified Presence server

Cisco Unified Presence Version

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 74 of 90



Cisco Unified Communications Manager Publisher fimfation
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Incoming and Destination ACL Entries
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Add entries for the
OCS Front End
servers.
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Add entries for
the OCS Front
End Servers
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Deskphone Control Settings Configuration
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Make sure the Application
Username and Password match
the Application User ID and
Password in the Cisco Unified
Communications Manager.
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End user Information
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Deskphone Control User Assignment
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Presence Settings Configuration
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CSTA Computer-Supported Telecommunications Appbcest
Cisco UCM Cisco Unified Communications Manager
CTI Computer Telephony Interface

CUP Cisco Unified Presence

DND Do-Not-Disturb

DTMF Dual Tone MultiFrequency

DTP DeskTop Phone

GUI Graphical User Interface

IETF Internet Engineering Task Force

IM Instant Messaging

IPPM Internet Protocol Phone Messenger

MS OCS Microsoft Office Communications Server
MCS Multimedia Communication Server

MSN Microsoft Network

MPOP Multiple Point Of Presence

SCCP Skinny Protocol

SIMPLE SIP Instant Messaging and Presence Levéntensions
SIP Session Initiation Protocol

SNMP Simple Network Management Protocol
TCP Transmission Control Protocol

TLS Transport Layer Security

XML Extensible Markup Language

MOC Microsoft Office Communicator

QoS Quality of Service

GW Gateway

SIW Software

QBE Quick Buffer Encoding, Protocol

DB Database
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA

ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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