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The Value of Subscribing to Managed Metro Ethernet ~ Services from
Service Providers with Cisco QoS Certification

By extending Ethernet beyond your office or campus to the metropolitan-area network, you can gain grea ter reliability,
performance, and flexibility than you can with othe r broadband access methods, usually at lower cost. And when you
subscribe to Metro Ethernet services from a service provider that has earned the Cisco ® Quality of Service (QoS)
Certification, you know that you are dealing with a company serious about living up to its network-per formance
promises.

The Cisco Powered Network QoS Certification for Met  ro Ethernet indicates that a managed Metro Ethernet service meets
QoS requirements for delay-sensitive traffic.

Executive Summary
This paper is written for technical staff memberenterprises that are considering deploying MEth®rnet services.

The paper begins by describing how Ethernet halveddrom a technology exclusive to LANs to one &tyuat home in WANSs — the
“metropolitan area.” By extending Ethernet to th&M/ you can better control your communicationsgetaklvantage of converged voice, data,
and video services; and save money, among numetbasbenefits.

Next the paper highlights a number of importansoes why your IT department should consider oltitgsthe management of its Metro
Ethernet services. Cutting administrative overhadl reducing capital investment are two prime nessbut many other compelling
incentives exist as well.

The paper then explores why your company needsl€a® for its Metro Ethernet services. In essetiwese QoS levels let high-priority
traffic — voice and video for instance — get throungtworks in sufficient time to deliver the dediguality of service. Next, the paper defines
and describes how to calculate three performan@erpers that can affect both your service-leved@ament (SLA) and your Metro Ethernet
QosS: frame delay, frame jitter, and packet loss.

The document then explains how Cisco Systemas introduced a new Cisco Powered Network MethefBet QoS Certification that can help
you find a qualified service provider. In esserthés certification tells you two things: First, tithe managed service provider delivers its
services over a network built end to end with Cisacdware and software. And second, that the \amickvideo traffic on this network meets
high performance standards.

The final section of the document describes thlertelogies that certified service providers usettaimthese performance standards.
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Ethernet Evolves Into a Valuable WAN Technology

Approximately 85 percent of the world’s LAN-connedtPCs and workstations use Ethernet. Easy to staael; implement, manage, and
maintain, this technology was devised as a stragghiard, cost-effective network protocol for officemputer networks, typically with a few
hundred users at most.

Ethernet was not initially intended for public netks and their expansive user bases. But thaiatstr applies no longer. TodaWetro

Ethernet is linking physically distant private-network sitby extending Ethernet past buildings and into/th#eN. In fact, Metro Ethernet is a
rapidly maturing networking technology that broasl&thernet to the public networks run by telecomications companies. Consequently,
these service providers can capitalize on IP-a&é#nernet switches to offer you a suite of converggide, data, and video services such as IP
telephony, video streaming, imaging, and data gtara

Low costs, reliability, ease of expansion, andrioperability with traditional broadband access tegthgies well suit Ethernet to a dominant
role in both LANs and WANSs. By extending Ethernethie metropolitan area, you can provide your renodfices with reliable access to
applications and data on your headquarters LAN.

Benefits of Metro Ethernet

Reduces expenses and administration
« Spares you from having to categorize data, voicd adeo applications into individual circuits, &y you time and money

« Provides a switched, high-bandwidth Layer 2 netwaagable of managing data, voice, and video athersame infrastructure; this
characteristic increases your bandwidth and elitegyaxpensive conversions to ATM and Frame Relay

« Enables you to cost-effectively connect numerotes $h the metropolitan area to each other andedriternet

Integrates easily
« Connects easily to existing Ethernet LANs, redudirggallation costs and time

» Coexists with other broadband access methods suEhame Relay, ATM, and TDM, prolonging your invastt in these technologies

« Offers a highly scalable alternative to traditiohedadband access methods such as Frame Relay, &TdVif DM

Boosts business productivity
« Enables you to take advantage of productivity-eohmanlP applications that are difficult to implentem TDM or Frame Relay networks.
These applications include:

— Hosted IP Communications

— Voice over IP (VolIP)

— Streaming and broadcast video

— Real-time applications such as collaborative dgualent
— Secure Layer 2 and Layer 3 VPNs

— Business intranets and extranets

— Network security

— Storage area networking and hosting

— Disaster recovery
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Out-Tasking Metro Ethernet Service Management Can S  ave You Money and Improve Productivity

If you are considering designing, deploying, anachatang a Metro Ethernet network, you have two osii&you can do it yourself in house,
or you can contract a qualified managed servicgigen to do it for you. (A managed service providetivers and manages network-based
services, applications, and equipment to businesmsether service providers.) In many cases, ttierlaption will be your smartest decision
for several reasons:

* Increasescontrol of your business: You spare your IT staff from routine tasks sucldai$y monitoring, support, provisioning, transport
and router maintenance. Your staff is therefore foefocus on your core business and strategiativiés such as network design and
planning.

* Reducescosts: You can cut your capital investment and lower yoperating costs. Your service provider can cdp#abn its economies
of scale to charge less than you would have todperoperations, maintenance, service, equipmaedttechnology upgrades. Out-tasking
also enables you to pay as you grow and avoid fimges upfront idle capacity to accommodate expdarowth. In other words, you pay
only for what you need today.

« Makesrecurring costs more predictable: By shifting from a variable to a fixed-cost modgbu will know your monthly costs in advance,
and you will not have to scramble to find the budgedeal with unexpected network upgrades or asgag

« Scaleseadly: Because managed service providers offer bandwridtmall increments from 1 Mbps to 1 Gbps, you e easily keep
your network capacity in step with your traffic uate.

¢ Letsyou meet changing business needs. As your business needs change, your service pnogateincrease or scale back bandwidth, add
security services such as encryption, and adjust fQaneet desired service levels for voice or otinee-sensitive applications.

« Simplifies network management: Your service provider can make a change oncelarddpply it efficiently to all your locations.

* Improvesnetwork availability and performance: For most types of Metro Ethernet services, yowise provider will provision,
manage, and monitor your service online to ensigie &vailability and dependable performance.

« Offersyou expertise and support not availablein house: Service providers can fill critical resource gapsareas such as network
security, which typically requires special trainiaigd expertise.

Next, this paper describes the importance of dstibt QoS levels for your Metro Ethernet service.

Metro Ethernet QoS Levels Let You Match Network Per  formance to Business Needs

Ethernet was originally restricted to enterpriseNsfbecause it did not offer the performance thatice providers and their customers
demand. And although early adopters of Metro Ethigpait up with inconsistent performance in exchdogéncreased bandwidth or lower
prices, without Ethernet service-level agreemeBLtsA6), many prospects will stay with their traditad Frame Relay, private line, or ATM
servicesTo attract more enterprises to managed Metro Ethernet, service providers need to offer Metro Ethernet SLAs.

Fortunately, technological advances now let serpiceiders do just that. In effect, these orgamizet commit to providing a certain level of
network performance or QoS. Typically defined inAS|.these QoS guarantees are intended to protactyitical applications and your
business, ensuring that you get the service pedicamand reliability you need.

QoS-based networks allow delay-sensitive data gad&esuch services as voice and video to bypasgested routers, just as ambulances
have the right of way at crowded intersectionsothrer words, critical traffic gets through. For ex@e, QoS is crucial to making voice calls
over IP data networks sound just as good as caoswi@ns on the public switched telephone networkT(®)S

How do QoS and Metro Ethernet help your company&t,Riou can protect your most important appligaior hey also enable service
providers to offer different classes of service tt@respond to a variety of committed informatiates (CIRs). You select the levels that meet
your needs and your budget.
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For instance, your service provider could offeethclasses of service — bronze, silver, and gelach characterized by successively better
performance. You might put basic, noncritical datea bronze class of service, backup traffic oifvarsclass, and voice traffic on a gold
class. Service providers can differentiate sereiasses by varying network-performance charactesighree of which are described next.

Defining Three Metro Ethernet QoS Variables

For Ethernet services to replace older Frame Ratalyprivate line data services, Ethernet SLAs nmesirporate the following QoS
performance parameters. SLAs must also includelfienand provisions to rebate customers if sergiowiders fail to meet performance
standards.

« Frame delay

Frame delay is the maximum delay measured for eepéage of successfully delivered CIR-conformantise frames over a time interval.
The delay has three sources, the sum of which gergethe overall frame delay: (1) The user-to-nétviaterface (UNI) at one network-
access point, (2) the Metro Ethernet network itsaifl (3) the UNI device at the second network-ssp@int.

« Frame jitter

Also referred to as delay variation, frame delagagly affects the performance of real-time appiiet such as IP telephony or IP video. To
function as intended, these applications requioavaand bounded frame jitter.

You can derive frame jitter statistics from thenfimdelay measurement. To calculate frame jitted fhe service frame with the lowest
service frame delay in the population of frame dealamples used to derive the frame delay. Sulitnécservice frame delay from the
maximum frame delay for the entire population (ikafrom the frame delay value). The resultingifigis the frame jitter. Note that frame
jitter applies only to CIR-conformant service frame

¢ Packet loss

Packet loss refers to the percentage of CIR-cordotrservice frames that fails to be delivered betwidNIs during a measurement
interval.

To calculate packet loss, take the number of serfvames delivered to the destination UNI and ditdy the total number of service
frames sent to the destination UNI. Subtract tselting percentage from one and then multiply b@ fiddget the frame loss.

A real-time application such as voice over IP mayable to accommodate a packet loss of one perddrtut compromising quality.

Bump that percentage up to three percent, howaweryoice quality will be unacceptable. Packet s less effect on transmission
control protocol (TCP)-based applications such a&b\Wrowsing because the TCP protocol retransnstplackets. Nonetheless, the higher
the packet loss, the lower your Metro Ethernet @iBbe.

QoS is extremely important to your managed MettweEtet SLA. But how do you know that your servicevider can live up to its QoS
commitments? One way is to ensure they have a Qe Certification, which is discussed next.

The Cisco QoS Certification for Metro Ethernet Mean s Reliable Network Performance

A service-level agreement is only as good as tharoeation behind it. You may be compensated ifrygauvice provider fails to live up to its
Metro Ethernet SLA, but you would rather avoid ikir@ penalties in the first place. You can lesgenlikelihood of performance problems
by dealing with a service provider whose Metro [Etlet service has been certified to meet the hig €andards and best practices set by
Cisco Systems.

Cisco offers a variety of Metro Ethernet servickigons, each of which enables providers to supQ@m$ service classes to meet your needs.
By applying effective QoS mechanisms, service fters can develop SLAs to align their services tyosith your applications.
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Technical Requirements for Cisco QoS-Certified Netw  orks

Metro Ethernet services with the Cisco QoS Cedtfan must meet the following requirements:
¢ Maximum 150 milliseconds (ms) one-way delay forceoand video packets

« Maximum one-way packet jitter of 30 ms for voicalandeo traffic

« Maximum voice and video packet loss of one percent

Table 1 summarizes these requirements.

Table 1. Cisco Metro Ethernet QoS Certification Standards

QoS Metric for Voice and Video Packets Standard
One-way, end-to-end delay <150 ms
Variation or jitter <30 ms
Packet loss <1%

Service providers that use Cisco equipment exclusiv ely and meet these performance standards are eligib  le to receive the
Cisco QoS Certification. When you work with a Cisco QoS Certified service provider, you know you are w  orking with an
organization that treats its service commitments se riously.

Comprehensive Certification Process Helps Ensure Hi gh Standards

Cisco follows an objective process for awarding@isco Powered Network QoS Certification. A thiraHy consultant assesses the service
provider and verifies whether the company followsoB specifications and best practices for delhg®LAs pertaining to delay, jitter, and
packet loss. The third-party assessor reviews itapbaspects of the service provider’'s operationksamswers these questions:

* Does the service provider track and monitor theterend network?

« Can the service provider secure its own networfficrand manage priority traffic across other netia?

¢ What are the minimum thresholds for network lateaey availability?

* How is performance measured?

« Do procedures exist for load balancing, mirroricaching, integrity, performance design reviewsusgg backup, and recovery?

« Can the service provider’s data center supportense requirements for physical and network ségucapacity, availability, operations,
and backbone connectivity?

« How quickly will the service provider respond toaclging networking requirements as your businessg changes?

This ongoing, rigorous assessment objectively addisl the service provider’s qualifications andghdormance you can expect from its
managed Metro Ethernet services. Services thalkagispe logo in Figure 1 have passed the Ciscosagsent. You can be confident that these
services employ the best practices to deliverties-voice and other critical applications over MdEthernet networks.

Figure 1
Cisco Powered Network Certification Logo

= Certified

MM Cisco. oo
™ for Quality
Powered of service
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Get the Right Service from the Right Provider

Choosing the right service provider when out-tagkirMetro Ethernet network can be critical. Sin@87, businesses have relied on the Cisco
Powered Network designation to find providers thath deliver services over a network built endrid with Cisco technology and meet

Cisco standards for network and service qualitydalo the Cisco Powered Network designation is emere important because providers that
offer Metro Ethernet services must pass an obje@ssessment. This assessment certifies thatrtheesmeets Cisco best practices and
standards for QoS for the metrics in Table 1.

In the final section, the document describes thiertelogies that these certified service provideesto meet the Cisco QoS network-
performance metrics.

Network Capabilities Needed To Deliver High-Quality Metro Ethernet Services
To limit delay, jitter, and packet loss and to m@gstco Metro Ethernet QoS standards, service pepsidmploy a variety of technologies
related to capacity, classification, prioritizati@nd link optimization.

Capacity
Capacity refers to the actual throughput, as oppts®andwidth, across each link. Metro Etherngtises require sufficient throughput at
each link to avoid delay when your traffic peaks.

Classification

To minimize delay and packet loss, the network rolestsify its traffic, especially voice and videecording to its performance requirements.
Classifications typically include high priority,Molatency, and best effort, and the classificatiaresmade by service providers at the enterprise
edge.

With a classification system in place, when thevoek is congested, critical traffic will advancettee front of the queue, unimpeded by
noncritical traffic. Note that many networks usey&éa? link-layer technologies, such as Frame Ralay Ethernet, in addition to Layer 3
technologies. To provide end-to-end IP QoS in tis#ts@tions, Layer 2 and Layer 3 QoS classificationust match.

Prioritization
Prioritization ensures that delay-sensitive voied gideo payload and signaling packets are forwchptemptly. When outbound traffic is
congested, higher-priority voice and video packetsforwarded before data packets, even if the pitkets had arrived first.
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Link Optimization
Link optimization techniques include link fragmetida and interleaving (LFI) and traffic shaping:

¢ LFI —On access links under 768 kbps between thepiseredge and service provider edge, large dateefmcan create unacceptable
delays. To prevent these delays, service provickandragment data packets at the enterprise edge.

« Traffic shaping — Although LFI helps ensure QoS when the netwarkies large packets, traffic shaping works to nige$ standards
when total traffic from all remote sites exceed=®atral site’s bandwidth capacity. In effect, timfhaping accommodates mismatches
between access speeds and aggregated bandwidth.

Taking the Next Step

To confidently deliver real-time voice and videmagpations end to end, you need a QoS-enabled mietsavice. But it takes expertise and
investment to develop and monitor such a netwook tirese reasons, out-tasking QoS managementiwiaes provider can dramatically
reduce your risk and save you money as well.

Fortunately, finding a managed Metro Ethernet sert® meet your requirements is now easier than élleyou need to do is check that your
service provider candidate has both a Cisco Powdetgork Metro Ethernet designation and the Ciso& @ertification. Choosing a service
provider with these qualifications will go a long@wtoward producing the network reliability andvsee performance that your business
relies on.

To locate a managed Metro Ethernet service thathased Cisco Powered Network QoS Certificatiosit:Mittp://www.cisco.com/cpn

To learn more about managed services, \isip://www.cisco.com/go/managedservices
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