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Much of today’s business-critical applications alada remain on IBM mainframes. While many SNA-bagglications continue to run on
the OS/390 or z/OS operating systems, most newfraaie-based applications are based on IP. Aimogie®€ent of network access to both
existing and new applications has moved to TCRitheenatively or utilizing SNA/IP solutions (se@Bre 1).

Figure 1
WAN Connectivity to Mainframe Servers
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Given these changes, higher bandwidth and robuseti®orking to the mainframe server are requirddh& same time, IBM has discontinued
sales of its 3745 Communications Controller andé3¥&ays Multiprotocol Controller, also known asrfteend processors (FEPs). Customers
are looking for networking solutions that contirtoesupport their existing mainframe-based busineggirements while enabling their
mainframe for its new role as an IP server.

IBM’s SNA has been the mainframe’s network protaaiothoice for more than 30 years. As recently@38] International Data Corporation
(IDC) estimated that more than 70 percent of afisioin-critical applications in the world run on IBkkinframes in large data centers using
SNA. However, with the shift to IP as seen in Fe@gAr the mainframe environment is evolving.
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Figure 2
Network Protocol Trends
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IBM, from a server perspective, has been workinguolve the zSeries to support a robust IP and #eironment. It has added Linux
support to the mainframes and optimized the TCBtek in z/OS. It also added high-speed LAN acteesise mainframe to accommodate the
increased bandwidth requirements of the Web-basddRaapplications. This shift to IP also has IBWIto discontinue sales of the FEP.

This paper begins with an overview of the transfation of the information system from traditionalinfeame protocols (SNA, Binary
Synchronous Communications [Bisync], and so onlPtdAfter a quick review of the FEP features, thpgr details the functions Cisco
provides when replacing the FEP with connectivitnt either the channel-attached router or the Gidahernet-attached switch, as well as

support at the edges of the network for legacy aesvi

This paper also compares the functions provided Byscd channel-attached router and Gigabit Ethernet{agihCisco CatalySswitch to
the features and functions provided by the IBM 33486 FEP in the areas of:

¢ WAN connectivity

— Synchronous Data Link Control (SDLC)

— X.25 and Qualified Logical Link Control (QLLC)

— Frame Relay, boundary network node (BNN), and baundccess node (BAN)

— Bisync and async

— Airline protocols

« Connectivity to the LAN and data center backbone

— Token Ring
— Ethernet
— Gigabit Ethernet
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¢ SNA Support

SNA routing (subarea and Advanced Peer-to-Peer diking [APPN]) and bridging (Data Link Switchingu®l [DLSw+])

Boundary function for subarea-based endpoints

Dependent Logical Unit Requester (DLUR)/Dependdut3erver (DLUS) support

Interconnect between SNA networks (SNI)
« Mainframe physical connectivity

Please note that Cisco solutions for FEP migradiomot cover all FEP functions and features. Thbaeare not covered are listed at the end
of this paper.

SNA TO IP TRANSFORMATION OF THE DATA CENTER

With the migration toward Web-based applicationdamvay, it is time to rearchitect the network toypde optimum support. With the
application rollout often requiring changes at $kever, the client, and the network, it is a miltipe process. Phases requiring network
changes must also maintain the network’s stab#ityilability, and security for the applicationsm@ntly supporting the business. SNA/IP
integration may be part of a larger process to aggithe network for all communication needs (dai&e, and video). This network upgrade
may be implemented in stages:

* Robust IP network infrastructure and WAN consoiioiat
« Data center SNA infrastructure upgrade includindtiprocessor, multisite, and storage
¢ Branch transformation of endpoints including wissl@nd IP telephony

Because the replacement of the FEP is forcing ahanthe network, many customers are taking adgenté this to rearchitect their network
to handle their future needs for network bandwidgtiability, availability, and operations as wa#l integrate new technologies like voice,
video, and wireless. This evolution, rather tharohgtionary change, enables support of currentiegfibns and connections to customers,
employees, suppliers, and partners, while providigginfrastructure required by new and emergifgiginess applications.

Robust IP Network and WAN Consolidation

Many organizations accomplished the first stage,N\6&nsolidation, in the mid- to late 1990s, encégasug SNA and other protocols over IP
and Frame Relay networks (see Figure 3). Ciscoigegsvmany tunneling technologies for this stag&iiog DLSw+, serial tunnel (STUN),
block serial tunnel (BSTUN), Airline Product Setl(RS), and Frame Relay access support (FRAS).
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Figure 3
SNA to IP WAN Consolidation
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Data Center Infrastructure Update and Support for Web Applications

With the additional roles that the mainframe idgnigkon, it must maintain and, in some cases, erghtirelevel of business resiliency that
customers came to expect from the SNA-based ermiean With the advent of optical interconnect atat&ye Area Networking in the data
center, backup and recovery policies, proceduresjraplementations can become consistent acrosemiérs. Mainframes require high-speed
connectivity to participate fully as an IP serd@&M Open Systems Adapter (OSA)-Express networkrfate cards (NICs), when combined
with the Cisco Catalyst 6500 Series Gigabit Ethiesmétch, support high-speed connectivity for T&Pépplications on the mainframe. Cisco
routers with the Enterprise System Connection (ESCChannel Interface Processor (CIP) or Channel Raapter (CPA) can also support
TCP/IP (as well as SNA) over a multitude of LAN aneAN choices in this environment (see Figure 4) r&lmformation on Data Center
Networking can be found &ttp://www.cisco.com/go/datacenter
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Figure 4
Updated Data Center Infrastructure

Storage

IP/\Web Infrastructure

Branch Transformation

The final step of this evolution is to move towéaranches that have only devices based on IP. @8epthis cannot always happen
immediately so the utilization of some SNA/IP teclugy may be required as well. This “transformecdiirich can then take advantage of the
mobility that wireless connections provide anddigaamic voice support of IP Phones (see Figure 5).

Figure 5
Branch Transformation

IP/Web Infrastructure
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More information on branch transformation can henfib at The Business Ready Branch Networking Saiudio
http://www.cisco.com/en/US/netsol/ns477/networkismjutions_packages_list.htrahd the Cisco/IBM Branch Transformation home patge
http://www.cisco.com/en/US/partners/pr67/pr30/pipabtners_strategic_solution_concept_home.html

Today, with networks changing rapidly to meet basgxdemands, the typical enterprise network mygtastihighly available IP solutions
over LANs and WANSs, as well as other services sagtelephony. High-performance connections sudiAds, high-speed serial lines, and
Frame Relay have replaced low-speed serial lines.FEP’s hardware, designed for low-speed seriadamtration, has not kept up with the
high bandwidth and open systems requirements afytecenterprise networks. As a result, additioreivorking gear is required to augment
or replace FEPs in these environments.

The FEP chassis sales have declined to the poiatelBM has now removed them from their sales oftg. Many IT professionals are in the
process of determining the best replacement soltiticonnect their mainframes and servers, balgrttia requirements of their current
applications and end users, while positioning tegdtems for the business opportunities becomiagadblte with e-commerce.

If an organization is considering replacing somalbof its FEPs, the first step is to determine fhinctions, features, and environment that the
FEP is supporting today. With those requiremeatures can then be mapped as the network mowightepeed, multifunction solutions
such as CIP- and CPA-attached routers or OSA-Esgmttached switches. In some cases it will be plestd move specific functions into a
mainframe, by running the FEP software in a hardveanulation mode on top of Linux. This recent doluis being made available in stages
to accommodate some of the unique functions ofFthe.

REVIEW OF IBM 3745/3746 FEP

Historically, IBM’s primary solution for SNA maindime access has been the FEP running Network Cétrsgram (NCP) software. From the
late 1970s, the IBM FEP attached directly to thénframe or at remote sites provided SNA subareatfanality and legacy protocol support
(see Figure 6). Only the largest networks useuliednge of functionality provided by the FEP; memall networks use only a subset. FEPs
serve key functions in today’s networks in the ar@aWAN concentration, LAN connectivity, SNA rongj and support, legacy application
support, high availability, and physical connedtivi

Figure 6
FEP Placement in the SNA Network
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WAN Concentration
FEPs provide the following WAN concentration fuocts:

¢ Leased Line SDL.E&FEPs can concentrate large numbers of low-spe6ekfps) serial lines. However, as networks migtateigher-
speed switched WAN backbones, the need for higisitleriow-speed serial connectivity decreases.

« Switched SDLC-Some enterprises rely on switched SDLC to suppanistent SNA connections to small branch officeqrovide
switched network backup.

¢ X.25 suppor—X.25 Interconnection allows the NCP to act as aZbXpacket switch. NCP Packet Switching InterfacB$N allows the
NCP to connect to other resources over X.25 netsvofk25 Interconnection supports both SNA and nbiA8evices. For non-SNA
(async and Bisync) devices, it supports conversidbNA.

« Frame Relay-NCP supports Frame Relay as a Frame Relay datmtreguipment (DTE) device or a Frame Relay switch

¢ Legacy protocad—The FEP supports program products, such as NoniBtéfconnection (NSI) for Bisync conversion, Amdi Line
Control Interconnection (ALCI) for airline line ctml protocol transport, and Network Terminal OptidNTO)
for asynchronous/bisynchronous conversion. Bisymttinues to be used by some devices and applicatisrwhich the FEP provides a
conversion function, so that they can be treate8iN& devices in the host.

LAN Connectivity
The FEP supports the following LAN connectivity iopis:

* Token Ring-Token Ring was added as the first LAN connectioth®oFEP in the 1980s. Many customers used Tokeg & their data
center backbone. Token Ring'’s ability to logicalypport duplicate Media Access Control (MAC) addessin a source-route bridged
network added high availability for SNA in the daenter.

« Ethernet—Ethernet was added to the FEP as an additionakation in the 1990s. Given its inability to suppauplicate logical MAC
addressing in a transparent bridged environmehgrget did not catch on as a FEP connection for SNA

SNA Routing and Support
The FEP provides the following types of supportS®A routing:

* SNA session routirgSNA session routing is required in environment$witultiple data centers or Advanced Communicatkunsction
(ACF)/Virtual Telecommunications Method (VTAM) ajgztion hosts and a high volume of cross-subare& Baffic. This is frequently
seen in what is called the Communication Manager@enfiguration (CMC) design model, where VTAM is@med to “own” the
network resources and other systems are taskeduwvitling business applications.

e The FEP also worked in concert with VTAM to providemposite Network Node support for APPN and subaegworks.

¢ SNA Class of Service (COGSENA COS enables prioritization of SNA traffic beerethe FEPs and the mainframes and is important in
environments with SNA backbones. SNA COS is legmittant in environments that have consolidated-tBBs in the data center. In this
case, either there is no FEP-to-FEP traffic, ofRE®s are connected at the data center over higgddpANs that do not have bandwidth
contention problems. However, some networks takamtdge of Link Services Prioritization (LSPRI), e provides transmission priority
based on COS for outbound traffic (for example, E&Bluster controller).

* SNA BNN functior-FEPs provide an SNA BNN function, which includedlipg, converting from local addresses to SNA addes, and
converting exchange identification (XID). In thesebce of remote FEPs, local FEPs can perform foestons. In the absence of any
FEPs, VTAM can perform most of these functions.
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« SNIMost enterprises use FEPs for SNI to allow indepah&NA networks to communicate. There are otherratives, such as
electronic data exchange over the Internet orrietriahe APPN Extended Border Node (EBN) functisardP (Enterprise Extender [EE]
or High Performance Routing [HPR]/IP), or EBN ustraditional Layer 2 protocols via a DLSw+ netwoltkis important to note that for
most of these alternatives, both ends of the cdioremust change. Single-sided adjacent SNI comesre also being used when the
partner organization must keep its FEP or will moive to an IP-based solution.

Legacy Application Support

FEPs offer specialized program products that suppmtom or older applications. Network Routingiffgo(NRF) provides routing inside the
NCP without VTAM participation. An emulation progmaallows the IBM 3745 to connect to Basic Telecominations Access Method
(BTAM) in an IBM mainframe.

High Availability Options
The FEP provides the following high availabilitytmms:

« System services control points (SSCP) takeeWdith this facility, if an owning VTAM goes down, ather VTAM can assume ownership
of those resources without disrupting any existipglication sessions. The NCP plays a role in aligvhis takeover.

« Extended recovery facility (XBFXRF is a program that allows one VTAM applicationtake over for another. The XRF code in the NCP
plays a key role in supporting this capability.n€works designed for high availability help taealhte this issue.

Physical Connectivity
FEPs provide the following physical connectivitytiops:

« ESCON-The FEP connects to the mainframe via ESCON usiegchannel Data Link Control (CDLC) protocol.

« Bus and tag-Some installations may still be supporting pargeit (bus and tag) connections.

USING CISCO SOLUTIONS AS A FEP ALTERNATIVE

To what extent can a Cisco router replace a FERiT$t, and most basic, function of a FEP is titoafl the work of handling serial
connections. Cisco routers do an excellent jolehinating SDLC or Frame Relay serial connectidreny speed, and then passing that
traffic across a channel to the mainframe. Ciscens also handle LAN connections very well, usuabken Ring, using Logical Link
Control, type 2 (LLC2) as the data link controléayrotocol and terminating LLC2 with either DLSwtdirectly on a channel adapter. The
second most important function of FEPs, SNA routiadnandled by Cisco SNA Switching Services (SNASBeyond these basic FEP
functions, some of the 200 plus other functions lwameplaced by some of the 400 plus functiongefQisco 108 Software.

Cisco has two primary designs for FEP migratiorarstel-attached router (Cisco 7500 Series with CIRisco 7200 Series with ECPA4) or
Gigabit Ethernet-attached switches (Cisco 6500eSerith IBM OSA-Express). Both types of mainfranoamectivity work in conjunction
with Cisco I0S-based features such as SNASw andiBit8 provide similar features and functions of B 3745/3746 FEP.

LAN Connectivity
The channel-attached router supports all standaidsl.including Token Ring and Ethernet like the Fdfes. It also supports Fiber
Distributed Data Interface (FDDI), Asynchronousister Mode LAN Emulation (ATM LANE), Fast Ethernafyd Gigabit Ethernet.

Given that Token Ring network devices are becominge scarce and that network architects are nceloligited by the set of LAN
connections provided by the FEP, organizations degyde to enhance their data center backbonesawithher-speed, highly available
infrastructure based on Gigabit Ethernet. When mg¥#iom a Token Ring-based network that supporpdiclite Token Ring interface coupler
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(TIC) MAC addresses as an SNA high-availabilitytfea, the new solution must also support high-atslity features for both IP and SNA.
For example, SNASw has Hot Standby Router Prot¢48RP) support for LAN connectivity, enabling a kiag SNASw router to take over
the network MAC address of the primary SNASw roufer the bridged SNA network, built with DLSw+ atige CIP, the solution is to
configure duplicate TICs or run the CIP or CPA ot ktandby. Duplicate MAC addresses can be usddtiternet, as long as there is no
transparent bridge connecting them. This makesssiple to design a DLSw+-based network that iresugdundant DLSw+ headend routers,
which access separate virtual LANs (VLANS) thatremclude a duplicate Ethernet MAC address (seerEig).

Figure 7
DLSw+ with Duplicate Ethernet MAC Addresses in Head-End Routers
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As Figure 7 shows, this can be accomplished uspgrate VLANS, taking care not to allow any Lay@&oRnectivity between these VLANSs.
This design still retains the benefits of DLSw+:

« Up to four active peer paths cached

e Customization using peer costing

* Load-balancing capability, with multiple circuitlbacing options

Although Layer 2 bridging designs can be createdtmhly duplicate Token Ring capabilities, thefeneed solution is to move to EE for
SNA transport, providing an even higher level dditability. For more information on Token Ring-tdHernet migration, see
http://www.cisco.com/en/US/netsol/ns340/ns394/ns3¥49/networking_solutions_package.html

WAN Connectivity

Communication lines operate in half- or full-dupl®ode, using SDLC, Point-to-Point Protocol (PPPanfre Relay, or X.25 line protocol. All
of the physical interfaces supported by the IBMBa#e supported by Cisco routers. Cisco supportsCSRQLLC, Bisync, async, and the
airline protocols over serial adapters. These lsadapters also support Frame Relay, X.25, HigheL®ata Link Control (HDLC), and PPP.

Serial Concentration

Serial concentration can be supported via the Ip@ed serial interfaces across the line of CisctersuAt the high end, the Cisco 7200 Series
router (which also supports the CPA) supports 4ldines and one LAN. For aggregating WAN coniiats in a separate router, the Cisco
3600 Series router supports up to 48 serial liae86 serial lines plus one LAN. The least expemsiolution is buy Cisco 2600 routers, then
“just rack ‘em and stack ‘em.”

When converting serial SDLC to LAN LLC2, to be lgatl via DLSw+ or routed via SNASw, the SDLC protasderminated at the SDLC-
attached router. Transaction response times maglactmprove with the right IP prioritization saime in the private intranet. This produces
very nearly the same response time characterasiesdirectly attached serial line. Usually theeefaster lines in the IP network, and
serialization delay on low-speed lines accountstiermajority of delay. Therefore, most customess faister response times.

Multidrop SDLC connections are supported by DLSW+will increasingly make more sense, as carri@glaly virtual private networks
(VPNs) and Multiprotocol Label Switching (MPLS) metrks, to terminate the SDLC circuits at the rermotation and transport them through
an IP network.

X.25 and start-stop or async lines can be conveatdelinet sessions, and these sessions can beatedrio a custom TCP/IP application on
the mainframe. There are two different cases feyli. Interactive 3270 connections should genelalyeplaced by TN3270 clients and
servers. In the case of Bisync automated tellehinas, Cisco can convert the Bisync data to foredaftCP/IP data, which can be easily
terminated by any TCP/IP application on the maimfaBatch 3780-type traffic should be terminatedona or more separate machines
equipped with one of the many Bisync emulation paels. The data can then be easily transferrectmétinframe using either a TCP/IP
application such as File Transfer Protocol (FTPRrmSNA emulator using the LAN for connectivity.

Switched SDLC

The Cisco I0S Software transports multiprotocdifizaincluding SNA, over switched services. Howeviedoes not directly support dial-out
to switched SDLC devices. If the SDLC dial-up coctins are inbound to the Cisco router via a syndem, the router raises data terminal
ready (DTR), and when the modem accepts the tadlises data set ready (DSR). The line then carpesnd starts communication. DLSw+
would then be used to transport the SDLC.

Note: Dial-in requires codingdlc role prim-xid-poll on the appropriate serial interface.
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Support for “dial out” SDLC is quite limited. If &me is a single number that needs to be dialednitusually be stored in the modem, and
when the associated VTAM resource is activatedstbieed number is dialed. The method where the @nambers are stored in VTAM and
sent to the modem via V.25 is not supported byi€mne alternative is to have devices that are SBttéthed to a Cisco router defined as
nonswitched and then have a switched (dialup) ok between the endpoints. Using Dial on DemandP or an Internet connection at the
branch, SDLC could be supported if there is a moatt¢he remote site. Making a change to pure tRHfese solutions is also a choice. With the
IP solution, all updates could be done in parallel.

Frame Relay

Frame Relay, including BAN and BNN, is supportedhia Cisco router. Where direct attachment to |B3ides is required, the RFC 1490
protocols can be used to match the encapsulatmmhp@vide a low-overhead bridging function. Howeweistomers typically use IP over the
Frame Relay network and then use DLSw+ with TCRapsalation for maximum availability and flexibility

QLLC
Cisco can terminate QLLC connections and recommasithgy DLSw+ to do this. QLLC can then be convettetlLC2 or, optimally, be
handed off to SNASw to be routed to the mainfrasiagiEE.

Legacy Protocols

Although the Cisco 10S Software can duplicate sepexial protocols supported by the FEP, such ascamyd Bisync tunneling, comparable
protocol support (that is, conversion to SNA) i$ pmvided. For Bisync, Cisco routers can encapsuwlarious Bisync protocols (3780, 3270,
and generic) into IP and transmit over a WAN u€sB®TUN. This requires Bisync at both sides.

When removing a FEP supporting Bisync lines thainezt many automatic teller machines, tradition@TBN is no longer useful, because
the serial interface is gone. To avoid immediatefylacing or upgrading these existing devices, Bisyver IP (BIP) allows a single-sided
3270 Bisync connection where the serial Bisynoisverted to IP, which is then delivered to the rfraime over CIP, CPA, or Gigabit
Ethernet connections (see Figure 8). The limitatarBIP is that the Bisync 3270 control unit camtain only a single 3270 device.
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Figure 8
Bisync to IP Conversion

HP Himalaya

Most 3780 Bisync is used for file transfers andudtidoe replaced by an IP-based application. Selangé corporations have mandated the use
of Applicability Statement 2 (AS2) as describedthy Internet Engineering Task Force (IETF) Eledtrdbata Interchange-Internet Integration
(ediint) group (seéttp://www3.ietf.org/proceedings/05nov/ediint.hjmlany other organizations are using the readibilable FTP, which

can be easily integrated into automated proceldbe network must continue to support batch Beslines, the best approach is to select

from the numerous vendors who provide a standdBisync host function on PC or UNIX platforms.

X.25 Support

The Cisco IOS Software can be configured as an Katket switch and supports transport of SNA ovmeX25 backbone. However, Cisco

has no comparable function to provide X.25 origimatraffic conversion to SNA. Host-based softwareducts available from Comm-PRO
and Computer Associates provide much of the sawtequl conversion capability of the NPSI produatF&Ps, by working with Cisco X.25
over TCP/IP (XOT).

SNA Support
Cisco offers a variety of products and solutionssigpporting SNA within an IP-based infrastructure.

SNA Session Routing

Cisco SNASw, a feature of the Cisco 10S Softwanppsrts native APPN routing for both APPN and sab&@NA clients. It is an APPN node
product that implements the IBM EE (RFC 2353) tpprt integration of APPN into the IP network ancich Extender (BX) architectures
to improve scalability (see Figure 9). SNASw is aqiure FEP replacement, but it will handle indeleeh LUs as well as dependent LUs (via
DLUR). SNASw provides routing of 3270 traffic ant16.2 over either an APPN or IP network. More dyiaamd less labor-intensive to
maintain than a subarea network, SNASw extendsauhgber of SNA network addressable units (NAUS) Inelythe 64,000 limit per subarea
SNA domain.
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Figure 9
SNASw
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The HPR session path can be either SNA or IP (&fHurned on). The ESCON-attached router supparttige SNA path to the mainframe.
When EE is used, the channel-attached Cisco rout8igabit Ethernet-attached Catalyst switcheshsansed for higher bandwidth to the IP
stack on the mainframe. The IP stack on the mairdrases a virtual IP address (VIPA) as the IP addi#e endpoint.

By using HPR/IP upstream from a router, the robestrand redundancy in the IP network can be erpladt transport SNA traffic to the host.
It also offloads the LLC-to-IP conversion to theitgr. SNASw can accept SNA natively from LAN conti@ts or work in conjunction with
DLSw+.

In-depth design considerations such as placemerfgrmance, naming/addressing, redundancy, andtemaince of an SNASw network is
outlined in the SNA Switching Services Design amgpllementation Guide at:

http://www.cisco.com/application/pdf/en/us/questi#k897/c1501/ccmigration_09186a008007ca58.pdf

Operational and troubleshooting techniques carbed in the white paper, “Troubleshooting SNASwWGAide to Problem Resolution,” at:
http://www.cisco.com/en/US/tech/tk331/tk336/tectoyiés_white_paper09186a008011fflb.shtml

TN3270 Server

The Cisco CIP runs TN3270 Server and connects 8a@N to the mainframe. TN3270 client traffic conmée the channel-attached router as
IP and is converted by TN3270 Server to SNA/LLE&donect to the mainframe. The extension of the rrmbSNA NAUSs is supported by
the Cisco TN3270 Server when using the APPN DLUpabdity. When the TN3270 Server is run on the ctewattached router, the only
host MIPS used are in the SNA stack. If the TN38&er function is actually running on the mainfeaithen the MIP load is shared across
the host IP and SNA stacks.
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Bridging SNA with DLSw+

If APPN cannot be run in the data center, a chaattethed router running Cisco SNA (CSNA) channatfion and DLSw+ can provide
support for SNA traffic. All SNA routing would thdpe done on the mainframe. DLSw+ supports Tokerg-Rind Ethernet-attached LAN
devices as well as SDLC and QLLC serial-attachedcds.

SNA COS

SNASw also preserves SNA COS for both Advanced rarogo-Program Communications (APPC) and 3270itraff SNASw is installed

only in central site DLSw+ routers, it provides loatind prioritization based on COS, similar to LSRRthe FEP. In a multiprotocol
environment, one of the various Cisco queuing dlgams can be used to reserve bandwidth for SNAi¢raf/er DLSw+ (DLSw+ also

supports LU and service access point [SAP] priation). SNASw EE supports SNA COS-to-IP type afiwe (ToS) mapping (SNA
transmission priority-to-IP precedence mapping)both inbound and outbound traffic in a bidirectbfashion between an EE-enabled S/390
host and a SNASw EE router, allowing the servidicpagent within CS/390 to set quality of serv{€@S) policies, which will then be
enforced throughout a Cisco IP network.

SNA BNN Functions

The Cisco I0S Software in a DLSw+ environment educe mainframe cycles by providing several bounflarctions such as remote
polling, group poll support, and downstream phylgicaty (DSPU) concentration. Using SNASw and DLURsco routers can provide all of
the BNN functions provided by a FEP.

SNI

The SNI function is not supported in the Cisco I88tware. The only entity that actually does SNNGP. Cisco provides the robustness and
resiliency in its IP support needed to interconmigparate SNA networks. If both the primary andmer company can agree, the most
strategic move is to replace the SNI applicatioith extranet IP applications. Both companies camtfake advantage of VPNSs, security,
routing availability, and the ongoing enhancemefithe Internet and corporate intranet. As altéveat EBN over EE or over LLC, Casual
Connect, or single-side SNI can be implementedtdicue the SNA applications exchange.

If both companies need to keep the SNA applicatintat but can support APPN in both networks, tbay still take advantage of the
intelligent IP networking features by implementlBBN over EE. This function is performed by z/OS @ouamications Server, which allows
SNA traffic to flow between two distinct SNA netwkasrover an IP connection directly from the mainfeamroviding dynamic paths and
connectivity. This IP connection can run over thgabit Ethernet-attached switch or the channekhgd router. With APPN EBN and EE
replacing SNI for both partners, EBNs on each aitteas transit nodes. This is true unless Globah€ction Network (also known as Global
Virtual Routing Node [GVRN ]) can be implemented/REN allows an EE connection (and hence sessiofidyrairectly between two peers in
different networks. The session establishment flstispass through the EBNs, but the session doésGVRN has a few restrictions that
should be resolved in the next z/OS release. Fample, GVRN does not work when it is adjacent tinéarchange (APPN/subarea boundary)
node, and it currently does not work with firewdlisat is, Network Address Translation [NAT]).

If the companies choose not to use EBN with EEy ttam use EBN over LLC through the channel-attacbeter. They can also implement
Casual Connect, which uses a low-entry networkirig\) type connection. This requires hard-codedrdidins of all the resources being
used, but the FEP can be removed at either oréyath for this connection. CSNA in the Cisco roatar be used to bridge the PU 2.1 traffic
over the channel, and DLSw+ can be used to trabgpmrer the WAN. Each resource that is to benafeed in the other network needs to be
predefined. This only supports application-to-aqgtiion traffic.

If the partner is not ready to support APPN or pBlecations, one-sided SNI connections can be uedlo SNI requires at least one FEP, but
a Cisco CIP can be used at the other side of theaudion (see
http://www.cisco.com/en/US/tech/tk331/tk336/tectutiés_configuration_example09186a0080093ec9.3hTrhis would allow one company
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to replace its FEP as long as there is still a BERe other end of the SNI connection. SNI reguinely one gateway NCP and one gateway
SSCP. The Cisco 10S Software allows connectiomt8Hdl gateway, but it does not provide SNI gatefwagctionality. A Cisco router can be
connected to this NCP either via SDLC or Token RIhgan then transport the SNA across a WAN ufih@w+. At the DLSw+ endpoint it
can then go directly to VTAM via a CIP router.

More recently IBM has created software that alloesNCP to run on a Linux operating system on taeframe. Since this is the same NCP
program that runs on FEPSs, it also supports the G®/Rinction for SNI. This solution; Communicationr@roller for Linux (CCL) and NCP,
provides for physical attachment via Toke Ring iifstee Couplers (TICs), which are them mapped to @8&pters on the mainframe. For
wide area network connections, and support of athetia types and protocols, IBM has tested andmewnds Cisco DLSw+.

SSCP Takeover
The SNASw DLUR feature of the Cisco IOS Softwarkyfaupports the SSCP takeover facility.

Mainframe Connectivity

Cisco solutions for physical connectivity to theinfieame (see Figure 10) include the following:
« Channel-attached router via the Cisco CIP or CPth @SCON channel attachment with the following atemprotocols:

— CSNA supporting Link Services Architecture (LSAy Bubarea and APPN SNA natively over the channzl@s
— Common Link Access for Workstations (CLAW) or Pagk&l AW supporting IP over the channel to either&/@ Linux

— Cisco MultiPath Channel Plus (CMPC+) (also calleBGA by IBM) supporting multiple read/write paths f8 over the channel to
z/0S
« Cisco Catalyst 6500 Series Gigabit Ethernet-atthahatch with IBM OSA-Express providing high-speetiN access (Gigabit Ethernet,
Fast Ethernet, Ethernet, and ATM) for mainframeeldd® applications

Figure 10
Mainframe Connectivity Options
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SELECTING THE MAINFRAME CONNECTION
When replacing the FEP, there are two ways of cctimgeto the mainframe: a Cisco 7500 or 7200 S&Rimster equipped with a CIP or CPA,
and a Cisco Catalyst 6500 Series switch conneotad 1BM OSA-Express.

Using a Cisco Channel-Attached Router Solution
A Cisco channel-attached router with a CIP or CFAre benefits that are not available in an IBM B7%hese benefits include:

« Multipurpose solutior-The CIP and CPA provide a state-of-the art, higlguaance solution for mainframe connectivity facass not
only to SNA applications but to TCP/IP applicati@sswell. As networks begin to offer intranet antktnet services, tying the mainframe
into TCP/IP networks with features such as TN32&/& enables organizations to leverage their maimé investments. NCP’s support
of TCP/IP is limited.

« Higher speed-The CIP and CPA offer a tenfold improvement in parfance over an IBM 3745 model 200 for SNA, aneeen larger
improvement for TCP/IP. Many networks have reaategahcity for their existing IBM 3745s. Instead wfésting more money in older
technology, organizations are migrating to multdtion channel solutions. For IP traffic using CLAR¥cking or IP over MPC+ (which
are recommended,) the throughput can be as high 8B for bulk data transfer. For SNA using CSNAbulk data transfer it can be
upward of 8 MB. These speeds are for 1500-byte mawxi transmission units (MTUS). In a 4096-byte MTiwieonment, the numbers can
be higher.

In summary, the Cisco channel-attached routers offay benefits such as speed, connectivity, axddility to an IBM enterprise network.
By minimizing the number of FEPs required in a rartey the channel-attached router solution offenseans to reduce network costs while
improving performance.

Using an OSA-Express and Catalyst Switch Solution

The Cisco I0S Software provides the mainframe-mreguSNA and IP support described in the sectiomdJ€lisco Solutions as a FEP
Alternative. These solutions can be placed at tine, aggregate, and branch level of the networgh#dpeed physical connectivity is the
major differentiator when comparing the Gigabit éftiet-attached solution to the ESCON-attachedisoluThe other differentiator is that the
OSA-Express at its highest speeds supports ortisaffic.

IBM OSA

The IBM OSA is an integrated communications adafate5/390, ESCON-based mainframes that providestdattachment to Ethernet, Fast
Ethernet, Token Ring, FDDI, and ATM networks. IBepiously released two versions of the OSA: OSAtly@card set that included two
Intel 486 processors running channel offload saftwand OSA2, a single-card replacement for the DIAe OSA2 eliminated the channel
offload software required on the OSA1. The OSA-Esgris the third iteration of OSA. With the availiép of IBM’s high-speed OSA-
Express, customers must decide when to use the ©&®#ress, and when to use the CIP or CPA. The fatigwections describe the OSA-
Express, when to use it, when not to use it, anenvthe CIP or CPA is a better solution.

When to Use the OSA-Express

As IP-based applications on the mainframe requseerand more bandwidth, the Gigabit Ethernet OSArESs is becoming the method of
choice for connecting the S/390 and z-Series maimdrto a TCP/IP network. The OSA-Express architegeemoves the limitations of the
channel protocols and places the S/390 on the p&ane as the large UNIX servers. By using QueueddDinput Output (QDIO) to the Self
Timed Interface (STI) bus, the Gigabit Ethernet Badt Ethernet cards have direct access to théViB8 (Generation 5 and 6 models) or 2-
GBps (z/900 model) CPU buses. The OSA-Expressrisiderably faster than the current ESCON technology
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By rewriting the TCP/IP stack to use the DMA praibagainst the OSA buffers, IBM has eliminated mahthe buffer copies, which results

in better throughput and reduced CPU resource copson. IBM reduced the amount of configurationttisarequired for TCP/IP pass-
through by loading the parameters from the TCPftRilps dataset, which eliminates the need to heedS/2 or Windows-based OSA Support
Facility (OSA/SF). The OSA-Express supports thesiBerPolicy Server in S/390 and has four outputugseeach of which is associated with
a ToS. Prioritized by the Service Policy Serveplaation data is queued outbound. ToS bits arasétread by the Cisco network, providing
end-to-end QoS. In general, use the OSA-Expredsiftrspeed TCP/IP access connected to a Ciscmretw

To benefit from the OSA-Express, a system must iieetollowing requirements:

¢ IBM mainfrane—The mainframe must be an IBM mainframe. The OSArEss is not supported on non-IBM hardware.

« Generation 5 or later mainframeThe OSA-Express is not supported on IBM processnos to Generation 5. The Generation 5
mainframes became available in 1998.

* 0S/390 Version 2, Release 7 or tatd he operating system must be Version 2, Releasdater. QDIO, which enables the OSA-Express
performance, was introduced in Version 2, Release 7

« |IBM CS/390 TCP/IP st&—The mainframe must be using the IBM TCP/IP stack.
¢ TCP/IP acces—The QDIO and Direct Memory Access (DMA) improvertsein the OSA-Express are for IP traffic only.

SNA traffic is transported over the high-speed OB#press as IP packets. The most common suppdntaisgh SNASw or another EE
implementation (APPN/HPR/IP). Layer 2 SNA traffigpport is provided on the lower-speed OSA-Expresds; but they do not use QDIO
and DMA and represent an expensive use of a valuBBILCON card cage slot. The OSA-Express is a lpgkeschannel into the mainframe. It
is not a router or a switch and, therefore, mustdraected to the network through a router or acbwiDSA-Express is a good choice for
accessing the TN3270 server application on the finzaire, for high-speed FTP traffic, and for HPRA#fftc.

When Not to Use the OSA-Express

Some customers cannot benefit from the OSA-Exgresause their environments do not meet the requiiettia. Even when the customer
does meet the basic hardware and software requitepiemay be more cost effective to use alteveativhen SNA is transported natively.
For example, in addition to supporting high-spe&@PMP access through Gigabit Ethernet and Fastighiterfaces, the OSA-Express
supports lower-speed LAN interfaces, such as 4-Migden Ring, 10-Mbps Ethernet, Fast Ethernet, ahtMAOSA-Express supports native
SNA traffic in the same manner as the OSA2 cardeiMised in the OSA-Express, the lower-speed imegards run at wire speed, which is
not true of these same interface cards in the O&A&&n at wire speed, OSA cards do not represeabd gse of valuable mainframe real
estate for SNA traffic.

The OSA cards are placed in a slot in the card oaghe mainframe. This card cage has a limitedbmrrof slots to connect a limited number
of devices. A slot can be used for either ESCORSA connectivity. A single slot can support eitfair (pre-Generation 7) or 15
(Generation 7 and above) ESCON ports. A singlecglatsupport four ESCON ports. The maximum thegaethroughput of these four ports
is 68 MBps (4 x 17 MBps). If this same slot is useda Gigabit Ethernet OSA-Express, the maximueothtical throughput is close to 120
MB, which is a good tradeoff. If this same slot weised for a 10-Mbps Ethernet OSA card, the thrpugivould be less than 1.5 MBps,
which is not a good tradeoff. The same reasonimpdjepto the Fast Ethernet versions of the OSA-Esprin these situations, a router should
be used to aggregate WAN connections and to segreégated data through a CIP or CPA. To enable S art, OSA/SF, an OS/2 and
Microsoft Windows-based graphical configurationlfooust be used. (OSA/SF also has a 3270-style RE¥tface.) The chief complaint of
customers is that using the OSA/SF is cumbersome.

Cisco Systems, Inc.
All contents are Copyright © 1992—-2005 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
Page 17 of 21



When to Use a CIP or CPA
Use a CIP or CPA in the following situations:

* Non-IBM mainframe—Use the CIP or CPA with any mainframe that sugpitie ESCON channel protocol, which is 100 peroéatl
IBM and IBM-compatible boxes. The OSA-Express it &w option for non-IBM mainframes.

« Older mainframes prior to Generation 3Jse the CIP or CPA on the approximately 60 peroéntainframes that do not support
the OSA Express.

* Older operating system releases prior to VersioR@geased—Use the CIP or CPA with any currently supportedrafing system release.

« Aggregation of TCP/IP and SNA traffi-The CIP and CPA are an efficient use of the I/fd cage resources. Use the interface cards in the
router to aggregate WAN traffic and to efficienttgnsport the combined traffic across the ESCOMuha

« Offload processig—Use the dedicated CPU and memory of the CIP or toRAfload processing from both the router andrttaénframe.
The TN3270 Server application can be used to affth@ protocol conversion duties from the mainfrafitee TCP/IP Offload function can
also be used to offset the inefficiencies assadiafieh the mainframe TCP/IP stack in older releg$&ssion 2, Release 4 and earlier).

Why a Cisco Network Should Be Used with the OSA-Express

The OSA-Express provides high-speed TCP/IP acoetbetmainframe; however, it functions only as avoek interface. The

OSA-Express does not provide routing or switchswit is dependent on the external network to perfimuting and switching. This section
describes the advantages of using a Cisco netwdriomt of the OSA-Express. A Cisco network wit€atalyst 6500 Series Switch adds value
to the OSA-Express in the following four major area

¢ Jumbo frame support
¢ End-to-end QoS
¢ Load balancing through Multinode Load Balancing (MBY features

¢ Redundancy

Jumbo Frame Support

A Jumbo Ethernet frame is 8992 bytes and is tylyicaferred to as a 9-KB frame. A normal Ethermatde is 1492 bytes and is typically
referred to as 1500 bytes. Using the Jumbo Ethémamie can result in significant increases in tigtqaut (up to 75 percent) for bulk data
transfers, such as file transfers or storage bacKbp use Jumbo frames, all network devices betweeservers must support the larger frame
size. One benefit of using a Cisco switched netwath the OSA-Express is that the Gigabit Etheintgrfaces on the Catalyst 6500 switches
support Jumbo Ethernet frames. The Gigabit Ethentetface card supported by the OSA-Express alppats Gigabit Ethernet interface
cards on other IBM servers, such as the RS/600@vdiso supports Jumbo Ethernet frames.

End-to-End QoS

The Service Policy System of the OS/390 operatystesn allows application traffic to be prioritizbgl application name, time of day, origin,
destination address pairs, and so on. The Workiteathger uses this information to prioritize dispatg applications. The OSA-Express also
uses this information to prioritize outbound trafffhe OSA-Express uses one inbound traffic queddgaur outbound traffic queues. The
outbound traffic queues are associated with the T@P/IP ToS precedence settings. In conjunctich tiie Service Policy System, the S/390
can prioritize application performance, as welbatbound traffic.

Cisco and IBM have conducted interoperability te$tese tests prove that a Cisco network recogtlimeprioritization of traffic from the
OSA-Express and enforces this priority end-to-dmdugh the network. The Cisco network uses featsmeh as weighted fair queuing,
custom queuing, priority queuing, and weighted canabarly detection to enforce the prioritizatiorttoé application traffic.
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Note: In Cisco routers, weighted fair queuing is on bjad# on serial interfaces at speeds up to T1/Edsravhich means that nothing extra
is required to support the end-to-end prioritizatod application traffic.

High Availability

One of the greatest differentiators for the IBM nfi@me environment is its unrivalled availabilitBM mainframe environments are known
for 99.99 percent availability, which equates ®sléhan 15 minutes of downtime per year. If aniapfion server has this type of uptime
characteristic, it should be attached to a netwathk the same reliability. Testing conducted by IBd Cisco has shown that one can design
networks to eliminate any single point of failuretihe network and the application server complaxiriy testing, which used both CIPs,
CPAs, and OSA cards, the following scenarios wegated and the application availability resultsedot

« CPU failure—Application traffic was rerouted to another servethe complex

« Logical partition (LPAR) failure-Application traffic was rerouted to another serivethe complex

« Router failure—Application traffic was rerouted through anotheutey in the network

* OSA failure—Application traffic was rerouted through another 08 the application VIPA address

« CIP/CPA failure—Application traffic was rerouted through anotheP{@PA to the application VIPA address

CONCLUSION

The IBM 3745/3746 FEP is the oldest, most matuid tBainframe channel connectivity device. Groomed anhanced over a period of
several decades, the FEP has a great deal ofdaatity for SNA networks. Although there are somedtions that neither a router attachment
nor an OSA/E attachment can duplicate, the largenityaof SNA and TCP/IP traffic can be very efferetly and easily supported with them.
Enterprises should evaluate their requirementdudéréo see if they are even using any of the fiorts, and their goal should be to replace all
local and remote FEPs. The rest of the SNA and TRCtRaffic will be better served by gaining accesthe mainframe via one of these
alternate solutions.
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APPENDIX A: FEP FUNCTIONS WITHOUT SIMILAR CISCO SOLUTION SUPPORT
A number of FEP functions cannot be replaced wi@iszo solution. These include the following:

Multilink transmission group (MLTG)

APPN (and LEN) Composite Network Node (CNN)

XRF

NRF

X.25 SNA Interconnection (XI) and Network Supervisé&unction (NSF)
Emulation Program (EP)

Dial Bisync 3280

NTO

NSI

Message Entry and Routing with Interfaces to Vasiépplications (MERVA)
Multisystem Networking Facility (MSNF)

Teleprocessing Network Simulator (TPNS)
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