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INTELLIGENT FABRIC APPLICATIONS: SIMPLIFYING STORAGE
OPERATIONS TO ENABLE CONTINUOUS DATA AVAILABILITY
AND INFORMATION LIFECYCLE MANAGEMENT

INTRODUCTION

Enterprise computing environments are larger anceroomplex than ever. Today’s IT infrastructuredude servers from multiple vendors, diverse
network connectivity technologies, and heterogesgtiered storage environments. To keep pace,gg@dministrators need a uniform, easy way
to perform essential management operations thatsrasl simplifies the underlying and increasing plaxity of the infrastructure.

As information assets become more important to ta@iimg competitive advantage, IT must deliver mcréasingly demanding service levels. These
demands come in two forms.

The first demand is for increased data availabititligh availability” in the usual sense refersa@ystem that is able to circumvent unplanned
outages. But, as organizations increasingly war@4r operations capability, the ability to elimi@ainplanned downtime is not enough. Planned
downtime, which may result from operational reqgoiemts such as data center moves, upgrades, arpiatiigrations across the infrastructure,
regardless of storage vendor, must also be addreSBminating both types of downtime will provider the new, required standard of “continuous
data availability.”

The second demand is for an increased ability iveteon the information requirements of the busmeStorage infrastructures need to deliver
the right information to the right place at thehtigime. Storage resources across an organizatied to be effectively allocated and dynamically
reallocated based on business policy and the wdltiee data to the business at any point in tinte frocess by which this is accomplished is
called “information lifecycle management” (ILM), @it is essential to cost-effectively meet the rs@mwice-level demands for information
availability and access.

Storage virtualization is an enabling technologt ttan address both challenges: simplifying managéwf complex infrastructures, enabling non-
disruptive operations, and facilitating criticatelents of a proactive ILM strategy. However, it oay do so if it delivers the right capability an
suitable platform. Today, a new class of storagi@iization technologies is emerging that delives capability in the infrastructure, as parthoé t
storage network. EMC and Cisco Syst8rage collaborating on such a network-hosted viitatibn solution: EMGnvista® running on the Cis€o
MDS 9000 Family multilayer directors and switch€kis paper outlines that solution.

DELIVERING CAPABILITY IN THE STORAGE NETWORK: THE RIGHT FUNCTIONS
The proper guiding principle for delivering intgiince in a storage network is thigelligence belongs closest to what it controls.

Storage arrays should remain in control of datagmation functions. This includes implementingurdiant array of independent disks (RAID)
levels, caching, checksums, hardware resiliena@qgpive error detection, and so forth. Duplicatimgecreating these preservation functions at the
network layer does not deliver new business valnd,could negatively affect data integrity and pernance.

Servers should primarily be focused on runningiess applications. Today, however, there are mangge management operations that are also
performed on the server, such as volume managg@elata access function), which can potentially enoff the host. This would enable servers to
remain dedicated to their core, application-ceritritctions.

Dataaccess functions can then be moved into the network. €Heactions become essential capabilities of a odtlosted virtualization product:
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Storage Pooling and Network-Hosted Volume Management

Network-hosted volume management is the abilityremte and configure a heterogeneous storage pdgirasent “virtual” volumes from the pool
to the hosts. Volume-management functions and bisrefcome available to all qualified connectedthiasd work across storage from all
qualified, connected storage arrays.

Dynamic Volume Migration

Dynamic volume migration allows storage administrato transfer data from one device to anothetenthe applications accessing that data
remain online (Figure 1).

Figure 1. Dynamic Volume Migration

To transfer a virtual volume, the virtualizatiorfte@re performs a synchronization of the sourcetanget volumes, and then a redirection of /O
(the subsequent data reads and writes) from onggattiyocation to another. The host remains att¢beéhe same virtual address throughout the
process, and is unaware that the physical locatidhe back-end volume has changed. No host cackesequired, which allows servers to remain
dedicated to their core function: running busirgggslications, rather than performing storage volunigrations.

Point-in-Time Copies
The ability to make a copy of a virtual volume ary ather device that is virtualized is another Bi¢ro¢ storage area network (SAN)-based
virtualization. Point-in-time copies can be usedidackups, data warehouse loads, or by test systerasluce the access load on production

storage. The capability to make these point-in-thmgies across any tier of storage adds a grehbtiBexibility to the operational scenarios that
employ them.

In general, replication can exist in multiple pla@e an IT environment. Where and how replicat®dane (in the network using a product like
EMC Invista®, on disk arrays using software suckREC TimeFindeP, or on the host, using software such as EMC Repfisdepends

on a customer’s particular use case. Customerewvaluate which solution is most appropriate basetheir specific business requirements. EMC
is unique in offering such a broad range of choindkis area—and point-in-time copy functions wNIC Invista® adds another option.
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REAL-WORLD VALUE
EMC Invista® on the Cisco MDS 9000 Family will helpmpanies address the most pressing challengestéégcing:

Simplifying Management of Complex Storage Infrastructures

Deploying these critical functions in the storagéwork helps ensure they are available to, and waiformly across, all qualified and connected
devices. This gives organizations a single, camtrdlway to manage and perform these functionscionaplex, tiered, heterogeneous environment.
For example, volume management becomes a centtaigeice in the network, eliminating the needotmd and configure host-based software on
individual hosts. This is a significant problemeinvironments of any reasonable size. Today, adiratiss can spend as much as 20 to 30 percent
of their time on volume management-related taskscdhtralizing volume management, data movemeutcioning in the network, IT teams can
significantly reduce the amount of time they spendhese types of tasks, freeing up resourcesctessfon other, more critical areas of their
companies’ businesses.

Delivering Non-Disruptive Operations

The EMC Invista® non-disruptive dynamic volume-migya capability has many uses in cases where pthdoentime is required. A challenge
facing most organizations today is deploying newage arrays. It is often difficult to move exigtidata onto the new array, because current
migration solutions are highly complex, manual, distuptive. Just finding a downtime window thah @commodate the whole migration is often
a difficult task. Dynamic volume migration capatis, delivered as part of a network-hosted viraadgiion system, will significantly improve this
process.

In a virtual environment, an organization can adgew storage array to its infrastructure, virtuaknough capacity to hold the source data, and
then use dynamic volume migration to copy the étata the original source to the new storage arféys process occurs in the background,
without affecting the performance of the host.

Once the copy is complete and the I/O is reroutezlpld storage array can be removed from the enwient. This entire process can occur while
the applications that require access to the staaagy remain online. Furthermore, there is nograthnce penalty on the hosts as there would be
with a host-based volume manager.

Enabling Information Lifecycle Management Processes

Virtualization is critical to information lifecyclmanagement strategies. One of the core capabitgguired to implement ILM is a data movement
facility. As the value of data changes, it mustdlecated to the most appropriate tier or classtarfage according to cost and value. Transparent,
non-disruptive data mobility enables organizatitmperform these moves routinely, continuouslymjzting the infrastructure without affecting
the business applications that rely on it.

Networked storage virtualization can also helpagermanagers maintain optimal service-performaaead. For example, an administrator of
a network configuration with medium- and high-penfiance storage pools observes that a volume imétkum pool is not meeting a specified
service-level agreement (SLA). To comply with tieevice level guaranteed to the application owrtes, administrator begins migrating this
volume into the high-performance pool.

As in the “technology refresh” example above, aycsperformed in the background that does notaffee host's performance or interrupt its
applications. Once the copy is complete, I/O isremtied to the new volume in the high-performangelpin the future, policy-based automation
capabilities will transparently and automaticalptimize the performance of the storage infrastmectn accordance with business requirements,
delivering an infrastructure that is continuallydaped and optimized to serve business requirements.
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EMBEDDING FUNCTIONALITY IN THE STORAGE NETWORK: THE RIGHT PLATFORM
Networked storage virtualization solutions mustsigned with the fundamental notion that the tetdgy should be suitable for deployment
in an enterprise data-center environment. Thevatig three criteria must be met for successful ogplent:

« Easy implementation
« Enterprise-level performance and scalability
¢ Open architecture that supports multi-vendor huostiyork, and storage devices

The Cisco MDS 9000 Family delivers the foundationduch a solution.

Easy Implementation

The Cisco MDS 9000 Family’s modular design allomtgichangeable modules to be inserted into theshdy inserting Cisco MDS 9000 Family
Storage Services Module (SSM) into open slots im@nmore Cisco MDS 9000 Family multilayer direstand switches, fabric-hosted applications
can easily be deployed on existing SAN infrastrreguThe solution is implemented within the netweedquiring no additional fabric ports or
cables.

Performance and Scalability
In an enterprise-level virtualization solution, 18Bould be managed by purpose-built componentsréthn by general-purpose processors and
PC server-based architectures. Powerful procesbordd run the complex storage applications andesgned for high performance.

The Cisco SSM contains 32 Fibre Channel ports aodiges the additional hardware required to rumiéabosted applications. The Cisco SSM

fits into any Cisco MDS 9000 Family switch or ditecthat has an open slot, helping to maximizefigaebility and return on investment (ROI)

for the customer. The Cisco SSM contains purposie-bpplication-specific integrated circuits (Ao manage each 1/0O, in-line, at line speed.
The Cisco SSM is designed to scale linearly fohlyiglistributed processing. The considerable badtwof the backplane allows for a scalable
implementation of fabric-hosted applications. Vatiaation performance can be easily scaled todhel required by even the largest organizations.
By adding SSMs, organizations can improve virtiian performance and server connectivity in in@eta of 32 ports. As a result, an
organization can be assured that as it growsy#®ms can grow with it.

Open Architecture

Cisco and EMC worked together using a set of ABIseip ensure the SAN has scalable and securgstonielligence. The storage services
interface used in the product is being developadrdem with the T11 organization’s Fabric Applicatinterface Standard (FAIS)-specification
definitions. FAIS is an industry effort to develagstandard API across multiple intelligent netwdridatforms. Cisco chairs the FAIS workgroup,
and plans to have its own Intelligent Storage Adtiform to FAIS, after it becomes ratified. Cisca@isnmitted to standards, recognizing the
benefits of using proven products, taking advantdgtevelopment economies of scale, reducing cvesstor qualification efforts, and future-
proofing the offering.

Increased Benefits through Platform Integration

A network-hosted virtualization solution, such a84E Invista®, can be greatly enhanced through clotgration with an underlying layer

of network intelligence and capability. The Cisc@B19000 Family offers many features that contriliatthe overall manageability and capability
of the solution, including:

Virtual Storage Area Network Technology
Virtual storage area network (VSAN) technology das a large physical fabric into separate isolatedronments to improve Fibre Channel SAN
scalability, availability, manageability, and netkaecurity. Each VSAN is a logically and functitigaseparate SAN with its own set of Fibre
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Channel fabric services that help reduce netwastability by containing fabric reconfigurations agalor conditions within an individual VSAN.
The strict traffic segregation provided by VSANdgseensure that the control and data traffic ofveryVSAN is confined within its own domain,
which helps to increase SAN security. In a fabiested application environment, the virtualized ager pool can be contained within a “storage
VSAN,” while servers can access the virtual stonaghkin their own “server VSANS” (Figure 2). Zonirgpanges and any accompanying mistakes
will not affect the integrity of the data.

Figure 2. VSAN Technology
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NETWORK SECURITY

Network security is managed with authenticatiorthatization, and encryption, but security can deaompromised when users make mistakes
when changing configurations. With the Cisco MD®®Eamily, users can create administrator rolesatelimited in scope to certain VSANS.
For example, a SAN administrator role can be ctetiallow configuration of all platform-specifiagabilities, while other roles can be created
to only allow configuration and management withpedafic VSANS. This helps improve the manageabiityabric-hosted applications and reduce
disruptions caused by human error. The effectsusfes’s actions are isolated to a specific VSAN sehmembership may be assigned based on
switch ports or the worldwide name (WWN) of attattlievices.

QUALITY OF SERVICE

The Cisco MDS 9000 Family employs advanced traffamagement features, such as hardware-based wrtymit queuing, Fibre Channel
congestion control, and quality of service (QoS9ind QoS, preferential frame-forwarding and corigasavoidance services can be assigned
to selected devices to help enable different ctaséservice. QoS policies can also be set on-/B&N basis. This provides maximum flexibility
when scaling SANs, especially over extended digtsuac interswitch links.

MULTIPROTOCOL CONNECTIVITY

In addition to supporting Fibre Channel, the CistIdS 9000 Family also supports Small Computer Sydtesrface over IP (iISCSI) and Fibre
Channel over IP (FCIP) in a single platform. NatiS€SI support in the Cisco MDS 9000 Family helpstomers consolidate storage for a wider
range of servers into a common pool on the SANiVN&CIP support allows customers to take advantdggeir existing investment in IP
networks for cost-effective business-continuandetsms. Along with FCIP, Cisco provides coarse glangth-division multiplexing (CWDM)
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Gigabit Interface Converter (GBIC)/Small Form-Faduggable (SFP) optics to economically extencheativity, allowing fabric-based
applications to fully use the copy services acrkass distances.

The Cisco MDS 9000 Family helps extend the SANufointegrated modules and SFP optics. The Cisseidces modules, the Cisco
Multiprotocol Services Module, and the Cisco MDS 82Multilayer Fabric Switch all offer SAN extensighrough FCIP connectivity.
Additionally, the Cisco CWDM GBIC/SFP solution icanvenient and cost-effective way to adopt Gigkliiternet and Fibre Channel in
campus, data center, and metropolitan-area acetssnks.

EMC Invista® will support these connectivity optionsfuture versions of the product.

CONCLUSION

Network storage virtualization holds significanbprise for organizations to solve their most prasstorage issues. Enterprises that deploy and
implement EMC Invista® on the Cisco MDS 9000 Farhiyve the opportunity to gain an unprecedented lgfvebntrol over their data-center
storage infrastructure: simplifying managementarfiplex infrastructures, providing a non-disruptbgerations capability, and facilitating critical
elements of a proactive ILM strategy. This powedoinbination helps organizations build highly aabié, scalable networked application
architectures with comprehensive security and edifnanagement.
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