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Solution Overview

Designing High-Performance EMC File Systems Using
Cisco MDS iSCSI

Storage administrators in network attached storage (NAS) environments often must determine how to scal e storage and
increase utilization without increasing the number of NAS file servers and making management more diff  icult. When these
environments grow from hundreds to thousands of ser vers accessing terabytes of data, the NAS appliance often becomes
the bottleneck and impedes scalability. To scale to thousands of servers, administrators often deploy multiple NAS
appliances, each hosting a copy of the data. Thisa  pproach complicates management and reduces scalabil ity of these
appliances, and wastes raw storage space for multip  le copies of the same data.

An Internet Small Computer System Interface (iS@®i3ed solution involving EMC Celerra Multi-PatheFsystem—iSCSI (MPFSi) with the
Ciscd MDS 9000 Family platform provides ease of managenszalability to thousands of servers, and irsedastorage utilization. Celerra
MPFSi provides the capability to split data lockamd block data movement into two paths, wherenath-data locking is processed by the Celerra
NAS appliance and all data I/O flows through aafierarea network (SAN). The highly available indé¢gd iSCSI features on the Cisco MDS 9000
platform, such as Virtual Router Redundancy Prdt@¢BRP) and iSCSI Proxy Initiator, allow the CeeMPFSi solution to scale for block-level
access through iSCSI. This is a lower-cost altéredd the NAS-based deployment mentioned earlier.

EMC CELERRA MPFSI OVERVIEW

EMC Celerra MPFSi answers the question: Shouldbbsk NAS for file sharing or SAN for the best apgtion performance? With MPFSi and
EMC's industry-leading family of file servers, ajmations can now benefit from both NAS file sharargd the performance and scalability of
block access through SAN. By using existing IP mekwinfrastructure and providing easy managememFBi with Cisco MDS 9000 offers a
cost-effective solution that reduces the compleaftynanaging multiple storage assets.

Current solutions that have applications accesNifNg appliances provide processing for clients’ asde the storage that is only available on

that NAS system. As the number of servers incredlsesNAS system becomes the bottleneck and liseaiting of the design. Another NAS system
can be built to support more clients but the datalbthe NAS systems must be duplicated. Thisltesu greater management requirements
because of increasing numbers of NAS systems affiipfaicopies of the same data, which is an in&ffit use of storage. Figure 1 depicts a typical
NAS environment that needs to support 3000 seriiérs.number of clients accessing a single NAS appé may vary. In the following scenario,
300 clients is an average limit on these NAS appks. If the number of supported clients accessiadNAS appliance is lower, the management
and data storage cost would increase.
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Figure 1. NAS Appliance Solution for 3000 Servers
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To support 3000 servers, this solution needs &bt terabytes of raw storage (excluding anyrangd local disks or any other
features that require more raw storage), where brabyte is actual user or application dataebd of managing one NAS appliance, this
solution requires management of 10 NAS applianb@sopies of data, and making sure that the datssthe NAS appliances is consistent.

EMC Celerra MPFSi Architecture

Celerra MPFSi clients communicate over the IP ndtwo share metadata and control information u§€loghmon Internet File System (CIFS) and
network file server (NFS) protocols (Figure 2). \Wiitke MPFSi agent receives a data request fronpplication, it uses Celerra-provided metadata
to access the storage array directly using theldency and high performance of iSCSI. The follogvare architectural benefits with MPFSi:

- Celerra systems can support 10 times more clientdémanding applications because they do not ttapeocess data transfers.

- Because Celerra systems are not in the data patldwbidth to applications can be scaled by simplirsgl Symmetrix or Clariion arrays to the
MPFSi environment.

- Single files can be read and written by clientsudiemeously because of a sophisticated MPFSi rloufemanager.
- A single client can use the Celerra MPFSi systeact®ss multiple file systems, and back-end arrays.
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Figure 2. EMC Celerra MPFSi Architecture
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EMC Celerra MPFSi Components

The following components make up the Celerra MRBf®logy with the Cisco MDS 9000 Family, includihgrdware and client/server
software components:

- EMC Celerra or NSX Gateway running DART NAS code
- Multiple EMC Symmetrix or Clariion back-end storagyeays
- Cisco MDS 9200 or MDS 9500 Series Switches with:
— 4-port IP storage services (IPS) module, 8-portiiRfilule, or multiprotocol services (MPS) line card
- Clients, application servers, or grid servers sigpfiles over the LAN to the Celerra system

- MPFSi agent and iSCSI initiator loaded on eachtlggid node that wants accelerated performance<8Boes not have to be loaded on clients
that want standard NFS file access)

ISCSI ON THE CISCO MDS 9000 PLATFORM

The Cisco MDS 9000 Family of multilayer directordefabric switches provides enterprises with thiétatio build large-scale Fibre Channel
SANSs and extend these SANSs to low and mid-rangeeserCisco MDS 9000 Family directors and switabiésr advanced features such as virtual
SAN (VSAN) and a fabric management tool (the Fabtanager) supporting Role-Based Access Control (RBAnaking these switches an ideal
choice in deploying large-scale solutions. By ugimgiSCSI protocol, enterprises can take advargégthernet and IP technologies to further
extend their storage environments and realize dbesavings derived from storage consolidationhWie Cisco IPS switching module providing
Gigabit Ethernet ports for iSCSI services, enteggican extend the SAN to other low to mid-levelexs with the iSCSI protocol. Customers may
use their existing IP infrastructure along withithe-house IP expertise to consolidate and optnaterprise storage.
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Two key features of the Cisco MDS iSCSI solutioth'tMC Celerra MPFSi are iISCSI Proxy Initiator fidual Router Redundancy
Protocol (VRRP). These features provide simplifie@hagement for large-scale iSCSI implementatiodsradundancy in case of Gigabit
Ethernet port failures.

Simplified Provisioning and Management

Solutions such as Celerra MPFSi have many cliesisssing the same storage, which may cause aagssldists (ACLS) on the storage array

to reach their limit of supported number of hogth the iISCSI Proxy Initiator feature on the Cidd®S 9000 platform, many iSCSI initiators
can now impersonate as a single Fibre Channehiaitto the storage array. This dramatically redube configuration needed on the storage
array itself and simplifies management for storageess. In addition, the Cisco MDS 9000 platform perform iSCSI client authentication and
can define mapping and masking of storage logiodlnumbers (LUNS) to iSCSI clients, creating aditidnal level of security for storage access.
See Figure 3.

Figure 3. iSCSI Simplified Management with Cisco MDS iSCSI Proxy Initiator Feature
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Instead of creating 50 zones for each server atodbg storage Port World Wide Name (PWWN); the$EProxy Initiator feature will
simplify the management. In Figure 3, a single zofihe iISCSI Proxy PWWN and the storage PWWN lighalt is needed for the servers to access
to the storage. Any LUN masking done on the stoeagay will be simplified as well.

Virtual Router Redundancy Protocol

Cisco MDS 9000 Family switches support RFC 2338¢chvkdescribes Virtual Router Redundancy Protoc&®R¥P). VRRP is a feature performed
by the IPS or MPS module, and guarantees highahiliy for iSCSI by providing a redundant altetimatpath. This is done by exposing storage
through a separate physical Gigabit Ethernet iaterbn the same switch or on a different physiedth. In case of a Gigabit Ethernet port failure,
iSCSI sessions will resume across the standby @ig#fernet port. This VRRP feature will only wonkthin the same physical fabric and does not
work across physical fabrics. Figure 4 depictsamefiguration of the iISCSI VRRP feature.

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 4 of 9



Figure 4. Cisco MDS iSCSI VRRP Feature

In case of a failed Gigabit Ethernet link on Ci&¢DS Switch 1, host I/O will be briefly interruptehd will resume once the
Gigabit Ethernet link on Cisco MDS Switch 2 assutinesVRRP primary role and the host re-establis#iseSCSI| session. This minimizes
application downtime.

Advanced Simplified iSCSI Management Through iSCSI Server Load Balancing

With the iSCSI Proxy Initiator feature, consolichgtiservers to a single Gigabit Ethernet port sifigslimanagement. The new iSCSI Server Load
Balancing (iSLB) feature in Cisco MDS 9000 SAN-O&t#are Release 3.0 provides consolidation of Gigathernet ports and further simplifies
configuration. iSLB allows multiple Gigabit Ethetrinterfaces, spanning across different line carddifferent Cisco MDS 9000 switches within
the same physical fabric, to act as a single iS&@&$kt portal. Hundreds or thousands of serverd teebe configured with just one target portal
IP address for iSCSI storage access. The iSLBreatu the Cisco MDS 9000 automatically assigns sacver to a specific Gigabit Ethernet
port. iSLB provides load balancing of iSCSI initieg within a physical fabric as well as redundacagability using VRRP.

iSLB provides load balancing based on the numbaritifitors per Gigabit Ethernet port and not basedhe number of sessions or
the amount of traffic. Each iSCSI initiator is @agsd exactly one Gigabit Ethernet port.
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Figure 5. iSCSI Simplified Management with Cisco MDS iSLB Feature

Instead of grouping a smaller number of serveesdmgle Gigabit Ethernet port IP address, hundoedisousands of servers can be
configured to point to a single iISCSI target polBahddress. This simplifies management on theeseide and also extends the same functionality
as the iSCSI Proxy Initiator feature, which simipfmanagement for storage access to large numbelients. In the example of a single Cisco
MDS 9509 chassis with two 16-port line cards forage access, five 8-port IPS modules for iSLB sscand with a ratio of 25:1 server per
Gigabit Ethernet interface, iSLB can consolidatd aranage up to 1000 servers for the Cisco MDS 9569n Figure 5, iSLB can manage up
to 2000 servers in a single fabric.

CISCO MDS ISCSI AND EMC CELERRA MPFSI SOLUTION

Prior to the introduction of Celerra MPFSi, EMC &eh MPFS had the capability to function with tpétgpath architecture but only allowed
block-level access through Fibre Channel. This jgied for a scalable and high-performance solufidre limiting factor to this solution was the
cost of providing a Fibre Channel host bus adgptBA) for each server and a Fibre Channel portrenSAN switch. As the number of servers
grew to hundreds and then thousands, this solb&aame cost-prohibitive.

With EMC Celerra MPFESi providing the multi-path hitecture and allowing block-level I/O data flowdo through iSCSI, you have a cost-
effective solution that scales to thousands of NAénts. With the Cisco MDS 9000 providing advani®@SI features for redundancy with VRRP
and simplified management with iSCSI Proxy Initrathhe Cisco MDS iSCSI and EMC MPFSi can provideegsrise environments with a scalable
architecture. See Figure 6.

The recommended fan-out ratio per Gigabit Ethepoet ranges from 10 to 50 servers, depending autiitput requirements and the EMC
support matrix. Instead of multiple copies of datsiding on multiple NAS enclosures, this soluggyovides a single copy of the data in a
scalable and high-performance SAN.
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Figure 6. Cisco MDS iSCSI and EMC Celerra MPFSi Solution

This solution provides both server scalability &fiicient storage utilization, compared to other $lAppliance solutions. With
Cisco MDS 9000 being the only platform to providalability and high availability with EMC CelerrafMFSi, iSCSI environments can
now scale from hundreds to thousands of servers.

SUMMARY

With the growth of NAS deployments, managementiabdiity, and efficient use of storage becomes nuiffecult. Together, Cisco MDS iSCSI
and EMC Celerra MPFSi provide a cost-effective sotuthat allows NAS environments to scale, rediheenumber of managed systems, and
increase storage utilization. With EMC Celerra MPBi®viding the multi-path architecture and intgdint functionality to improve performance
in the NAS environment, and Cisco MDS iSCSI prowglthe availability, scalability, and security, N&8vironments now can scale from
hundreds to thousands of clients. The strong parétationship of Cisco Systefhand EMC assures customers of the quality of smistthat Cisco
and EMC customers have come to expect.
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