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B r o c h u r e  

Cisco Data Center Networking Business Continuance Assessment 
 
Business continuity is one of the most important business challenges that an enterprise IT organization must 
ad d ress.  C orporate gov ernance req uirements mand ate transparency in processes and  impose regulatory concerns,  
imposing great accountability on IT organizations to d eliv er systems that are consistent,  resilient,  and  able to q uick ly 
recov er from outages.  The IT organization also must d eliv er infrastructures that maintain continuous av ailability of 
applications.  The und erlying infrastructures must q uick ly recov er from d isasters and  be scalable to accommod ate 
d ynamic grow th on an as-need ed  basis.  These challenges hav e mad e corporate d ata centers crucial IT resources for 
strategic and  competitiv e ad v antage.  Because a single outage can be v ery costly,  IT managers are mak ing significant 
inv estments to help ensure that the netw ork ,  computing,  and  storage infrastructures in their d ata centers hav e 
max imum resiliency built into their d esign.  
Ro b u s t  m an ag em en t  p r ac t i c es  ar e als o  r eq u i r ed  t o  help  en s u r e t hat  I T r es o u r c es  c an  b e m an ag ed  p r o ac t i v ely  t o  b o t h d et ec t  an d  ad d r es s  
p r o b lem s  i n  a p r eem p t i v e f as hi o n . B es t -p r ac t i c es  ar c hi t ec t u r es  allo w  I T m an ag er s  t o  d ep lo y  en v i r o n m en t s  t hat  ar e s i m p ler  t o  m an ag e 
an d  hav e lo w er  t o t al c o s t  o f  o w n er s hi p  ( TC O ) . Thes e ar c hi t ec t u r es  help  en s u r e t hat  u n d er ly i n g  i n f r as t r u c t u r e r es o u r c es  c an  b e o p t i m i z ed ,  
s har ed ,  an d  v i r t u ali z ed  ac r o s s  m u lt i p le u s er  g r o u p s  an d  ap p li c at i o n s . A  c o n s o li d at ed  i n f r as t r u c t u r e b y  n at u r e m ak es  i t  eas i er  f o r  I T 
m an ag er s  t o  i m p lem en t  c o n s i s t en t  b u s i n es s  c o n t i n u an c e an d  d i s as t er  r ec o v er y  p o li c i es  t o  d eli v er  ag r eed -t o  s er v i c e-lev el ag r eem en t s  
( S L A s )  ac r o s s  m u lt i p le u s er  c o m m u n i t i es . B u s i n es s  c o n t i n u an c e p r ac t i c es  m u s t  t hu s  t ak e a c o m p r ehen s i v e ap p r o ac h,  i n c lu d i n g  
n et w o r k  r ed u n d an c y  an d  av ai lab i li t y ,  c o m p u t i n g  r es o u r c es ,  d at a av ai lab i li t y ,  d i s as t er  r ec o v er y ,  an d  ap p li c at i o n  p er f o r m an c e. 

S E R V IC E  O V E R V IE W  
The C i s c o ® D at a C en t er  N et w o r k i n g  ( D C N )  B u s i n es s  C o n t i n u an c e A s s es s m en t  an aly z es  t he c u s t o m er ’ s  v ar i o u s  I T s er v i c es  t o  i d en t i f y  
an y  s p ec i f i c  r i s k s  an d  r elat ed  d ep en d en c i es  t hat  c o u ld  af f ec t  t he I T o r g an i z at i o n ’ s  ab i li t y  t o  s u p p o r t  b u s i n es s  ap p li c at i o n  r eq u i r em en t s  
an d  o b j ec t i v es . The as s es s m en t  d o c u m en t s  t he i n i t i al f i n d i n g s  an d  o u t li n es  r em ed i at i o n  r ec o m m en d at i o n s  t o  i m p r o v e r es i li en c y  i n  t he d at a 
c en t er  i n f r as t r u c t u r e. The as s es s m en t  p r o v i d es  a m o r e lo n g -t er m  d i s as t er  r ec o v er y  b lu ep r i n t  an d  p r es en t s  t he n ex t  s t ep s  i n  t hi s  ev o lu t i o n . 

L E A D IN G  C IS C O  BU S IN E S S  C O N TIN U ITY  E X P E R TIS E  
C i s c o  d at a c en t er  c o n s u lt an t s  an d  en g i n eer s  hav e d i r ec t  ex p er i en c e i n  all p has es  o f  t he p lan n i n g ,  d es i g n ,  i m p lem en t at i o n ,  o p er at i o n ,  an d  
o p t i m i z at i o n  o f  t he c r u c i al d at a c en t er  i n f r as t r u c t u r e o f  lar g e en t er p r i s es . They  ho ld  s ev er al i n d u s t r y  c er t i f i c at i o n s  an d  hav e a b r o ad  r an g e 
o f  ex p er i en c e i n  help i n g  r u n  n et w o r k  o p er at i o n s  f o r  m an y  g lo b al F o r t u n e 5 0 0  c o m p an i es . The as s es s m en t  c o v er s  t o p i c s  s u c h as  d at a c en t er  
i n f r as t r u c t u r e,  d at a c en t er  s ec u r i t y ,  o p er at i o n s  an d  o r g an i z at i o n ,  an d  I T s er v i c es . 
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Tab le 1  s u m m ar i z es  t he t o p i c s  an d  p o t en t i al b en ef i t s  o f  t he C i s c o  D C N  B u s i n es s  S er v i c es  C o n t i n u an c e A s s es s m en t . 

T a b l e  1 .  Assessment Topics and Benefits 
Cisco DCN Business Services Continuance Assessment Topics P otential  Benef its 
Data center inf rastructure 
● D at a c e n t e r  f ac i l i t i e s  
● L A N ,  m e t r o p o l i t an -ar e a n e t w o r k  ( M A N ) ,  an d  W A N  ac c e s s  
● D at a c e n t e r  n e t w o r k  d e s i g n  
● I n t e r –d at a c e n t e r  c o n n e c t i v i t y  
● S i t e  s e l e c t i o n ,  l o ad  b al an c i n g ,  an d  c o n t e n t  c ac h i n g  
● N e t w o r k e d  s t o r ag e  d e s i g n  
◦ S t o r ag e  ar e a n e t w o r k  ( S A N ) ,  F I C O N ,  n e t w o r k  at t ac h e d  s t o r ag e  
( N A S ) ,  S m al l  C o m p u t e r  S y s t e m  I n t e r f ac e  o v e r  I P  ( i S C S I ) ,  an d  
I P  S A N  

● S A N  and N AS  intel l ig ent ser v ices 
◦ S t o r ag e  v ir tu al iz ation and S AN Tap 

● S e r v e r -t o -s e r v e r  v i r t u al i z at i o n  
● C i s c o  W i d e  A r e a A p p l i c at i o n  S e r v i c e s  ( W A A S )  
● I n t e l l i g e n t  n e t w o r k  s e r v i c e s  
● V P N  r e m o t e  ac c e s s  

● I d e n t i f y  r i s k s  an d  p o t e n t i al  r e s i l i e n c y  b o t t l e n e c k s  i n  t h e  d at a c e n t e r  
i n f r as t r u c t u r e .  

● R e c o mmend r emediation to ach iev e th e fol l ow ing :  
◦ I m p r o v e  t h e  av ai l ab i l i t y  o f  d at a c e n t e r  r e s o u r c e s .  
◦ I n c r e as e  t h e  av ai l ab i l i t y  o f  t h e  n e t w o r k  i n f r as t r u c t u r e .  
◦ I n c r e as e  t h e  av ai l ab i l i t y  o f  t h e  s t o r ag e  i n f r as t r u c t u r e .  
◦ I n c r e as e  t h e  g e n e r al  av ai l ab i l i t y  o f  e s s e n t i al  b u s i n e s s  ap p l i c at i o n s .  
◦ I m p r o v e  t h e  r e s i l i e n c y  o f  t h e  d at a c e n t e r  n e t w o r k  i n f r as t r u c t u r e .  
◦ I m p r o v e  r e m o t e  ac c e s s .  

Data center security  
● Wo r m  p r o t e c t i o n ,  d e n i al -o f -s e r v i c e  ( D o S )  at t ac k  p r e v e n t i o n ,  an d  
i n t r u s i o n  d e t e c t i o n  an d  p r e v e n t i o n  

● A n o m al y  d e t e c t i o n  an d  e v e n t  c o r r e l at i o n  
● U s e r  ac c e s s  t o  d at a 
● I n t e r n al  an d  e x t e r n al  n e t w o r k  s e c u r i t y  
● S A N  and N AS  secu r ity  

● I mpr ov e s y s t e m  an d  d at a p r o t e c t i o n .  
● I n c r e as e  d at a i n t e g r i t y .  
● P r o ac t i v e l y  e n h an c e  d at a c e n t e r  s e c u r i t y .  

O perations and  org aniz ation 
● A p p l i c at i o n  an d  i n f r as t r u c t u r e  m o n i t o r i n g  p r o c e s s e s  
● C ap ac i t y  m an ag e m e n t  
● C h an g e  m an ag e m e n t  
● R e l e as e  m an ag e m e n t  ( s o f t w ar e  an d  C i s c o  I O S ® S o f t w ar e u pg r ades)  

● R edu ce t h e  n e e d  f o r  i n c i d e n t  an d  p r o b l e m  r e s o l u t i o n .  
● P r o ac t i v e l y  m an ag e  i n f r as t r u c t u r e  r e s o u r c e s .  
● A v o i d  o u t ag e s  c au s e d  b y  u n m an ag e d  c h an g e s .  
● M i n i m i z e  r i s k s  d u r i n g  u p g r ad e s .  
● C e n t r al i z e  c o n f i g u r at i o n  m an ag e m e n t .  
● I d e n t i f y  t e c h n i c al  s t af f  g ap s .  

I T services 
● E s s e n t i al  b u s i n e s s  p r o c e s s  an d  ap p l i c at i o n s  
● E s sential  I T ser v ices,  su ch  as th e fol l ow ing :  
◦ We b  s e r v i c e s  
◦ E x t e n s i b l e  M ar k u p  L an g u ag e  ( X M L )  s e r v i c e s  
◦ P o r t al s  
◦ D at a c e n t e r  c e n t r al i z e d  ap p l i c at i o n  
◦ F i l e  s e r v i c e s  an d  N A S  
◦ I P  s e r v i c e s  ( D o m ai n  N am e  S y s t e m  [ D N S ] ,  N e t w o r k  T i m e  P r o t o c o l  
[ N T P ] ,  D y n am i c  H o s t  C o n f i g u r at i o n  P r o t o c o l  [ D H C P ] ,  R A D I U S ,  
R A D I U S  D ata P r ox y  [ R D P ] ,  and C itr ix  ser v ices)  

● U n d e r s t an d  b u s i n e s s  r i s k  an d  r e q u i r e m e n t s  f o r  e s s e n t i al  I T  s e r v i c e s .  
● I m p r o v e  I T  s e r v i c e s  i n v e n t o r y .  
● I m p r o v e  u n d e r s t an d i n g  o f  t h e  i n f r as t r u c t u r e  an d  I T  s e r v i c e  
d e p e n d e n c i e s .  
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A S S E S S M E N T D E L IV E R Y  P R O C E S S  
The C i s c o  D C N  B u s i n es s  C o n t i n u an c e A s s es s m en t  i s  d eli v er ed  i n  a s t r u c t u r ed  p r o c es s  t hat  c o n s i s t s  o f  t he f o llo w i n g  p has es :  
1 . High-l e v e l  r e q u ir e m e n t s  c o l l e c t io n —C i s c o  s en d s  t he c u s t o m er  a q u es t i o n n ai r e t o  c o llec t  d at a t o  u n d er s t an d  t he b u s i n es s  

p r o c es s  r eq u i r em en t s  an d  g o als  o f  t he d at a c en t er . 
2 . B u s in e s s  c o n t in u a n c e  w o r k s ho p s —C i s c o  c o n d u c t s  s ev er al w o r k s ho p s  an d  i n t er v i ew s  w i t h t he c u s t o m er . 

● B u s in e s s  p r o c e s s e s  in t e r v ie w s  a n d  d is c u s s io n s —Thi s  m eet i n g  allo w s  t he c u s t o m er  t o  c o m m u n i c at e t he c r u c i al b u s i n es s  
p r o c es s es  an d  g o als . 
◦ W ho  i s  r es p o n s i b le f o r  t he b u s i n es s  c o n t i n u i t y  p r o g r am  an d  w hat  i s  t he o r g an i z at i o n  s t r u c t u r e?  
◦ W hat  ar e t he es s en t i al b u s i n es s  p r o c es s es ?  
◦ W hat  ar e t he s er v i c e lev el g o als  f o r  t hes e b u s i n es s  p r o c es s es  ?  

● B u s in e s s  a p p l ic a t io n  in t e r v ie w s  a n d  d is c u s s io n s —Thi s  m eet i n g  help s  t he c u s t o m er  u n d er s t an d  t he as s o c i at i o n  b et w een  
c r u c i al b u s i n es s  p r o c es s es  an d  b u s i n es s  ap p li c at i o n s . 
◦ W hat  i s  t he as s o c i at i o n  o f  b u s i n es s  p r o c es s es  t o  b u s i n es s  ap p li c at i o n s  an d  w hat  ar e t he d ep en d en c i es ?  
◦ W ho  i s  r es p o n s i b le f o r  t hes e b u s i n es s  ap p li c at i o n s  an d  w hat  i s  t he o r g an i z at i o n  s t r u c t u r e?  
◦ W hat  ar e t he s er v i c e lev el g o als  f o r  t hes e b u s i n es s  ap p li c at i o n s ?  

● I T  o r ga n iz a t io n  a n d  I T  s e r v ic e s  d e t a il e d  in v e s t iga t io n —Thi s  m eet i n g  allo w s  t he c u s t o m er  t o  f u r t her  d et ai l t he I T 
o r g an i z at i o n  an d  ho w  t he I T s er v i c es  m ap  t o  t he b u s i n es s  ap p li c at i o n s . H er e t he c u s t o m er  d ef i n es  w hi c h I T s er v i c es  w i ll 
c o n t i n u e t o  t he f o llo w i n g  p has es . 
◦ W hat  i s  t he as s o c i at i o n  o f  b u s i n es s  ap p li c at i o n s  t o  I T s er v i c es  an d  w hat  ar e t he d ep en d en c i es ?  
◦ W ho  i s  r es p o n s i b le f o r  t hes e I T s er v i c es  an d  w hat  i s  t he o r g an i z at i o n  s t r u c t u r e?  
◦ W hat  ar e t he s er v i c e lev el g o als  f o r  t hes e I T s er v i c es ?  

● I n f r a s t r u c t u r e  d e t a il e d  in v e n t o r y  a n d  a n a l y s is —B y  i n t er v i ew i n g  t he m an ag er  r es p o n s i b le f o r  I T s er v i c es ,  t he as s et s  t hat  
c o m p r i s e t he I T s er v i c es  ar e i d en t i f i ed . The c u s t o m er  i s  as k ed  t o  p r o v i d e all r eq u i r ed  i n f o r m at i o n  ( har d w ar e,  s o f t w ar e,  d es i g n s ,  
c o n f i g u r at i o n  r ep o r t s ,  d i s as t er  r ec o v er y  p lan s ,  et c .)  t hat  i s  c o n c er n ed  w i t h I T s er v i c e. 
◦ W hat  i s  t he as s o c i at i o n  o f  I T s er v i c es  t o  t he d at a c en t er  i n f r as t r u c t u r e an d  w hat  ar e t he d ep en d en c i es ?  
◦ W ho  i s  r es p o n s i b le f o r  t hes e i n f r as t r u c t u r e c o m p o n en t s ?  
◦ W hat  ar e t he s er v i c e lev el g o als  f o r  t hes e i n f r as t r u c t u r e c o m p o n en t s ?  

3 . A n a l y s is —C i s c o  an aly z es  r i s k s  an d  d ev elo p s  a d i s as t er  r ec o v er y  p lan . 
● R is k  a n a l y s is —The p o s s i b le r i s k s  as s o c i at ed  w i t h t he as s et s  t hat  m ak e u p  t he I T s er v i c e ar e i d en t i f i ed . E ac h I T s er v i c e an d  i t s  

as s et s  ar e an aly z ed  t o  u n d er s t an d  w eak n es s es  r elat ed  t o  hi g h av ai lab i li t y ,  r ed u n d an c y ,  hu m an  er r o r ,  p r o c es s es ,  s ec u r i t y  r i s k s ,  an d  
ex p o s u r e t o  m an -m ad e an d  n at u r al d i s as t er s . 

● I T  s e r v ic e s  im p a c t  a n a l y s is  ( I T S I A ) —The I TS I A  lo o k s  at  t he ex p o s ed  r i s k s  i d en t i f i ed  i n  t he r i s k  an aly s i s  an d  t hei r  p o t en t i al 
ef f ec t s  o n  t he I T s er v i c e. H er e t hes e ef f ec t s  ar e c o r r elat ed  w i t h t he ex p ec t ed  d i s as t er  r ec o v er y  o b j ec t i v es  s et  o u t  b y  t he c u s t o m er  i n  
t he p r ev i o u s  p has es . I f  n o  d i s as t er  r ec o v er y  o b j ec t i v e has  b een  s p ec i f i ed ,  t hen  t he ef f ec t s  ar e r ec o r d ed  an d  d i s c u s s ed  w i t h t he 
c u s t o m er  an d  r ep o r t ed  i n  t he d i s as t er  r ec o v er y  p lan . 

● D is a s t e r  r e c o v e r y  p l a n —Thi s  p lan  m ak es  r em ed i at i o n  r ec o m m en d at i o n s  an d  s u g g es t i o n s  t o  help  t he c u s t o m er  d ev elo p  a d i s as t er  
r ec o v er y  s t r at eg y  an d  v i s i o n . The c u s t o m er  t hen  has  t he o p t i o n  o f  en g ag i n g  C i s c o  t o  i m p lem en t  t he r em ed i at i o n  p lan . 
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4 . C o m p l e t io n  o f  t he  r e p o r t —The C i s c o  D C N  B u s i n es s  C o n t i n u an c e A s s es s m en t  r ep o r t  has  t he f o llo w i n g  s t r u c t u r e:  
● I . E x ec u t i v e S u m m ar y  
● I I .  C u r r en t  S t at u s  o f  I T S er v i c es  an d  I T O r g an i z at i o n  
● I I I . S p ec i f i c  C u s t o m er  Req u i r em en t s  an d  I d en t i f i ed  Ri s k s  
● I V . A s s es s m en t  F i n d i n g s  an d  I T S er v i c es  I m p ac t  A n aly s i s  
● V . N ew  D i s as t er  Rec o v er y  P lan  an d  D C N  A r c hi t ec t u r e P r o p o s al 
● V I . C o n c lu s i o n s  

5 . R e v ie w  a n d  f in a l  p r e s e n t a t io n —The C i s c o  D C N  B u s i n es s  C o n t i n u an c e A s s es s m en t  r ep o r t  i s  r ev i ew ed  w i t h t he 
c u s t o m er ’ s  I T t eam  an d  t hen  p r es en t ed  t o  t he c u s t o m er ’ s  m an ag em en t . 

A V A IL A BIL ITY  
The C i s c o  D C N  B u s i n es s  C o n t i n u an c e A s s es s m en t  i s  av ai lab le i n  all Theat er s . 

S U M M A R Y  
The C i s c o  D C N  B u s i n es s  C o n t i n u an c e A s s es s m en t  u s e C i s c o  A d v an c ed  S er v i c es  ex p er t i s e i n  d at a c en t er  ar c hi t ec t u r e t o  i d en t i f y  an d  
r ec o m m en d  r em ed i at i o n  ac t i v i t i es  t hat  s u p p o r t  t he c u s t o m er ’ s  s er v i c e-lev el,  av ai lab i li t y ,  r eli ab i li t y ,  an d  d i s as t er  r ec o v er y  c ap ab i li t i es . 

O R D E R IN G  
The C i s c o  D C N  B u s i n es s  C o n t i n u an c e A s s es s m en t  i s  a c u s t o m  s er v i c e o f f er i n g  an d  i s  o r d er ed  t hr o u g h a s t at em en t  o f  w o r k  an d  p u r c has e 
o r d er . 

F O R  M O R E  IN F O R M A TIO N  
F o r  m o r e i n f o r m at i o n  ab o u t  t he C i s c o  D C N  B u s i n es s  C o n t i n u an c e A s s es s m en t  o r  C i s c o  A d v an c ed  S er v i c es ,  c o n t ac t  y o u r  C i s c o  S y s t em s ® 
r ep r es en t at i v e. 
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