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Cisco Remote Management Services
Advanced Performance Monitoring

Service Overview

Cisco® Advanced Performance Monitoring (APM) augments Cisco Remote Management
Services by providing a means to baseline and monitor the performance of business-
critical applications across your network. This service provides end-to-end, service-level
agreement (SLA) monitoring of application response time, fault isolation, and reporting
and gives critical visibility into application packets as they flow through your network to
and from the data center. APM measures application round-trip time, server response
time, and data transfer time and identifies the applications that are using network
bandwidth and how much they are using. Data can be provided for nearly any circuit—
whether physical or virtual—in your network.

Features and Benefits

Cisco APM monitors your critical application services, as illustrated in Figure 1. It provides:

o Visibility into application performance
e Unintrusive monitoring of front-end and back-tier applications
o Early warning of degraded performance before large-scale effects to end users occur

¢ Incident analysis showing where the problem lies and what users are affected

Figure 1 Sample Report: Application Scorecard
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Cisco APM provides visibility into network segments, including:

o Detailed bandwidth usage information (Figure 2)
o Data for virtually any circuit in the network
¢ Insight into which applications and users are consuming network resources

« In-depth understanding of quality of service (QoS) utilization of queues and application
mappings

o Detailed before-and-after analysis of the effects of IT initiatives and projects

Figure 2 Sample Report: Bandwidth Usage
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Figure 3 shows a sample WAN optimization report.

Figure 3 Sample Report: WAN Optimization
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Service Specifications

Cisco Advanced Performance Monitoring provides a flexible suite of services for your data center.
You can combine APM services to create a customized solution that meets the needs of your
environment. With APM, you get not only the monitoring platform and reporting capabilities needed
to understand end-to-end performance but also a comprehensive set of services for managing the
platform itself.
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Cisco APM allows customers to realize all the benefits of a world-class performance monitoring
platform without dedicating valuable IT resources to manage and maintain the equipment. APM
helps you minimize the investment and staffing required to manage and maintain your networks.

Performance Profile and Monitoring
Cisco APM provides an agentless system using round-trip and latency values by application type.
To establish a performance baseline, performance of the following infrastructure assets is
measured:

e Client networks

e Servers

o Applications

Fault Isolation
Cisco APM automatically identifies network, server, and application performance problems and
triggers investigations to find the cause and to provide analysis. When a performance issue is
detected, the following processes are triggered:

e Auto-launch of trace route to identify the slowest hop in the data path

¢ Auto-polling of the network devices along the path

¢ Auto-polling of the affected server(s) for top processes, CPU utilization, memory usage, disk
usage, and interface statistics

e Active testing of server and applications
e Auto-launch of application port connect to verify service availability

o Automatic collection of packet trace filtered for the affected applications and servers

e Export of the trace report
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Cisco APM Service Levels

In addition to the basic Standard Service package, Cisco APM also offers an Elective Service
package. Table 1 summarizes what is included in Cisco APM Standard Service and the additional
elements available with Elective Service.

Table 1. Elements of Cisco APM Standard Service and Elective Service
APM Service Elements Standard Elective
Service Service
Onsite installation and configuration of equipment. v

Passive monitoring period with formal review of
baselines, analysis of reports, and list of initial
recommendations.

v
24-hour performance monitoring. v
v

Real-time notification of performance threshold
violations with link to view auto-generated reports and
investigation results.

Customer-defined severity levels for Incident
notification (receive only the alerts you want on a day-
to-day basis).

Regular monthly meetings to review incidents,
trending, and overall recommendations for improved
performance.

Managed service providing incident, problem, and
release management for the monitoring platform.
Move, add, change, and delete (MACD) activities v
related to monitoring platform configuration.
Cisco subject matter experts (SMEs) available
Monday through Friday, 7a.m.—7 p.m. Central Time, v
to interpret report/incident data on a customer-initiated
basis.

AN

Additional Application Visibility and Management Services

For customers who want a deep understanding of what is happening inside of a single, distributed,
transactional application, Cisco also offers a variety of approaches to discover, monitor, and
analyze the performance and health of the network. Organizations can choose from the following
services:

¢ An application visibility assessment

¢ An application visibility workshop along with a three-month pilot implementation of the Cisco
Application Visibility and Management (AVM) solution for an application at the client’s site

¢ A production implementation of Cisco’s AVM solution and/or a deployment of the Cisco
Application Optimization Managed Service

For more information about Cisco Application Visibility and Management Services, visit
www.cisco.com/en/US/products/ps9851/serv_group home.html.
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Why Cisco Data Center Services

Today, the data center is a strategic asset in a world that demands better integration among
people, information, and ideas. Your business and your data center work better when technology
products and services are aligned with your business needs and opportunities. Using a unique
network-based perspective and a unified view of data center assets, Cisco and our industry-leading
partners deliver services that accelerate the transformation of your data center. Cisco takes an
architectural approach to help you efficiently integrate and manage data center resources. Cisco
Data Center Services help you reduce costs, deliver high availability and application performance,
and better meet your service-level agreements.

About Cisco Remote Operations Services

Cisco Remote Operation Services (ROS) is an organizational unit of Cisco. Cisco ROS delivers a
suite of services designed to proactively manage, monitor, and protect complex networks and
advanced technologies remotely, based on an Information Technology Infrastructure Library (ITIL®)
operations model. Cisco ROS anticipates, identifies, and resolves issues with greater accuracy and
efficiency and in a more cost-effective manner than most customers typically achieve on their own.
Cisco ROS helps customers to quickly realize the business objectives of deploying Cisco advanced
technologies, without the usual IT staff complexities or disruption to network performance that a
customer might expect with such an implementation.

Availability and Ordering

Cisco Advanced Performance Monitoring services are available globally. Service delivery details
might vary by region.

For more information about this and other Cisco Remote Management Services, visit
www.cisco.com/go/rms or contact your local account representative.
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