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Protocol monitoring on WCCP events:

- Service loss

- Cache loss

- No memory

- No socket

- SBADD fail

- SBCREATE fail

Performance monitoring:
At network interface level
Performance thresholds

Reporting:
Set of common reports for all devices
Historical reports
Custom dashboard view of performance data

Incident Management, Problem Management, and Service Level Management features include:
» Incident detection, recording, analysis, and notification

« Ticket generation and remediation recording in a knowledge base

» Performance threshold notifications for early warning of pending problems

* Engineering support: diagnose and resolve incidents and problems and restore service

» Performance and ticket trending analysis: identification, root cause analysis, resolution

» Web portal for access to tickets, availability, and performance statistics

» Standard reports for performance and availability

Standard Reports

A standard report package provides key information for the foundation and data center devices in
your network. Reports include:

» Top 10 utilization exception report

» Top 10 interface errors exception report

* Element Availability Summary

» Cisco Catalyst® Backplane Bandwidth Utilization
» Cisco CPU Memory Usage

« Cisco Sensor

* Device ICMP

* Device IP Statistics

* Interface Volume Health

* Interface Error Discards

» Interface Throughput Utilization

* Frame Relay Throughput or Errors

* Interface LAN Errors

* Interface Multicast

e Interface DS1 and DS3

* Device ICMP

Application Networking Remote Management Service will also include a designated customer
relationship manager, who serves as your primary business interface and escalation resource to
Cisco. Your CRM will conduct operational audits and schedule monthly, quarterly, and annual
reviews with you to discuss performance trends, identify remediation, and develop plans to make
sure the service continues to meet your requirements.
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Elective Service

Elective Service goes beyond basic monitoring and management to provide you with flexible
options to address specific needs and help ensure optimal performance of your Application
Networking Solutions infrastructure. Elective Service is a usage-based block of engineering hours
that are used for customer-requested activities and changes to your environment. These sched-
uled, requested services range from routine move, add, changes, and deletes (MACDs) to proac-
tive assistance with capacity planning and application configuration.

Elective Service engineering hours may be used for the following:

» Cisco application software upgrades for feature enhancements

» Configuration changes to Cisco software and devices

* Move, add, change, or delete any component of a managed device or application
» Configuration Manager changes

» Provisioning applications and interfaces

» Patches to the Cisco applications and devices

Remote Management Services Solutions

Table 2 highlights common challenges facing today’s data centers, along with Cisco products that
are designed to provide resolution to the problem, and Cisco Remote Management Services that

help you monitor and manage your Application Networking environment.

Table 2 Cisco Product and Remote Management Services Solutions

Customer Problem

Cisco Product

Services Solution

“I have slow application response in branch
and remote offices.”

Application performance to remote
sites

“We are having trouble accommodating
user access to servers during peak traffic
times in the network.”

Server availability under peak loads

“A loss of connectivity to one of our data
centers is costing us thousands of dollars in
lost revenue for each hour we are out of
service.”

Data center availability

WAAS: Application acceleration and WAN
optimization solution for branch and remote
offices. Allows you to deploy centralized
applications and consolidate branch servers
and storage into data centers, while offering
higher performance.

ACE: Highly scalable Layer 4 load balancing
and Layer 7 content switching helps ensure
business continuity and the best service to
end users.

GSS: Cisco ACE Global Site Selector
provides intelligent failover between data

centers and helps ensure business continuity.

Application Networking Remote
Management Service - WAAS

Monitors all physical and logical WAAS
elements.

Sets thresholds on performance of WAAS
appliances or modules and all routers and
switches configured for WCCP.

Monitor and remediate alerts on WAAS-
specific application criteria.

Application Networking Remote
Management Service- ACE

Monitors all physical and logical ACE
elements.

Sets thresholds on performance of ACE
appliances or modules and switches.

Monitor and remediate alerts on ACE device
and any virtual IP state changes.

Application Networking Remote
Management Service - GSS

Monitors all physical and logical GSS
elements.

Set thresholds and faults on performance data
between the remote peer events and monitor
DNS alarms.

Monitor and remediate all GSS keep alives or
core crash faults.
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Supported Products

Cisco Data Center Remote Management Services are available for all of the primary Cisco Application
Delivery Services devices and applications, as well as the supporting foundation infrastructure.
Application Delivery Services:

» Cisco Wide Area Application Services (WAAS)

» Cisco Wide Area Application Services (WAAS) Mobile Server

» Cisco Application Content and Networking System (ACNS)

» Cisco Application Control Engine (ACE)

» Cisco ACE (Application Control Engine) XML Gateway

» Cisco Global Site Selector (GSS)

» Cisco Content Services Switch (CSS)

Foundation Infrastructure:

» Cisco Integrated Services Routers

» Cisco Catalyst 6500 Series high-performance switches
» Cisco 7600 Series Routers

» Cisco Aggregation Services Routers (ASR) 1000 Series

! Additional foundation devices are supported under the Cisco Foundation Remote Management Services.

Benefits of Cisco Application Networking Remote Management Services

Consistent services based on proven methodologies, tools, and talent:

« Industry-recognized, ITIL® based processes

» Cisco’s world renowned technical talent

» Deep domain expertise on Application Networking Solutions technologies

« Best-in-class tools for monitoring and managing Application Networking Solutions environments

Assure operational readiness of your Application Networking Solutions environment by proactively
monitoring your systems, assessing availability trends, and defining remediation plans.

Complement internal skills and achieve operational efficiencies by leaving the work of monitoring,
remediating, configuring, and integrating Application Networking Solutions components to Cisco
experts.

Lower total cost of ownership through reduced operating expenses by improving the efficiency of
your network and the staff supporting it.

Why Cisco Data Center Services

Today, the data center is a strategic asset in a world that demands better integration among
people, information, and ideas. Your business and your data center work better when technology
products and services are aligned with your business needs and opportunities. Using a unique
network-based perspective and a unified view of data center assets, Cisco and our industry-leading
partners deliver services that accelerate the transformation of your data center. Cisco takes an
architectural approach to help you efficiently integrate and manage data center resources. Cisco
Data Center Services help you reduce costs, deliver high availability and application performance,
and better meet your service level agreements.
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About Cisco Remote Operations Services

Cisco Remote Operation Services (ROS) is an organizational unit of Cisco. Cisco ROS delivers a
suite of services designed to proactively manage, monitor, and protect complex networks and
advanced technologies remotely, based on an ITIL® operations model. Cisco ROS anticipates,
identifies, and resolves issues with greater accuracy and efficiency and in a more cost-effective
manner than most customers typically achieve on their own. Cisco ROS helps customers to quickly
realize the business objectives of deploying Cisco advanced technologies, without the usual IT staff
complexities or disruption to network performance that a customer might expect with such an
implementation.

Availability and Ordering

Cisco Remote Management Services are available globally. Service delivery details might vary by
region.

For More Information

For more information about this and other Cisco Remote Operations Services, visit
www.cisco.com/go/rms or contact your local account representative.
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