Service Overview

Cisco IT GRC Security Assessment Service

Approach Security as a Business Process Through Your
Governance, Risk, and Compliance Program

Challenge

IT governance, risk management, and compliance (IT GRC) programs are
often separated by department or regulation type within organizations.
This can create many problems, including unidentified risks,
redundancies, and higher costs, requiring more resources, time, and effort

to achieve a secure IT environment that meets regulatory compliance

Enable Business Solutions . . . .

i requirements. Moreover, while business processes and business process
The borderless network brings . ) ) o )
routing, switching, security, and improvements are common practices in most organizations, this approach
wireless technologies together to is often missing in the area of security.
enable employees, customers, and
partners to access mission-critical
applications with any device from
anywhere, anytime B securely,
reliably, transparently.

Solution

What if you could save resources, time, money, and effort Dand run an

efficient and effective IT GRC program at the same time? What if you
Each Cisco business solution solves

specific business problems. Cisco i
and partners can help you adapt security like a business process? The Cisco IT GRC Security
solutions to your unigue business
requirements. Services help you
quickly and cost-effectively integrate
these new technologies and

could help your executive board make strategic decisions by treating

Assessment Service can help you accomplish those goals.

The Cisco IT GRC Security Assessment Service helps you approach

applications across your network. security as a business process. We work with you to understand the
Learn more at security processes in place and how they are governed, then help you
www.cisco.com/go/services/borderless. establish metrics so that you can evaluate how effective those processes

are. This helps you to identify risks and analyze the business effects of
those risks.

The Cisco IT GRC Security Assessment Service includes the following three activities:

! Security management program analysis
! Operational security process analysis

! Operational and technical controls analysis

Security Management Program Analysis

Evaluate the Efficiency and Maturity of Your Security Management Program

The security management program analysis phase of the IT GRC Security Assessment Service examines how well
your security management program is currently governed. Modeled after ISO 27001 and 27002 standards, we review
how well the security management program works in your organization. This activity includes reviewing policies,
observing processes, and interviewing your staff to determine the effectiveness of your security management
program structure.

© 2010 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 3




Service Overview

]

Operational Security Process Analysis

Identify Business Process Improvement Opportunities

The operational security process analysis phase examines existing security processes in order to identify business
process improvement opportunities. Common security process such as monitoring, patch management, and change
control represent areas where efficiencies and improvements can be identified and prioritized. Defining a step-by-step
process reveals opportunities for time, resource, and cost savings. These efficiency and improvement opportunities
allow security to be discussed as a business process with other company stakeholders.

Operational and Technical Controls Analysis

Analyze Effectiveness of Operational and Technica | Controls

The operational and technical controls analysis phase evaluates risk based on empirical operational data and
technical assessments, including the Cisco Security Posture Assessment and the Cisco Security Architecture
Assessment. This phase assesses the effectiveness of the controls that are currently in place and aligns them with
the findings from the security management program analysis and the operational security process analysis phases.

Getting Started

If you would like to explore the current GRC efforts that are under way in your organization, strategize with
other departments and teams, and begin to identify areas to improve collaboration and efficiencies for your
GRC program, the five-day IT GRC Security Strategy Planning Service can provide the process and facilitation
to make this happen. This interactive service can help you build consensus around improving the governance,
risk, and compliance initiatives throughout your organization. The IT GRC Security Strategy and Planning
Service is an excellent starting place that sets the stage for the deeper program, process, and controls analysis
provided by the IT GRC Security Assessment Service.

Benefits

The Cisco IT GRC Security Assessment Service and the IT GRC Security Strategy Planning Service can help you to
review and analyze security as a business process within your organization, enabling you to have enhanced
conversations with your executive leadership in a language they understand.

These services help you to treat security as a business process by helping you to:

! Evaluate your borderless security management program
! ldentify business process improvement opportunities

! Analyze the effectiveness of your operational and technical controls

Why Cisco Services

Today, the network is a strategic platform in a world that demands better integration among people, information,
and ideas. The borderless network brings routing, switching, security, and wireless technologies together to
enable employees, customers, and partners to access mission-critical applications with any device from
anywhere, any time b securely, reliably, transparently. Whether you need to reduce energy costs, achieve
regulatory compliance, or enhance your media-rich experience, services from Cisco and our partners can help
you do it better.

Learn more at www.cisco.com/go/services.

Availability and Ordering

Cisco Services are available globally from Cisco and our partners. Service delivery details might vary by region.
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