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DATA SHEET 

SECURING CISCO NETWORK DEVICES 
 

This five-day, entry-level network security course (SND) is offered as a prerequisite to the Cisco® Qualified Specialist 

curriculum. SND provides an opportunity to learn about a broad range of the components embedded in the SAFE 

blueprint from Cisco Systems®. Students will recognize threats and vulnerabilities to networks and learn how to 

implement basic mitigation measures. The course provides an introduction to the Cisco products and solutions that 

form the basis of the Cisco security portfolio. Students will be able to perform basic tasks to secure network devices 

at Layers 2 and 3 using a command-line interface (CLI) and Web-based GUIs. Devices include routers, switches, 

access control servers, intrusion prevention system (IPS) sensors, and VPN concentrators. 

DURATION 

Five Days 

OBJECTIVES 

Upon completion of this course, students will be able to perform the following tasks:  

• Identify components and functions of the following Cisco PIX® models: Cisco PIX 501, 525, and 535 security appliances 
• Describe the SAFE blueprint, Cisco security portfolio, and Cisco VPN management suite  
• Configure Layer 2 and 3 devices on the network perimeter with the Cisco Catalyst® OS and Cisco IOS® Software security features  
• Secure a network with the Cisco PIX Security Appliance  
• Provide security connectivity to a network with IP Security (IPSec) VPN technology  
• Secure networks with host-based and network-based IPSs 
• Complete basic network security configuration and administrative tasks using Cisco Secure Access Control Server (ACS) for Windows 

Server  
• Manage network security with CiscoWorks VPN/Security Management Solution (VMS)  

TARGET AUDIENCE  

Network professionals who require the basic knowledge and skills needed to deploy Cisco security solutions, including VPN, intrusion 
detection system (IDS) sensors, and Cisco PIX firewalls.  

PREREQUISITES 

CCNA® equivalent experience as taught in the Interconnecting Cisco Network Devices (ICND) course. Skills include the following: 

• From the CLI, configure a Cisco IOS Software router and switch, to include navigating, interfaces, VLANs, routing, and so forth 
• Configure and enable static and dynamic routing, including Routing Information Protocol (RIP) and Enhanced Interior Gateway Routing 

Protocol (EIGRP) on a Cisco IOS Software router 
• Troubleshoot a Cisco IOS Software device using the appropriate show and debug commands 
• Configure standard and extended access lists to manage traffic access 

COURSE OUTLINE 

• Securing a Network with the SAFE Blueprint 
• Securing the Perimeter 
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• Cisco Security Appliances 
• Building IPSec VPNs 
• Securing Networks with Host-Based and Network-Based IPSs 
• Securing Access with Cisco Secure ACS 
• Managing Network Security 

LAB OUTLINE 

• Lab 1-1: Discovering Network Vulnerabilities and Threats 
• Lab 2-1: Configuring Basic Cisco Router Security with Passwords 
• Lab 2-2: Disabling Unused Cisco Router Network Services and Interfaces 
• Lab 2-3: Securing a Cisco Peripheral Router with Access Lists 
• Lab 2-4: Securing Cisco Routers Using Syslog and Autosecure 
• Lab 2-5: Configuring Basic Cisco Router Authentication 
• Lab 3-1: Configuring a Cisco PIX Security Appliance from the Command-Line Interface 
• Lab 3-2: Configuring the Cisco PIX Security Appliance with the Cisco PIX Device Manager 
• Lab 4-1: Configuring a Cisco VPN 3000 Series Concentrator for Remote Access 
• Lab 4-2: Configuring the Cisco VPN 3000 Series Concentrator Using the Cisco VPN Software Client for Windows 
• Lab 5-1: Configuring the Cisco IPS Sensor on the Network 
• Lab 5-2: Configuring Basic Sensor Settings with the IDS Device Manager 
• Lab 5-3: Deploying HIPS with the Cisco Security Agent 
• Lab 6-1: Configuring the ACS 

REGISTRATION INFORMATION 
 
For more information about schedules and registration for this course, please contact aeskt_registration@cisco.com.  
 
For more information on Advanced Services Education course offerings, as well as Curriculum Planning Services and 
custom training options, refer to the AS Education Website at www.cisco.com/go/ndm. 
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