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Cisco Router Security 
Solutions

Technical Overview
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Cisco Router Security Portfolio

Embedded Wireless, Security, and Data

High 
Density and 

Performance for 
Concurrent 
Services

Embedded, Advanced Voice, Video, 
Data, and Security Services

800 Series

1800 Series

2800 Series

3800 SeriesService Integration
Scaled to Fit Every Size Branch Office

3200 Series

Rugged and 
Mobile 

Applications

Small Office and 
Teleworker 

Medium to
Large Branch

Small Branch
Medium
Branch 

Mobile/Rugged 
Branch
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Only Cisco Router Security Delivers All This

CCP NetFlow IP SLA
Role-Based 

Access

Management and Instrumentation

Secure Network Solutions

Secure 
Voice

Compliance
Secure 
Mobility

Business 
Continuity

Network  
Admission 

Control

Intrusion 
Prevention

Integrated Threat Management

Content 
Filtering

802.1x
Network  

Foundation 
Protection

Flexible 
Packet 

Matching
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Secure Connectivity

GET VPN DMVPN Easy VPN SSL VPN

Advanced 
Firewall

Advanced 
Firewall

GET VPN

Content 
Filtering
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Cisco Router Security Certifications

cisco.com/go/securitycert

FIPS Common Criteria

140-2,
Level 2

IPSec (EAL4)
Firewall 
(EAL4)

Cisco® 870 ISR V V V

Cisco 1800 ISR V V V

Cisco 2800 ISR V V V

Cisco 3800 ISR V V V

Cisco 7200 VAM2+ V V V

Cisco 7200 VSA V V ---

Cisco 7301 VAM2+ V V V

Cisco 7600 IPSec VPN SPA V V ---

Catalyst 6500 IPSec VPN SPA V V ---

Cisco 7600 V V V

http://www.cisco.com/go/securitycert
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Cisco Router Security

Industry 
First

Leadership in Innovation

Cisco Integrated Services Router Innovations in 
Security

ÁIndustry-leading integration of VPN, routing, and QoS: 
DMVPN, GET VPN, SSL VPN, and Easy VPN

ÁRouter-embedded security services: Application 
firewall, IPS, and URL filtering

ÁCisco® Configuration Professional (CCP) with one-
touch lockdown and security audit

ÁRouter-integrated voice and security

ÁRouter-integrated wireless with advanced security

ÁRouter-integrated switching; Layer 2/3 security

ÁSecure WAN backup over DSL, cable, 3G, or satellite
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Top Reasons to Buy Router Security 

1. PROTECT THE ROUTER ITSELF ïyour first line of defense

2. A SINGLE BREACH could gravely impact the business

3. Advanced backup and teleworking for DISASTER RECOVERY

4. COMPLY with Government data and network privacy laws

5. Consolidate voice/video/data and wired/wireless SECURELY

6. Advanced ENCRYPTION for voice conversations and signaling

7. New ISRs deliver wire-rate PERFORMANCE WITH SERVICES

8. Easy to MANAGE a single-box Router/VPN/Firewall/IPS solution

9. REDUCE COST of service and subscription: single contract

10. 30-40% SAVINGS built into Security Router bundles
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Cisco 800ï3800 Security Router Bundles

ÁSecurity

ÁNo Voice DSPs

ÁEmbedded IPsec Acceleration

Basic Security (SEC)

ÁSecurity

ÁNo Voice DSPs

ÁHigh Performance 

IPsec Acceleration 

and Compression

High Performance 
Security (HSEC)

ÁSecurity

ÁVoice DSPs and 

Gateway

ÁEmbedded IPsec 

Acceleration

Secure Voice 
(VSEC)À ÿ

ÁSecurity

ÁVoice DSPs and Voice Gateway

ÁHigh Performance IPsec Acceleration and Compression

ÁCisco CallManager Express / Survivable Remote Site 

Telephony License

High Performance Voice and Security (HVSEC)

All Security Bundles have:

Á Site-to-Site VPN and 
Remote Access VPN

Á Embedded IPsec 
acceleration

Á SSL VPN*

Á ICSA & EAL4 certified 
Advanced Firewall

Á IPS

Á SDM, NetFlow

Á WAN Backup, Router 
Availability and Service 
Protection

* 10-25 user license included free 
on HSEC; additional licenses 
$30 per userÀSurvivable Remote Site Telephony (SRST) version available

ÿCisco CallManager Express (CCME) version available
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Integrated
Threat Control Network  

Admission 
Control

Advanced 
Firewall

Intrusion 
Prevention

Integrated Threat Control

Content 
Filtering

802.1x
Network  

Foundation 
Protection

Flexible 
Packet 

Matching
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Integrated Threat Control Overview 

Branch Office

Small Office and 
Telecommuter

Corporate Office

Internet

ÁAccess branch 
office has secure 
Internet access and 
no need for 
additional devices

ÁSolution controls 
worms, viruses, 
and spyware right 
at the remote site; 
conserves WAN 
bandwidth

ÁSolution protects 
the router itself 
from hacking and 
DoS attacks

Branch Office

Illegal 
Surfing

Malware Prevention
ÅIntegrated IPS for 

distributed defense and 
rapid response

ÅControl of wired and 
wireless user access 
and noncompliant 
devices

Content Security
ÅAdvanced Layer 

3ï7 firewall

ÅP2P and IM 
control

ÅReputation based 
content filtering

Router Protection
ÅAutomated router lockdown

ÅRouter availability during DoS

Hacker

011111101010101011111101010101

Industry-Certified Security Embedded Within the Network


