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Customer Case Study

Airport Seals off Sensitive Information to Protect
Passengers

Cleveland Hopkins International relies on security solutions to defend against internal and
external threats and help ensure flight safety.

EXECUTIVE SUMMARY

Cleveland Airport System
® |ndustry: Transportation
® | ocation: Cleveland, Ohio, United States
® Number of Employees: 350
Challenge:

® Strengthen protection against internal and
external threats

® Reduce IT administrative requirements
® Streamline regulatory compliance efforts

SOLUTION
® Overhauled network defenses with security,

Challenge

Cleveland Hopkins International Airport (CLE) is one
of the busiest airports in the United States, serving
more than 11.4 million passengers in 2007. With the
IP infrastructure supporting airport-wide voice and
business applications, emergency communications
systems, airspace tracking systems, and
applications that report on runway ice and snow
conditions, passenger safety often directly depends
on maintaining a stable and available network.

remote connectivity, and network monitoring
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e All of these applications are mission-critical for us,

ORI even basic Internet connectivity,” says Mark Hogan,

® Achieved stronger defenses and more rapid

incident response chief information officer of Cleveland Airport System,

® Reduced administrative and compliance
burden

the department of the City of Cleveland that

e Saved thousands of dollars annually operates CLE and a second smaller airport in the

region. “Almost all of the weather information that
we get is Internet-based. If our connectivity were to go down during a snow event, it would be
paralyzing.”

As with any airport, CLE could also pose an attractive target for terrorists or criminals, so the
airport’s physical security network requires the strongest defenses as well.

“The access control systems, the system handling the airfield gates, the systems that make
security badges; all of those could be very useful to someone intending to do harm,” says Hogan.
“Even on our administrative network, we keep extremely sensitive information regarding our
facilities, so we can’t take chances with network security.”

The IT team had successfully protected the airport for many years, but by 2008, the time had come
for a security upgrade. Hogan wanted to add new firewall and intrusion prevention capabilities,
reduce administrative requirements (particularly for supporting remote users), and implement more
comprehensive network security monitoring.

“We had some network monitoring, but it was not an automated or systematic solution,” he says. “If
| wanted to know if something had been blocked, | had to scour through device logs.”
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The team also wanted to simplify regulatory compliance and reporting processes. With emergency
rescue operations onsite, the airport must meet Health Insurance Portability and Accountability Act
(HIPAA) security guidelines, and Hogan anticipates other regulatory demands in the future.
Cleveland Airport System was also beginning to offer fee-based network and IP phone services to
airport tenants, which would pose even greater security challenges.

“Over the next year and a half, | anticipate adding as many as 60 different outside parties to our
network infrastructure,” says Hogan. “We’re very concerned about unauthorized access from an
internal resource, and we can no longer assume that everyone on the network is one of our
employees.”

“There is no doubt in my mind that we have a
greatly enhanced security posture as a result of
our Cisco products.”

--Mark Hogan, Chief Information Officer, Cleveland Airport System

Solution

CLE had relied on Cisco® routing, switching, Unified Communications, and security solutions for
many years. After considering several options, the organization’s leaders chose Cisco once again
to support the airport’s mission-critical security and high-availability requirements.

“I have the highest confidence in the reliability of Cisco devices,” says Hogan. “We have a Cisco
Catalyst® core switch that we just upgraded that ran for nine years without a single incident. Across
the board, that's been my experience with Cisco.”

The Cleveland Airport System team began with the network perimeter and the points where the
administrative and physical security networks overlapped, replacing the existing Cisco PIX®
firewalls with Cisco ASA 5500 Series Adaptive Security Appliances. “The Cisco ASA 5500 Series
provide a lot more flexibility to lock down those connections, and the new user interface is very
easy to manage” says Hogan.

In a complex environment like CLE, the ability to visually see how access control rules are
operating makes it much easier for Hogan’s team to safeguard sensitive resources.

“I can’t overemphasize the ease-of-use factor in our decision to go with the Cisco ASA 5500
Series,” says Hogan. “It's nice to be a certified network engineer and know when you’re looking at
command line code that it does what you think it does. But when you can actually watch a packet
move through a diagram and visually see where it's stopped or let through, it gives you an
immediate sense of security.”

The Cisco ASA 5500 Series’ built-in support for secure virtual private network (VPN) connectivity
was also compelling. The ASA supports both the traditional IP Security (IPsec) connections that the
airport had used in the past, as well as more flexible Secure Sockets Layer (SSL) tunnels.

To lock down access among internal users, the IT team segments the network into dozens of
virtual LANs (VLANSs), making it nearly impossible for users to reach any area of the network for
which they are not authorized. The organization uses Cisco Catalyst 6500 Series Firewall Services
Modules (FWSMs) in the core network switches to control and protect all of those VLANSs.

© 2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 4



Customer Case Study

The Cleveland Airport System team also deployed a Cisco IPS 4200 Series Intrusion Prevention
System (IPS) appliance to provide an additional layer of protection against malicious threats. To
serve as the intelligent core for all of these new security capabilities, the team implemented the
Cisco Security Monitoring, Analysis, and Response System (MARS). Continuously gathering data
from all Cisco solutions in the network, the Cisco Security MARS provides real-time visibility into
the environment.

“The Cisco IPS solution, with its constant attack signature updates, gives us an automated
response to any kind of internal or external threat,” says Hogan. “In conjunction with the Cisco
Security MARS, we gain the ability to quickly identify and respond to any suspicious activity.”

"At Cleveland Airport System’s two major satellite locations (the smaller Cleveland Burke Lakefront
Airport and a data center in City Hall), security is just as critical as security at Cleveland
International. The IT team relies on Cisco 10S® Software security features in Cisco Integrated
Services routers. The integrated defense capabilities provide strong firewall and intrusion
prevention services to protect voice and data services at these locations, allowing them to take full
advantage of their existing network infrastructure without deploying additional hardware.

Results

Today, the Cleveland Airport System IT team is more confident than ever before that passengers
and sensitive resources are well protected from internal and external threats. The new intrusion
prevention and monitoring capabilities in particular have made a huge difference.

“In the past, we were relying on network administrators to check traffic stats and utilization graphs
across the network to detect problems,” says Hogan. “That requires a significant manual effort, but
it also means that identifying potential problems is somewhat subjective. Now, our Cisco IPS
solution literally goes through every single packet in the network and alerts us to any issues. That
real-time monitoring and alerting capability is far more extensive than what we had previously.”

When a problem is discovered, the Cisco Security MARS solution helps the IT team diagnose and
resolve the issue much more quickly.

“We can not only see that a potential problem has popped up, we can easily trace it through the
topology of the network and identify the source,” says Hogan. “Just being able to see that visually
saves a considerable amount of time in determining whether something is a real problem or a false
positive. The Cisco Security MARS also has a wide array of pre-built reports that help us rapidly
assess incidents without having to pore through lines and lines of log files.”

The new Cisco security solutions are also allowing the IT team to operate more efficiently. For
example, thanks to the streamlined administration of the Cisco ASA 5500 Series, when the
administrator responsible for managing perimeter security devices changed jobs, no replacement
was needed. Instead, an existing employee took on those responsibilities, eliminating the need to
hire a new full-time engineer at a cost of approximately US$100,000 annually.

The new SSL VPN capabilities have also provided a huge cost savings simply by eliminating the
need to manually install and configure VPN clients on each remote user's machine.

“Before, we were looking at two to three hours of travel and installation time for each VPN client,”
says Hogan. “Now, we can just connect users remotely through our web portal. That saves us
several hours for every user and hundreds of thousands of dollars over the life of the product.”
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The ability to view and manage the entire infrastructure with Cisco Security MARS is also
streamlining regulatory compliance and reporting—both for current needs and for expected future
requirements.

“If there were a security incident, the Department of Homeland Security would expect us to be able
to demonstrate that a breach had not occurred in our environment. Cisco Security MARS would be
hugely beneficial in doing that because of the ease with which we can document how traffic has
moved through our network.”

Ultimately, the Cisco security solutions are helping the IT team fulfill its most important requirement:
protecting the thousands of passengers who fly in and out of Cleveland Hopkins International
Airport every day.

“There is no doubt in my mind that we have a greatly enhanced security posture as a result of our
Cisco products,” says Hogan.

Next Steps
PRODUCT LIST

Routing and Switching
® Cisco Catalyst 6500 Series Switch

® Cisco 2600 and 2800 Series Integrated
Services Router

Security and VPN i . . Ci Net K Admissi
o Gisco ASA 5500 Series Adaptive Security investigate converting to Cisco Networ mission

Appliance Control (NAC). This additional layer or protection will
® Cisco IPS 4200 Series Sensor

® Cisco Catalyst 6500 Series Firewall Services

In the coming months, the Cleveland Airport System

IT team is planning to better integrate its Cisco
management products and increase automation of
security monitoring and alerting. The team may also

further safeguard airport resources by helping

Module

® Cisco Security Monitoring, Analysis &
Response System

Unified Communications
® Cisco Unified Communications Manager
® Cisco Unity®
® Cisco Unified IP Phones 7900 Series

ensure that all devices accessing the network are in
compliance with organizational security policies
(such as having up-to-date antivirus and operating
system software) before gaining access.

For More Information

To find out more about Cisco security solutions, visit
http://www.cisco.com/go/security.
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