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Data Sheet

Cisco DDoS Multidevice Manager 1.0

PRODUCT OVERVIEW

The Cisc& DDoS Multidevice Manager 1.0 is a management sofvapplication that meets the growing securityiregnents of
customer deployments that involve several guardsdatectors, in geographically disperse locati@istributed denial of service (DDoS)
attacks are increasing in severity. The Cisco DDuidevice Manager 1.0 provides a powerful cordated view of attack information
across multiple guards and detectors, enablingomests to more intelligently handle them. The CiB&nS Multidevice Manager 1.0
application runs on a Linux server. It featuresrdnitive, Web-based GUI that provides easy actessconsolidated view of the size,
type, and other characteristics of the attackd) boteal time and as reports that can be accegsethter time for analysis. The DDoS
Multidevice Manager 1.0 also provides the abil@ydtstribute basic zone-level configuration to adafined set of devices from a user-
configurable master device.

Evolution of DDoS Attacks
Today’'s DDoS attacks are more malicious, destractwnd distributed than ever. When these attaekianched from different
geographic locations, all attacking the same tatbetattacks can be difficult to defend against.

Several customers have deployed the Cisco Guardsiiie de-facto choice to defend against thesekaitanabling businesses to defeat
these attacks without compromising their missidtieal and revenue-bearing operations. Howevemare of these guards are deployed
in several locations, it becomes increasingly emging to manage all the devices and consolid&entation across these devices.

The Cisco DDoS Multidevice Manager 1.0 providesay ¥o consolidate information on counters, ratesplgs, attack reports, and event
logs across all devices (both guards and detedtotee network, significantly improving the abjlibf the customer to manage these
devices and mitigate attacks more intelligentigufe 1 shows the various elements in a Cisco DDagid¢vice Manager network
deployment.
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Figure 1.  DDoS Multidevice Manager Deployment Architecture
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FEATURES AND BENEFITS

The primary features of the Cisco DDoS MultiDevidanager 1.0 include:

¢ Displays a consolidated view of ongoing and pasicks on all zones

¢ Displays consolidated statistical information rethto all zones and devices

o Creates aggregated reports

e Synchronizes zone information from one device wither devices in the network
o Activates anomaly detection on the entire set ofsoon detectors in the network
e Activates zone protection (attack mitigation) ohadithe guards in the network

e Activates the learning process on one or all ofztvees on detectors in the network

Consolidated Information

The Cisco DDoS Multidevice Manager allows the usanonitor all DDoS detection and mitigation acgan its network from a Web
GUI: all zones that are under detection, all zahasare under attack, all mitigation actions. Wherone is being protected by several
guards, all information regarding the zone is ctidated to one view. Figure 2 provides a summargliothe zones that are currently
under attack in the entire network, sorted by Gitstart time’ (most recent in the top).
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Figure 2.  Networkwide Attack Summary View
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Consolidated information includes:

e Aggregate zone state in all devices (indicates dratll guards detected the attack or subset)
« Aggregating all dynamic filters across all devite®ne list
e Aggregating all log events from all devices to dogfile sorted by time in devices level and zoeneel

« Aggregating counters and rates (malicious traffid kegitimate traffic across all guards; countegragation does not include
detectors)

e Generating attack reports that consolidate infoionarom all guards.

Synchronization of Configuration
The Cisco DDoS Multidevice Manager distributes agunfation to all devices by overwriting devicesheoconfiguration with the master
zone configuration (including all zone attributeBis process is called synchronization.

Synchronization can be triggered automaticallyh®y/following events:

o Before user-initiated protection
e Each time learning results are accepted by the user
e Configuration change (through the Multidevice Masrdg

The user can choose to disable the automatic synization.
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Conflict Resolution

Using the Cisco DDoS Multidevice Manager is thefgnred way to create zones and distribute thatinéion to the guard and detector
devices in the network. The Cisco DDoS Multidevidanager is capable of importing zone informatiamndrdevices that have already
been configured in the network as well.

Every time the Cisco DDoS Multidevice Manager seesismatch between the zone information in itsktkga and that on the devices in
the network, it will flag a conflict and providewaal options to resolve that conflict.

In the conflict resolution process, the Cisco DD@tidevice Manager lists all:
e Zones that reside only on the devices (detectoads) and not in the Cisco DDoS Multidevice Mamatgabase (or the device

list for that zone)

e Zones that reside in the Cisco DDoS Multidevice Bger database as defined on specific devices autthnot appear on those
devices (or some of them)

* Zones that are missing from the master device figedkein the database (a private case of the secontfiict but more severe than
the general case)

Or any combination of the above.

Depending on the conflict, the Cisco DDoS MultidevManager will recommend the appropriate resatutiption; examples include
associating a zone, disassociating a zone, oriiglgte zone.

Figure 3 shows a sample of a conflict resoluticeea.

Figure 3.  Zone Configuration Conflict Resolution Screen
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TECHNICAL SPECIFICATIONS

Cisco DDoS Multidevice Manager communication chdsine

Back end and devices communicate over Secure Soclger (SSL).
Event logs are sent over User Datagram ProtocoRJUByslog port) from all devices to the Cisco DDMSltidevice Manager.

The agent on the device is part of the Cisco DDafftilfevice Manager (can be upgraded by the Cisco®Multidevice
Manager with no need for version upgrade in theodgvThe device image only contains an upgradagémt stub.
The Cisco DDoS Multidevice Manager database ishim"tdatabase. It holds the list of known deviced,dor each zone, the list

of devices it is defined on. It does not hold zooafiguration.

The displayed zone configuration in the Cisco DD&8tidevice Manager is the zone configuration afingel in the master
device. The zone configuration in the master deigchstributed to the other devices in the zonaagelist.

Open ports to the Cisco DDoS Multidevice Manager:

HTTPS (443/tcp) — For Web GUI clients
SSH (22/tcp) — Key exchange with the devices
Syslog (514/udp) — Cisco DDoS Multidevice Managey tonsolidation

Open ports from the Cisco DDoS Multidevice Manager:

e Device remote agent (1334/tcp)

o Network Time Protocol (NTP) (if installed)
e TACACS (if installed)

SYSTEM REQUIREMENTS

Hardware Requirements

Minimum Recommended
CPU 1 GHz 2 GHz
RAM 512 MB 1GB
Hard Disk 2GB 2GB

Server software requirements:

¢ RedHat Enterprise Linux version 3 and 4

Prerequisite: Must NOT contain any mySQL or Tomcat installation.

Device Software Requirements:

e Cisco Guard XT: Guard Software Release 5.1(5)

o Cisco Traffic Anomaly Detector XT: Detector SoftwaRelease 5.1(5)
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TECHNICAL SUPPORT SERVICES

Whether your company is a large organization, arernial business, or a service provider, Ciscoe®ystis committed to maximizing
the return on your network investment. Cisco offeportfolio of technical support services to hefisure that your Cisco products
operate efficiently, remain highly available, arehbfit from the most up-to-date system software.

The Cisco Technical Support Services organizatfterothe following features, providing network @stment protection and minimal

downtime for systems running mission-critical apgtions:

Provides Cisco networking expertise online andhantélephone

Creates a proactive support environment with sofwgpdates and upgrades as an ongoing integrabfogstr network
operations, not merely a remedy when a failureroblem occurs

Makes Cisco technical knowledge and resourcesablaito you on demand

Augments the resources of your technical stafiitoéase productivity

Complements remote technical support with onsitevwiare replacement

Cisco Technical Support Services include:

= Cisco SMARTne? support

o Cisco SMARTnet Onsite support

Cisco Software Application Services, including 8afte Application Support and Software ApplicatiarpSort plus Upgrades

For more information, visit:
http://www.cisco.com/en/US/products/svcs/ps30348@a32serv_category _home.html

ORDERING INFORMATION

The Cisco DDoS Multidevice Manager can be downldadem Cisco.com at no charge. To download theasof, visit:
http://www.cisco.com/en/US/products/ps7020/indexrlht
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