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OVERVIEW

In today’s technology environment, Internet wormd &iruses can spread across the world in a matt@inutes. Without the luxury of time to
react, the network itself must possess the intsilog to instantaneously recognize and mitigateettiesats. A networking architecture paradigm
shift is required to defend from these fast mowattgcks. It is no longer possible to contain thiegeisions at a few points in the network. Intrumsio
Prevention is required throughout the entire neltordetect and stop an attack at every ingresegrebs point in the network. The only scalable
and cost effective way to accomplish this is bggnating Intrusion Prevention into the access gadfithe network.

An industry first, Cisco has integrated latrusion Prevention System (IPfB}o Cisco 10S Softwafebased Routers. 10S IPS is now inline, deep-
packet, inspection technology—which helps to effedyi mitigate a wide range of network attacks withcompromising performance and is

available at every network access point. The iigitice and capability to accurately identify, cigssand stop malicious or damaging traffic in real
time makes Cisco 10S IPS a core component of teecChelf-Defending Network.

CISCO I0S IPS BENEFITS

While it is common practice to deploy an IPS systerimspect traffic for attacks at the head-endtexting branch offices is also important to
ensure that malicious traffic is stopped as cloghé entry point into the network as possible uBing Cisco 10S Inline IPS at the branch, the
branch connected routers can drop traffic, senalam, or reset the connection as needed to stagkatg traffic at the point of origination and
remove unwanted traffic from the network as quiddypossible. Although IT professionals agree idbfense approach, it has always been cost
prohibitive to deploy an IPS system at every acpesst. Now, with an IPS solution integrated inbe texisting access router the cost is only an
incremental to implement this best practice thraughhe network.

Benefits:

* Investment protection—No new hardware deployments are required when Giscess routers are already in place.
« Inline support—Effectively mitigating both internal and extern#lagks to successfully deny malicious traffic.
¢ Integrated Security—Complement€isco 10S FirewalhndVPN solutions for superior threat protection at alirgipoints into the network.

¢ Integrated Management—Easy and effective management tools, fikeco Router and Device Manager (SD¥ducing operational
complexity and expenditure.

» Consistency—The same signature database as the Cisco IPS Appli@reating interoperability, consistency andilfarity for IT staff.

¢ Flexibility against new attacks—Customizable signatures created and deployed wteleouter is in service.

Whether threats are targeted at endpoints, seimetise network infrastructure, pervasive Cisco #fitions integrate smoothly into your network
infrastructure and proactively protect your vitesources.

THREAT DEFENSE: CISCO IOS INTRUSION PREVENTION

IPS

Cisco leads the industry with the first router-lshEeS capabilities, a core component of the Cisalé[Befending Network initiative. Cisco 10S IPS
is an inline, deep-packet, inspection-based soiutiat helps enable Cisco I0S Software to effeltingtigate network attacks. Used for intrusion
prevention and event notification, Cisco I0S IP8sugchnology from Cisco intrusion detection systed$) products, including Cisco IDS 4200
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Series appliances, Cisco Catal6600 Series IDS services modules, and IDS NetMuo#ule. Because Cisco 10S IPS is inline, it carpdraffic,
send an alarm, or reset the connection, which esahk router to respond immediately to securityats and protect the network.

While the hub is a common location to deploy an $8ition and inspect traffic for attacks, it it tlee only location to consider when deploying
security—attacks can also originate at the branhhodgh collaboration with other integrated secuceipabilities: IP Security (IPSec) VPN, generic
routing encapsulation (GRE), and Cisco 10S Firewaico IOS allows for traffic encryption and demtign, tunnel termination, firewalling, and
traffic inspection at the first point of entry intiee network (branch or hub)—an industry first. Gi$0S IPS helps stop attacking traffic as close to
the source as possible.

Cisco 10S IPS offers several new capabilities:

* The ability to load and enable selected IPS sigeatin the same manner as Cisco IDS sensor appsianc
« More than 700 of the same signatures also suppbytétisco IDS Sensor platforms

« The ability for a user to modify an existing sigurat or create a new custom signature on the fadtiress newly discovered threats (each
sighature can be enabled to send an alarm, dropettieet, or reset the connection)

An additional capability allows users who want nmaxtim intrusion protection to select an easy-to-igmasure file that recognizes “most-common”
worms and attacks. Traffic matching these high-ciemice-rated worm and attack signatures drops imasidraffic. Cisco Router and Security
Device Manager (SDMprovides an intuitive user interface to provistbase signatures, including the ability to downloaw signatures from
Cisco.com without requiring a new Cisco I0S versaod without interrupting routing services.

THE ORIGIN OF CISCO IOS IPS

Cisco I0S Intrusion Prevention System (IPS) restmas the existing Cisco 10S Intrusion Detectiost&sn (IDS). Cisco 10S IPS inherited the
original signatures from Cisco 10S (IDS) Technolagd, with the introduction of inline IPS, thisstibn can add new signatures by downloading
a Signature Definition File (SDF) to the routedash.

This enhancement allows customers to choose betlwadimg the default, built-in signatures or loaglm Signature Definition File (SDF) called
“attack-drop.sdf,” or merging both onto their raut€isco 10S IPS feature was introduced in 12.3@)d “attack-drop.sdf” file is available in flash
on all Cisco access routers that are shipped wibodOS Release 12.3(8)T or later. The file corgtdiigh fidelity (or “high probability”) IPS
signatures, providing customers with the latestlabke detection of security threats. In additionstomers can customize this file by adding or
deleting signatures based on their network’s regoént.

SIGNATURE DEFINITION FILE

The signature definition file (SDF) contains signmatdetails and configuration and can reside omdhter or on a file server. The Cisco 10S IPS-
enabled router uses this SDF to update the exi#iSgconfiguration in real time, without any intgstion to the normal functioning of the router.
This means that the number of running signatumes tlae way that they are configured to react tigmagure match, for example: alarm, drop, or
reset, can all be changed without a Cisco 10S inggkate or router reload.

Once the SDF is created, it can be replicatedl tmaters on the network for expedient IPS sigretysdates to the entire network of Cisco 10S
IPS-enabled routers. New signatures that are cdst€isco will be posted to Cisco.com laittp://www.cisco.com/cgi-bin/tablebuild.pl/ios-sigu

The latest signatures can be downloaded and appli€isco IOS IPS-enabled routers. This can be agteCisco management tools like
Cisco SDM 2.0 and CiscoWorks VPN/Security ManaganignS) 2.3
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SIGNATURE MICRO ENGINES
Cisco I0S IPS uses signature micro-engines (SMEk)ad the SDF and scan signatures. Currently, 0088 IPS supports these 10 SMEs:

« ATOMIC.L3.IP

* ATOMIC.IPOPTIONS
« ATOMIC.ICMP

* ATOMIC.UDP

« ATOMIC.TCP

* SERVICE.HTTP

* SERVICE.DNS

* SERVICE.RPC

* SERVICE.SMTP

* SERVIC.FTP

Signatures contained within the SDF are handled bgriety of SMEs. The SDF typically contains sigme definitions for multiple engines. The
SME typically corresponds to the protocol in whthle signature occurs and looks for malicious ativi that protocol. A packet is processed by
several SMEs. Each SME scans for various conditiioaiscan lead to a signature pattern match. Whe®ME scans the packets, it extracts certain
values, searching for patterns within the packathe regular expression engine.

PARALLEL SIGNATURE SCANNING

Cisco I0S IPS uses a Parallel Signature ScanniggnEro scan for multiple patterns within a sigmatmicro-engine (SME) at any given time. IPS
signatures are no longer scanned on a serial asigere will be minimum impact on the performaatthe router when increasing the number of
signatures to inspect.

ATTACK MITIGATION

Cisco I0S IPS is typically used in a distribute® IRitigation fashion where routers are deployeduphout the network, including all entry points
from external networks. This includes remote VPHInh offices, partner connected links, and telecatars’ remote-access connections. Cisco
10S IPS lets customers detect attempts from outsad&ers that are trying to use one of these relno&tions as a back door into the protected
network. In addition, Cisco 10S IPS can detect saithcks before they penetrate deeper into theamktiy providing early detection at the
distributed remote connections.

CISCO SELF-DEFENDING NETWORK

A core component of the Cisco Self-Defending Neky@isco IOS IPS is one of several threat defepidiens that work together to prevent and
respond to network attacks and threats througligkeof network services. Using the network to miotiee network, integrated security solutions
combine proven Cisco 10S functionality and indudégding LAN/WAN connectivity with world-class setty features to give customers the
following benefits:

« Usewhat you have—Use the existing network infrastructure, enabliegvrsecurity features on the router through Cisc® ¥athout deploying
additional hardware

« Deploy security whereyou need it most—Provide the flexibility to apply security capaligis like IPS, firewall, and VPN anywhere in the
network to maximize security benefit

« Protect your gateways—Allow best-in-breed security to be deployed akallry points into the network, including remotera offices
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« Savetimeand money—Reduce the number of devices, lowering training madageability costs

» Protect your infrastructure—Protect the router, defending against attacks tedggirectly at the network infrastructure, likettibuted denial
of service (DDoS) attack

Figure 1. Complete. Preventive. Scalable Security Solutions.
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The Cisco Self-Defending Network has four categooiprotection that apply to the router:

< Secure connectivity—Provides secure and scalable network connectivitgrporating multiple types of traffic. Examplexiude VPN,
Dynamic Multipoint VPN (DMVPN) Multi-VPN routing/forwarding instance (VRF) anduMiprotocol Label Switching (MPLS) secure
contextsyoice- and video-enabled VPN (V3PNind secure voice.

« Threat defense—Prevents and responds to network attacks and shmsatg network services. Examples include Cis®dRdCisco 10S
Firewall.

¢ Trust and identity—Allows the network to intelligently protect endptsnusing technologies such as Network Admissiont@b(NAC),
identity services, and authentication, authorizatemd accounting (AAA).

* Network infrastructure protection—Protects the network infrastructure from attacks annerabilities, especially at the network level.
Examples includeontrol-plane policingNetwork-Based Application Recognition (NBARJndCisco AutoSecure

AVAILABILITY

Cisco I0S IPS is available in Cisco I0S SoftwaréeRse 12.3(8)T and higher, and is supported oro@66, 1700, 1800, 2600, 2800, 3700, 3800,
7200 and 7301 series routers.

FOR MORE INFORMATION
For more information about Cisco I0S IPS, contaetrylocal Cisco account representative or vititp://www.cisco.com/go/iosips
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