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Getting Started with Your Cisco IPS

| Introduction

This paper explains the basics of intrusion prevention systems (IPSs) and guides you through
getting started with the Cisco® ASA 5500 Series IPS Solution. This paper is geared toward Cisco
partners, Cisco customers, or anyone who needs a basic understanding of the Cisco ASA 5500
Series IPS Solution.

The purpose of IPS technology is to look at all data inside network packets to determine if
malicious traffic exists within those packets. If an IPS determines that malicious traffic exists within
those packets, it will immediately drop the traffic and stop the attack; in less-critical situations, the
IPS may just generate an alert to let you know that suspicious traffic was found on your network.

A Cisco IPS will protect your network by making sure:

o Traffic inspected is compliant with TCP/IP.

o All network flows have been correctly built.

e Any attempts to subvert your security device are recognized and stopped.

e Any attempts to compromise your network devices with malicious software are stopped.
e Any new day-zero exploits are stopped.

o Network traffic behaving outside the scope of normal behavior is recognized and stopped.

Deploying a Cisco ASA 5500 Series IPS Solution is a simple, straightforward process that requires
four fundamental steps.

e Where to deploy the Cisco ASA 5500 Series IPS Solution
e How to configure and license the ASA
e How to configure the IPS

e How to license, configure, and monitor solution using Cisco IPS Manager Express

Il Where to deploy the Cisco ASA 5500 Series IPS Solution

The Cisco ASA 5500 Series IPS Solution needs to be placed in your network at the location where
it can provide the maximum amount of protection. For example, if you have different segments
defined in your network, such as a segment for users and a separate segment for Web servers
and mail servers, where would it make most sense to put your ASA? If you put it between the
server segment and the user segment, there is no protection between your users and the Internet.
If you put the ASA between your users and the Internet, it is possible that users could plug an
infected PC into the network, which makes the server segment vulnerable to infection.

For small and medium-sized businesses (SMBs) or small commercial enterprises, it usually makes
sense to place the ASA where the Internet connects to your network and then use it to segment
the rest your network. This effectively allows you to protect all areas of your network.
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[l How to configure and license the ASA

This section explains how to install and configure the Cisco ASA 5500 Series using a single
network segment between the Internet and your company network. Installing the ASA in your
network is a straightforward process. Both the ASA and the IPS management applications provide
easy-to-use wizards to assist you with this installation.

Step 1:

Plug the ASA into the network where you have decided it provides the highest level of security. In
this installation setup, the ASA will be put between your Internet edge and a commercial or SMB
customer network, as shown in the following illustration.

Figure 1.
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application. Connect a console cable to the ASA and take the following steps. You can use any
address recommended by your network administrator; in this example, we will use 172.16.254.50.

The task is to enter your license information into your ASA. Press the return key and enter the
command enable, then press the “Enter” key when asked for a password. At the “#” prompt, enter
the command activation key xxx00oooooxxxxx (where the x’s represent your license key).

ci scoasa# conf t

ci scoasa(config)# interface Managenent 0/ 0

ci scoasa(config-if)# naneif managenent

INFO Security level for "managenent" set to 0 by default.
ci scoasa(config-if)# ip address 172.16. 254. 50 255. 255. 255.0
ci scoasa(config-if)# no shut

ci scoasa(config)# http server ena

ci scoasa(config)# http 0.0.0.0 0.0.0.0 nanagenent

ci scoasa(config)# asdm i nage di skO:/asdm 603. bi n

ci scoasa(config)#
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Step 3.
To access the ASA, use a PC on the management network and enter https://172.16.254.50. Click
“Startup Wizard.” Select “Modify Existing Configuration” and click “Next.”

Enter a host name and a domain name. The host name can be anything alphanumeric; the domain
name should be the company’s domain. In this case, acme-asa was used for the host name and
acme.com for the domain name.

An “enable password” protects the privileged mode of your ASA, so you should enter a secret
password that will need to be used to gain access to the device. Click “Next.”

co ASDM 6.0 for ASA - 172.16.254.50 - Startup Wizard

Startup Wizard Basic Configuration {Step 2 of ..}

Enter the host name and the domain name of the &54, IF vour Internet Service Provider
(ISP requires that your host uses DHCP, you may need to use the device name supplied
by the ISP as the host name of the ASA,

AS4 Host Name: Iacme—asa

Darnain Tame: Iacme.com

~Privileged Mode (Enable) Password

The privileged mode {enable) password is required to administer the ASA using
A30M or the Command Line Interface (CLIY.

[+ Change privieged mode fenable) password

0ld Password: |*****

Mew Password: |****

Confirm Mew Password: |****

In the next panel you can enter auto-update information, which can fetch updates to your ASA
software. This will be left blank for this installation.

The next panel configures your interface, which is connected to the Internet. Click “Enable
Interface,” and enter outside for the interface name. Enter the IP address 20.1.1.1 with a subnet
mask of 255.255.255.0. Your outside interface will have a security level of 0, which means this
interface is not trusted and no traffic will be allowed in unless the firewall is configured to allow
traffic.

The next panel allows you to configure the inside interface that connects the company network to
the Internet. Highlight “GigabitEthernet 0/1” and select “Edit.” In the resulting screen, check the
“Enable interface” box and enter inside as the interface name. Click the “Use the following IP
address” radio button and enter 10.1.1.1 as the address and 255.255.255.0 as the subnet mask.
Enter a security level of 100, which indicates that the inside interface is the trusted segment of
your firewall.
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E=Edit Interface

Interface: GigahitEthernet0)f1 |+ Enable inkerface
Interface Mame: Iinside Security Lewvel: IlEIEI
IP Address

{* Use the Following IP address

IP Address: IlD.l.l.l Submet Mask: Im VI

" Use DHCP

{~ Use PPPaE

Group MName:

The next panel allows you to configure a metric called a default route. This simply tells your ASA
the address of the device that is connecting you to the Internet. As you can see from the topology
illustration, we are using 20.1.1.2 as the gateway address and a subnet mask of 255.255.255.0.
Enter an IP address of 0.0.0.0, a mask of 0.0.0.0, and a gateway IP address of 20.1.1.2. This tells
the ASA that it will route all traffic not destined for your company network to the Internet. Click
“OK,” and then click “Next.”

B Add Static Route

Inkerface Mame: Iu:uutsiu:le LI
IP Address: p.0.0.0 Maski |0.0.0.0 -]
Gateway IP: IED.1.1.2| Metric: |1
Opkions
—~ .

The next panel allows you to configure your ASA as a DHCP server. This will allow your ASA to
dynamically hand out addresses to any PCs requesting an address from your company network. If
the PCs on your network already have IP addresses, you can click “Next” on this panel. For this
configuration, we will tell the ASA that it will automatically configure new PCs with an address
range from 10.1.1.100 to 10.1.1.200. DNS and WINS addresses vary from location to location; for
this exercise we will enter fake addresses.

Click the “Enable DHCP server on the inside interface” box. Enter 10.1.1.100 as the starting IP
address, 10.1.1.200 as the ending IP address, 1.1.1.1 as DNS Server 1, and 2.2.2.2 as WINS
Server 1. Click “Next.”
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DHCP Server (Step 7 of 10)

The ASA can act as a DHCP server and provide IP addresses ta the hasts an your Inside
netwark, Ta configure a DHCP server an an inkerface ather than the inside inkerface, go ko
Canfiguration = Device Management = DHCP = DHCP Server in the main 4500 windaw,

[ Enable DHCP server on the inside interface

~DHCP Address Pool
Starting IP Address: |1III.1.1.1IZIIZI Ending IP Address: |1IZI.1.1.2IZIIII

~DHCP Parameters

DMNS Server 1: |1 10101 DM Server 2: I
WINS Setver 1! I2.2.2.2| WINS Setver 2 I

Lease Length: I sEeC Ping Timeout: I ms
Dramain Mame: |

The next panel lets you define how the Internet will view your IP addresses as unique routable
addresses and port numbers. In this example, we are using the default, which tells the ASA to use
the outside IP address for unique routable address mapping.

Address Translation (NAT/PAT) (Step 8 of 10) L

Select Port Address Translation (PAT) o share a single external IP address for devices on the
Inside ¥LAMN, Select Metwork Address Translation (MAT) ko share several external IP
addresses for devices on the Inside YLAMN. Seleck the last option, iF no address translation is
desired between the Inside and Outside YLANS,

This NAT configuration applies to all the traffic from the inside interface to
the outside interface.

* Llse Port Address Translation (PAT

% Lse the IP address on the outside inkerface

" Specify an IP address L

IF Address; I

Subnet Mask (optionaly: I ﬂ

The next panel allows you to configure your ASA to use the management GUI. We already
completed this step through the console port when we put a management IP address on this
device. Click “Next.”

The next panel shows you the commands that will be put on your ASA. Click “Finish” and your ASA
is now operational, allowing traffic to go from your company network to the Internet and back, but
blocking potentially malicious traffic that is sourced from the Internet.

After you click “Next,” you will be prompted for the new password that you entered while running
the wizard. After you enter that password, you will be reconnected to the graphical management
application.

The ASA is now configured.
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IV How to Configure the IPS

Now that the ASA has been configured, there are a few more steps to license and configure the
IPS.

e Configure management addresses and information on the IPS.
e License the IPS and install current signature information.

e Configure the ASA to send data to the IPS to be evaluated for network threats.

From the ASA console, enter session 1. This will bring you to the IPS CLI. The default username
and password combination is cisco/cisco. You will be prompted to change your password before
you can continue.

After the password has been changed, you will be presented with a “#” prompt from the IPS. Enter
the command setup to do the initial configuration of the IPS. Sample values entered in this
configuration are acme-ip for the sensor name, and 172.16.254.50 1/24 and 172.16.254.1 for IP
addressing. We apply an access list allowing management from any PCs on the management
subnet by entering 0.0.0.0/0. Following is a sample of the setup utility using the suggested
configuration values.

sensor# setup

--- Basic Setup ---

--- System Configuration Dialog ---
Current time: Mon Mar 10 23:10: 37 2008
Enter host nane[sensor]: acne-aip

Enter IP interface[192.168.1.2/24,192.168.1.1]:
172.16. 254. 51/ 24, 172. 16. 254. 1

Modi fy current access list?[no]: yes
Current access list entries:
No entries
Permt: 0.0.0.0/0
Permt:
Modi fy system cl ock settings?[no]:
The foll owi ng configuration was entered.

[0] Go to the command pronmpt without saving this config.
[1] Return to setup without saving this config.

[2] Save this configuration and exit setup.

[3] Continue to Advanced setup.

Enter your selection[3]: 2

--- Configuration Saved ---
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Enabling the IPS

Now that the ASA and the IPS are configured and operational, you must configure the ASA to send
traffic to the IPS for inspection. This is done by creating a service policy using Cisco Adaptive
Security Device Manager (ASDM).

Using your Web browser, log into ASDM by entering the command https://172.16.254.50/. Browse
to Panel Configuration > Firewall > Service Policy Rules and take the following steps.

Click the “+" icon to create a new policy. Select the “Interface” radio button, and “outside” from the
drop-down menu. Click “Next.”

B= Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:
Step 1: Configure a service palicy.
Step 2: Configure the traffic classification criteria For the service policy rule.

Step 3: Configure actions on the traffic classified by the service policy rule.

Create a Service Paolicy and Apply To:

Only one service policy can be configured per interface or ak global level, IF a service policy already exists, then you can add a
new rule into the existing service policy, Otherwise, you can create a new service policy.

i+ Interface:

Palicy Marmne: |0utside-pc-li-:'f

Description: I

i Global - applies to all interfaces

Falicy: karme; Iglobaljolicy

[Descripbion: I

Check the “Source and Destination IP Address” box and click “Next.”

ﬁ Add Service Policy Rule Wizard - Traffic Classification Criteria

& Create a new traffic class: |0utside--:lass

Description {optional): I

Traffic Match Criteria
[ Default Inspection Traffic

[+ Source and Deskination IF Address (uses ACLE

[~ Turnel Group

[~ TCP or UDP Destination Pork
[~ RTP Range

[~ IP DiffServ CodePaints (DSCP)
[" IP Precedence
[~ any traffic

™ Use an existing traffic class: Iinspection_deFault - l

™ Use dass-default as the traffic dass.

IF traffic does not match a existing traffic class, then it will match the class-default traffic class. Class-defaulk can be used in catch

all sikiakian

Configure the policy to manage any any ip, and click “Next.”
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= Add Service Policy Rule Wizard - Traffic Makch - Source and Destination Address

Action: « e " Do not makch

Source: |an'y'

Destination |an'f

L L L

Service: |ip

Descripkion:

<%

More Options

Click the tab labeled “Intrusion Prevention.” Check the “Enable IPS for this traffic flow” box. From
the pull-down menu labeled “IPS Sensor to Use,” select “vs0.”

! % Add Service Policy Rule Wizard - Rule Actions

Protocol Inspeckion  Intrusion Prevention | Connection Settingsl QoSl

¥ Enable IP5 Far this traffic flow

Mode

% Inline Mode
In this mode, a packet is directed to IPS and the packet may be dropped as a result of IPS operation.
" Promiscous Made

In this mode, a packet is duplicated For IPS and the original packet cannat be dropped by IPS.

If IPS Card Fails

* Permit traffic

™ Close traffic

IPS Sensor Selection

IPS Sensar ko Use: Im - I

Click “Finish,” then click “Apply” to enable the new policy.

V How to License, Configure, and Monitor Your Cisco ASA 5500 Series IPS Solution
Using Cisco IPS Manager Express

The first step is to install Cisco IPS Manager Express on the workstation from which you plan to
manage your Cisco ASA 5500 Series IPS Solution.

Note: This workstation must be in the same management subnet as the IPS, so it should have
an IP address starting with 172.16.254.X. Using workstations in other subnets is beyond the scope
of this document.

To download Cisco IPS Manager Express, go to http://www.cisco.com/go/ips and follow the links to
the download page.

Click the IPS Manager Express installer. An icon labeled “Cisco IME” will be displayed on your
desktop. Click that icon to launch Cisco IPS Manager Express. From the Home > Devices >
Device List panel, click the icon to add a new IPS. Use the values from the previous section to fill
in the device panel.
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F;} Add Device

Sensor Marme: Iacme-aip
Sensor IP Address: |1?2. 16.254.51
] M : i
=51 Hams Iclscn |IF‘ address of the Sensar
Passward: I**********
Web Server Park: |443

Communication prokocol o

{* Use encrypted connection (https)

" Ise non-encrypted conneckion (http)

Event Start Time (UTC)

v Most Recent Alerts

Start Date (5 R DE I g I g I
Start Time (HHMM: 557 I g I g I
Exclude alerts of the Following sewverity levelis)

[~ Informational | Low [ Mediom [ High

You will be presented with a dialog box confirming the trusted certificate from the IPS. Click
“Accept” to continue. You will see the device displayed in the IPS Manager Express device list.

('s) Cisco IPS Manager Express 6.1

File Miew Tools Help

@Home d:'_)ConFiguration @ Event Monitaring Reportsl ? Help

Devices o B Home > Devices > Device List
""" B 0= vice List % ndd @ Edi [ Delete | - - | Wy status | @100k -
Device Mame IP Address Device Type I Event Status I Sensor Health
acme-aip 172.16.254.51 ASA-55M-20 MConnected |3 Marmal £

The last task to be completed is to use IPS Manager Express to license your sensor. Replace your
IPS license on the desktop of the management workstation. From the Configuration > acme-aip >
Sensor Management > Licensing panel, select “Update from license file” and browse to the license
located on the desktop of the management workstation. Click “Update license.” When the update
is completed, you must install the current IPS signature file from Cisco.com.

Again, browse to http://www.cisco.com/go/ips and follow the download links. Click on the “Cisco
Intrusion Detection System” link. Click on the “Latest Security Upgrades” link. Click on the most
current signature file and download the file to the desktop of your management workstation.

Browse to the Cisco IPS Manager Express panel labeled Configuration > acme-aip > Sensor
Management > Update Sensor. Click the button next to “Update is located on this client,” and
browse to the signature file that you just downloaded.
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To ensure that all new updates are automatically installed on your IPS device, browse to the IPS
Manager Express panel labeled Configuration > acme-aip > Sensor Management >
Auto/Cisco.com Update and check the “Enable Signature and Engine Updates from Cisco.com”
box.

n"?] Cisco IPS Manager Express 6.1

Fil= Wiew Tools Help

‘L-;!:h Home 3:} Configuration % Event: Monitoring

Configuration > acme-aip > Senszor Management > Auto/Cisco.com Update

< acme-aip

EI],I_'& Blocking ;I Enable and configure the Auto Update settings bo automatically down
[y Blocking Properties

[y Device Login Profiles
[y Blocking Devices
& Router Blocking Device In Remote Server Settings
[y Cat &K Blocking Device In
@a Master Blocking Sensor
[_]..inrg SHMP

I\T‘:'J General Configuration
i Traps Configuration

----- 4= External Product Interfaces
-0 Passwords

----- . Licensing

. Sensor Health

E_é) IP Logging Yariables

Reparts‘ ? Help

[ Enable Auko Update from a Remaote Server

[ Enable Signature and Engine Lpdates From Cisco, coré

Cisco.com Server Settings

3 Update Sensor 1=

Your ASA 5500 Series IPS Solution is now in place, providing firewall and IPS security for your
network. If you need assistance with any of the steps in this document, please contact the Cisco
Technical Assistance Center.
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