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CISCO PIX DEVICE MANAGER VERSION 4.1

Cisco PIX ® Device Manager delivers enterprise-class security management and monitoring services across network
environments of all sizes with an intuitive, easy-t  0-use Web-based management interface. Bundled with Cisco Firewall
Services Module and PIX Security Appliances, Cisco PIX Device Manager accelerates security deployment  using intelligent
wizards, rich administration tools, and versatile m onitoring services that complement the advanced sec urity features offered
by Cisco Firewall Services Module (FWSM) Software 2 .2 and 2.3. Its secure, Web-based design enables an  ytime, anywhere
access to Cisco FWSM located in any part of a netwo  rk. Release 4.1 supersedes 4.0 for Cisco FWSM. For  PIX security
appliances based on software 6.3, please continuet o use PDM release 3.0.

STARTUP WIZARD SIMPLIFIES AND ACCELERATES CISCO FIR EWALL SERVICES MODULE DEPLOYMENT

Cisco PIX Device Manager features a Startup Witlaatl helps accelerate the security module deployp@tess by providing simple, step-by-
step configuration panels that help users, novicwanced, create robust configurations that attaffic to flow securely through their networks.

PDM 4.1 FEATURES

Homepage Gives At-A-Glance View Into System Status

Cisco PIX Device Manager Version 4.1 introducespsupfor additional features for easy access td"WSM configuration and monitoring
services, while providing real-time system statderimation. This provides live traffic profiling drdevice monitoring screens that provide instant
access to vital system information and networkisttes (Figure 1).
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Figure 1. Cisco PIX Device Manager Version 4.1
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ROBUST MANAGEMENT SERVICES LOWER TOTAL COST OF OWNE RSHIP

Cisco PIX Device Manager features a powerful sehafiagement services that simplify security patiefinition and ongoing policy maintenance
by giving security operators the ability to creatasable network and service object groups, whichbe referenced by multiple security policies.
It also supports the rich access control featufiesem by Cisco FWSM Software such as Syslog by AThese access control features, coupled
with easy-to-use ongoing policy management seryloglp ensure a lower total cost of ownership fmibesses of all sizes.

ENTERPRISE-CLASS SECURITY SERVICES PROVIDE SECURED ROLE-BASED ADMINISTRATIVE ACCESS

Cisco PIX Device Manager provides an array of rolsesurity services to prevent unauthorized adnnatise access to FWSM. It supports FWSM
2.3 features like ACL override feature. User tiaffi permitted if it is permitted by the per-usecess-list regardless of the permit status of fiater
access-list.

It supports a wide range of methods for authentigatdministrators to a local authentication dasaban a Cisco FWSM or via a
RADIUS/TACACS+ server. All communications betweeis¢® PIX Device Manager (running on an administratoomputer) and FWSM are
encrypted using Secure Sockets Layer (SSL) wittee6-bit or the more secure 128-bit SSL encrypt@isco PIX Device Manager also supports
up to sixteen levels of customizable administratizeess, granting administrators and operatiorsopael the appropriate permission levels for
every Cisco FWSM they manage.

INTELLIGENT INTERFACE SIMPLIFIES INTEGRATION INTO C OMPLEX NETWORK ENVIRONMENTS

Cisco PIX Device Manager provides easy access tagiag the rich network integration features foim@€isco FWSM devices. It gives
administrators complete control over Open ShoRash First (OSPF) dynamic routing (Figure 2) anBEEB02.1g-based VLAN interfaces

(Figure 3). For novice users, it provides inteltigdefaults and detailed online help to simplifywark services configuration. Advanced users can
take full advantage of the depth of feature supfmintegrate Cisco FWSM module into complex rogtamd switching environments.
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Figure 2. OSPF Configuration

Figure 3. VLAN Configuration
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RESOURCE MANAGEMENT
This feature allows you to manage the resourceA@irs. These are referred to as the ACL memory po@dCL tree instances which are used

when compiling ACLs. This allows the administratobe able to assign contexts to ACL memory pobiiss feature is available in Multi-Mode.

Figure 4. Resource Manager for ACL Memory Pool in Cisco PDM
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COMPREHENSIVE MONITORING AND REPORTING TOOLS PROVID E BUSINESS-CRITICAL ANALYSIS

Monitoring Tools
Cisco PIX Device Manager Version 4.1 offers in-diepionitoring and reporting services in additioriite at-a-glance monitoring capabilities on

the new homepage. Versatile analysis tools craajghgcal summary reports that show real-time ussgeyrity events, and network activity. Data
from each graphical report can be displayed inarugtable increments, where a user can choose acdird snapshot or analysis over an extended
time line. The ability to simultaneously view mplg graphs allows users to perform detailed evalnatin parallel. Graphs can be conveniently

bookmarked and data can be exported for futuresacce
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Figure 5. Advanced Monitoring Options with Customizable Graphs
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SYSTEM graphs—Provide detailed status information on the CiscodMV, including blocks used and free, current memuijzation, and
CPU utilization.

Connection graphs—Track real-time session and performance monitoditg for connections; address translations; auttegitin, authorization,
and accounting (AAA) transactions; URL filteringyreests; and more, on a per-second basis. Connegtiphs allow users to stay fully informed
of their network connections and activities, withbeing overwhelmed.

Interface graphs—Provide real-time monitoring of bandwidth usagedach interface on the Cisco FWSM. Bandwidth usagésplayed for
incoming and outgoing communications. Users caw yiacket rates, counts, and errors, as well abytie, and collision counts.

Table 1 provides a summary of the features andfilemew to Cisco PIX Device Manager Version 4.1.

Table 1. New Features Summary
Product Features Description

HTTPS Authentication Proxy Provides a secured method of exchanging usernathpamsword between an HTTP client and FWSM
by using HTTPS. HTTPS encrypts all the data, is tdise username and password, and hence make the
password secure

ACL Per User Override User traffic is permitted if it is permitted by tper-user access-list regardless of the permitstait
interface access-list

Resource Manager for ACL optimization for efficiency purposes. Give théministrator the ability to decide how many ACL
ACL Memory Pool memory pools to create instead of it being harcedad 12
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Product Features Description

PDM Sessions Resource Limit * Itis a new limit entry that can be configured astpf a resource class for managing contexts. This
new feature will enable users to set the numb&D¥ sessions for each context

 Increase http connection limit to support 32 simtous PDMs
« Enable resource management for PDM sessions

Same Security Intra Interface Permits communication between two hosts connect#itet same interface

Syslog Enhancements Allows you to optionally deny any connections whike syslog queue is full and specify the amount of
memory that can be allocated for the syslog messagecontext

TFTP Fixup Inspects the TFTP protocol and dynamically creetesection and xlate if necessary to permit fismsfer
between a TFTP client and server

LICENSING
« Cisco PIX Device Manager Version 4.1 is includethv@isco FWSM Software Version 2.2 and higher.
» Cisco PIX Device Manager Version 2.1 is includethv@@isco FWSM Software Version 1.1 and higher.

User System Requirements
* RAM: 256 MB

¢ Display resolution: 1024 x 768 pixels
« Display colors: 256 (16-bit high color recommended)

Software
Table 2 lists the operating systems and browserdatefor Cisco PIX Device Manager Version 4.1.

Table 2.  Cisco PIX Device Manager Version 4.1 Operating Systems and Browsers

Operating Systems Browser and JVM
« Windows 2000 (Service Pack 4) (English or Japamesson) « Microsoft Internet Explorer 6.0 with JVM (VM 3809 higher)
« Windows XP (English or Japanese version) or Java Plug-in v1.4.2 or 1.5.0

* Netscape Communicator 7.1 or 7.2 with Java Plut4n2 or 15.0
Sun Solaris 2.8 or 2.9 Mozilla 1.7.3 with Java Plug-in 1.4.2

Red Hat Linux 9 or Red Hat Enterprise Linux WS si@n 3 Mozilla 1.7.3 with Java Plug-in 1.4.2

Network Connection
Connection speed: 56 kbps (384 kbps recommended)
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ADDITIONAL INFORMATION

For more information, please visit the followingKs.

» Cisco FWSMhttp://www.cisco.com/en/US/products/hw/modules/i¥1@ps4452/index.html
Cisco PIX Security Appliance Seridgtp://www.cisco.com/go/pix

Cisco PIX Device Managehttp://www.cisco.com/go/pdm

SAFE Blueprint from Ciscohttp://www.cisco.com/go/safe
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