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CISCO PIX SECURITY APPLIANCE LICENSING

The market-leading Cisco PIX Security Appliance Series supports a variety of licensing options, enabling businesses to
select the capabilities that are best-suited for their specific environment. Licensing options range from user-based licenses
on the Cisco PIX 501 Security Appliance to licenses for advanced capabilities, such as Active/Active failover, which are
available on specific Cisco PIX Security Appliance models.

This document describes the different types ofikes available, how licenses and activation key®htained, and what specific licenses are
supported on each model of Cisco PIX Security Apples.

FOUR TYPES OF LICENSES PROVIDE BUSINESSES FLEXIBLE SECURITY SOLUTIONS
Cisco PIX Security Appliances support a varietjiaénse types. These types include:

¢ User licenses

¢ Platform licenses
¢ Feature licenses

« Encryption licenses

User Licenses

Cisco PIX 501 Security Appliances, a popular segwwolution for Small Office/Home Office network\éronments, support User Licenses. This
license controls how many internal users (locatethe inside network of a Cisco PIX Security Apptia) that can concurrently access the Internet,
or other resources through the outside interfadbefppliance. Supported license levels inclufaasers, 50 users, and unlimited users. Cisco
Systems provides three different pre-configureddbesof the Cisco PIX 501 Security Appliance, makiineasy for businesses to purchase an
appliance with the appropriate User License insthlBusinesses can upgrade from one User Licemsktteanother, as their needs grow, by
purchasing the appropriate User License upgradenparber.

Platform Licenses

Cisco PIX 515, 515E, 525, and 535 Security Applénsupport the concept of a Platform License. litesise establishes what base capabilities
the appliance has—each Cisco PIX 515, 515E, 5255aBd\ppliance must have a single Platform Licanstlled. License levels range from
Restricted (R), Unrestricted (UR), Failover (FQ)ddailover-Active/Active (FO-AA). The table belawutlines the capabilities that each of these
license levels provides:
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Table 1. Platform License Benefits

Platform License Benefits
Restricted (R) Provides businesses a security solution with estlfalue, but with some restrictions on its calitas,
including:

 Limited number of physical and virtual interfacesgorted
 Limited number of concurrent connections supported
 Limited amount of RAM included

 Limited VPN performance included, yet allows busses to add hardware VPN acceleration as an optiona
upgrade

» No support for failover, including Active/Active drictive/Standby stateful failover

* No support for advanced features such as secunitiegts (virtual firewalls) or General Packet Ra8irvice
Tunneling Protocol (GTP) inspection

Unrestricted (UR) Provides businesses a robust, high-performanceigesalution, allowing them to take full advantagkthe
platforms capabilities, including:

» Maximum number of physical and virtual interfacaported
« Maximum number of concurrent firewall and VPN coctiens supported
¢ Maximum amount of RAM included

« Maximum VPN performance via integrated hardware \&&eleration (Cisco VPN Accelerator or Cisco
VPN Accelerator+)

 Active/Active* stateful failover support (requiresnilar Cisco PIX Security Appliance model with
Failover-Active/Active license)

« Active/Standby stateful failover support (requis@milar Cisco PIX Security Appliance model with leaier
or Failover-Active/Active license)

» Security context* support, with two security cortteincluded as part of the UR license
e GTP inspection* support, when a GTP Feature Licénstso installed on the system

Failover (FO) + Designed for use in conjunction with a similar @igIX Security Appliance model that has an Unretsd
license, providing a cost-effective, Active/Standtigh-availability solution.
« Provides the same capabilities as the Unrestriatedse, except the Failover license does not stippo
Active/Active failover. Requires presence of simiEisco PIX Security Appliance model with an Unriesed
license to operate properly.

Failover-Active/Active + Designed for use in conjunction with a similar @igIX Security Appliance that has an Unrestrictedrise,
(FO-AIA)* providing a scalable Active/Active high-availabjlisolution (with support for Active/Standby failavas
well).

« Provides the same capabilities as the Unrestriatedse. Requires presence of similar Cisco PIXugsc
Appliance model with an Unrestricted license torape properly.

* Cisco PIX Security Appliance Software v7.0, ogheér, required for this capability
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Feature Licenses

Cisco PIX 515, 515E, 525, and 535 Security Applénsupport the concept of Feature Licenses. Thesesés control what advanced features
are enabled on a Cisco PIX Security Appliance whiag an Unrestricted (UR), Failover (FO), or Fadlective/Active (FO-AA) Platform
License. The table below outlines the Feature ldesrcurrently available:

Table 2. Feature License Benefits

Feature License Benefits

Security Contexts* Allows businesses to create multiple security cetstévirtual firewalls) within a single Cisco PIXe8urity
Appliance, with each context having its own seseturity policies, logical interfaces, and admiitte
domain.

« Four license levels for number of security contexigported: 5, 10, 20, and 50 contexts
Note: Maximum number of security contexts supported ddpem model of Cisco PIX Security Appliance
GTP/GPRS Inspection* Provides advanced security services for GTP/GPR®8kile Wireless environments.
* Cisco PIX Security Appliance Software v7.0, ogheér, required for this capability
Encryption Licenses
All Cisco PIX Security Appliance support the contepEncryption Licenses. These licenses activateyption services on Cisco PIX Security

Appliances, which are required before using cerfiagtures including VPN, secure remote managemaedtmore. The table below outlines the
Encryption Licenses currently available:

Table 3. Encryption License Benefits

Encryption License Benefits
NONE Disables encryption capabilities of a Cisco PIX8#&g Appliance.
DES Enables support of:

« 512 hit RSA (Rivest, Shamir, Adelmen) public keyptography

« 512 bit DSA** (Digital Signature Algorithm) publikey cryptography
« 56 bhit DES (Data Encryption Standard) symmetric &gyptography

* 40 and 56 bit RC4 symmetric key cryptography

3DES/AES Enables support of:

* 512 to 4,096 bit** RSA public key cryptography

e 512 to 1,024 bit** DSA public key cryptography

« 56 bit DES symmetric key cryptography

« 168 hit 3DES (Triple DES) symmetric key cryptograph
» 128, 192, and 256 bit AES* symmetric key cryptodrap
« 40, 56, 64, and 128 bit RC4 symmetric key cryptpbya

* Cisco PIX Security Appliance Software v6.3, ogheér, required for this capability
** Cisco PIX Security Appliance Software v7.0, agher, required for this capability

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 3 of 12



PURCHASING AND INSTALLING LICENSES

To enable the licenses on a Cisco PIX Security idppk, an activation key must be installed on #pgtiance. This key combines all licensed
features for a specific Cisco PIX Security Appliaricto a single 32 or 40 digit hexadecimal numBer activation key is installed at manufacturing
time on each Cisco PIX Security Appliance, anaddudes any specific licensed features selecteal lnysiness at time of purchase. Businesses can
either purchase a configurable Cisco PIX Securjipliance chassis with all desired license and hardwptions, or alternatively, businesses can
simply purchase a Cisco PIX Security Appliance Bemrebundles combine each Cisco PIX Security Appliameelel with its most popular license
and hardware options into a single part numbesifoplified purchasing.

Businesses can upgrade the licensed features ®xisting Cisco PIX Security Appliance using twdéfelient methods. Encryption Licenses can be
obtained free-of-charge through a Web-based pramesisco.com (details provided in the section W@ld@usinesses can upgrade all other license
types by purchasing the appropriate license upgpadenumber from Cisco Systems or an authorizeellex (see upgrade part numbers available
by chassis in tables 7, 9, 11, and 13 below). Upaxhasing an upgrade, businesses will receivepgrade kit that contains a Product
Authorization Key (PAK), along with instructions @ow to access Cisco.com to complete the upgraateeps. Using this easy-to-follow Web-
based process, businesses simply enter the PAKtfreimupgrade kit and the serial number of the@€RBIX Security Appliance they wish to
upgrade, and a new activation key for their appkawill be emailed to them. Upon receiving the\atton key, businesses can install the new
activation key on their Cisco PIX Security Applianay following the remaining instructions that cawith the upgrade Kkit.

OBTAINING ENCRYPTION LICENSES

Businesses wishing to activate or upgrade the Fptiony License on their Cisco PIX Security Appliarea® go to the following URL below, and
select the type of Encryption License they wisheiguest. Encryption licenses are free-of-chargeatmrisubject to export controls. Customers must
have a crypto-enabled Cisco.com account in ordezguest a Cisco PIX Security Appliance Encryptisgaense. Customers will be required to
enter the serial number of the Cisco PIX Securipplfance they wish to upgrade. After submitting thguest and passing the necessary export
control checks, customers will receive an emaihwlite new activation key for their appliance.

http://www.cisco.com/gol/license

PLATFORM CAPABILITIES AND ORDERING INFORMATION

Cisco PIX 501 Security Appliance

Table 4. Cisco PIX 501 Security Appliance Bundle Descriptions

10 User 50 User Unlimited User
Memory 16 MB 16 MB 16 MB
Maximum Connections 7,500 7,500 7,500

Maximum Physical Interfaces

1 + 4-port 10/100 switch

1 + 4-port 10/100 switch

+ 4-port 10/100 switch

Maximum Virtual Interfaces Not supported Not supported Not supported
Maximum DHCP Clients 32 128 256

Hardware VPN Acceleration Not supported Not supported Not supported
Maximum Security Contexts Not supported Not supported Not supported
GTP/GPRS Inspection Not supported Not supported Not supported
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10 User 50 User Unlimited User

Active/Standby Failover Not supported Not supported Not supported

Active/Active Failover Not supported Not supported Not supported

Table 5. Cisco PIX 501 Security Appliance Bundle and License Ordering Information

Product Number Description

Bundles

PIX-501-BUN-K9 PIX 501 10 User 3DES/AES Bundle (sbia, SW, 10 Users, 3DES/AES)
PIX-501-50-BUN-K9 PIX 501 50 User 3DES/AES Bundtddssis, SW, 50 Users, 3DES/AES)
PIX-501-UL-BUN-K9 PIX 501 Unlimited User 3DES/AESUBdIe (chassis, SW, Unlimited Users, 3DES/AES)

User License Upgrades

PIX-501-SW-10-50= PIX 501 10-to-50 User Upgradet®afe License
PIX-501-SW-10-UL= PI1X 501 10-to-Unlimited User Upgie Software License
PIX-501-SW-50-UL= PIX 501 50-to-Unlimited User Upgie Software License

Encryption Licenses

PIX-VPN-NONE No VPN/SSH/SSL Encryption License fiX Models
PIX-VPN-DES PIX DES VPN/SSH/SSL Encryption License
PIX-VPN-501-3DES PIX 501 3DES/AES VPN/SSH/SSL Emtign License

Cisco PIX Security 506/506E Appliance

Table 6. Cisco PIX 506E Security Appliance Bundle Descriptions

Base Model

Memory 32 MB
Maximum Connections 25,000
Maximum Physical Interfaces 2

Maximum Virtual Interfaces 2

Hardware VPN Acceleration Not supported
Maximum Security Contexts Not supported
GTP/GPRS Inspection Not supported
Active/Standby Failover Not supported
Active/Active Failover Not supported
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Table 7. Cisco PIX 506/506E Security Appliance Bundle and License Ordering Information

Product Number
Bundles

PIX-506E
PIX-506E-BUN-K9

Encryption Licenses

PIX-VPN-NONE
PIX-VPN-DES

PIX-SW-506-3DES

Description

PIX 506E Chassis (Chassis, Software, PBEs)

PIX 506E 3DES/AES Bundle (ChasSsftware, 2 FE Ports, VLAN DMZ, 3DES/AES)

No VPN/SSH/SSL Encryption License fiX Models

PIX DES VPN/SSH/SSL Encryption License

PIX 506E 3DES/AES VPN/SSH/SSL Eptign License

Cisco PIX Security 515/515E Appliance

Table 8. Cisco PIX 515E Security Appliance Bundle Descriptions

Memory

Maximum Connections
Maximum Physical Interfaces
Maximum Virtual Interfaces
Hardware VPN Acceleration

Maximum Security Contexts

GTP/GPRS Inspection
Active/Standby Failover

Active/Active Failover

Restricted (R)

64 MB

(formally 32MB)*
48,000

3

10

Add-on

Not supported

Not supported
Not supported

Not supported

Unrestricted (UR)
128 MB
(formally 64MB)*
130,000

6

25

Included

5 (2 included with

UR license)
Add-on
Supported

Supported

* Changed in mid-February 2005 to support Cisco B&urity Appliance Software v7.0

© 2005 Cisco Systems, Inc. All rights reserved.

Failover (FO)
128 MB
(formally 64MB)*
130,000
6
25
Included

5 (2 included with
FO license)

Add-on
Supported

Not supported

Failover-Active/Active

(FO-AA)
128 MB
(formally 64MB)*

130,000
6
25
Included

5 (2 included with
FO-AA license)

Add-on
Supported

Supported
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Table 9.

Product Number
Bundles

PIX-515E
PIX-515E-R-BUN
PIX-515E-R-DMZ-BUN

PIX515E-DMZ-CSA-K9

PIX-515E-UR-BUN

PIX-515E-UR-FE-BUN

PIX-515E-FO-BUN

PIX-515E-FO-FE-BUN

PIX-515E-AA-FE-BUN

Platform License Upgrades

PIX-515-SW-R-UR=
PIX-515-SW-FO-R=
PIX-515-SW-FO-UR=
PIX-515-SW-FO-AA=

Feature License Upgrades

PIX-SW-SC-5=
PIX-SW-GTP=

Encryption Licenses

PIX-VPN-NONE
PIX-VPN-DES

PIX-VPN-515-3DES

Cisco PIX 515/515E Security Appliance Bundle and License Ordering Information

Description

PIX 515E Chassis (chassis, software, 20Minterfaces)
PIX 515E Restricted Bundle (chassistricted license, software, 2 10/100 interfa6dsMB RAM)
PIX 515E DMZ Bundle (chassisstected license, software, 3 10/100 interfaces\ViRAM)

PIX 515E DMZ + CSA + VMS BasicuBdle (chassis, restricted license, software, 2dMinterfaces,
64 MB RAM), 10 desktop and 1 server license of €iSecurity Agent, CiscoWorks VMS Basic

PIX 515E Unrestricted Bundle (chiassnrestricted license, software, 2 10/100 pdr28 MB RAM,
VAC or VAC+)

PIX 515E Unrestricted 6-port FB¢hernet Bundle (chassis, unrestricted licensiwsare, 6 10/100
ports, 128 MB RAM, VAC or VAC+)

PIX 515E Active/Standby Failovertglle (chassis, Active/Standby failover licensetwafe, 2 10/100
interfaces, 128 MB RAM, VAC or VAC+)

PIX 515E Active/Standby Failoveport Fast Ethernet Bundle (chassis, Active/Starfdilover
license, software, 6 10/100 interfaces, 128 MB RAMC or VAC+)

PIX 515E Active/Active Failové-port Fast Ethernet Bundle (chassis, Active/Actaitover license,
software, 6 10/100 interfaces, VAC or VAC+)

PIX 515/515E R to UR Platform Linse Upgrade (includes VAC+, 128 MB RAM)
PIX 515/515E FO to R Platform Lise Upgrade
PIX 515/515E FO to UR Platforntémnse Upgrade

PIX 515/515E FO to FO-AA Platfordnicense Upgrade

PIX 5 Security Contexts License

PIX GTP/GPRS Inspection License

No VPN/SSH/SSL Encryption License fiX Models
PIX DES VPN/SSH/SSL Encryption License

PIX 515/515E 3DES/AES VPN/SSH/SSicryption License
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Cisco PIX Security 525 Appliance

Table 10. Cisco PIX 525 Security Appliance Primary Bundle Descriptions

Memory

Maximum Connections
Maximum Physical Interfaces
Maximum Virtual Interfaces
Hardware VPN Acceleration

Maximum Security Contexts

GTP/GPRS Inspection
Active/Standby Failover

Active/Active Failover

Restricted (R) Unrestricted (UR) Failover (FO) Failover-Active/Active
(FO-AA)

128 MB 256 MB 256 MB 256 MB

140,000 280,000 280,000 280,000

6 10 10 10

25 100 100 100

Add-on Included Included Included

Not supported 50 (2 included with 50 (2 included with 50 (2 included with
UR license) FO license) FO-AA license)

Not supported Add-on Add-on Add-on

Not supported Supported Supported Supported

Not supported Supported Not supported Supported

Table 11. Cisco PIX 525 Security Appliance Bundle and License Ordering Information

Product Number
Bundles

PIX-525

PIX-525-R-BUN

PIX-525-UR-BUN

PIX-525-UR-GE-BUN

PIX-525-FO-BUN

PIX-525-FO-GE-BUN

PIX-525-AA-GE-BUN

Description

Cisco PIX 525 Chassis (chassis, softwave,*0/100 interfaces)

Cisco PIX 525 Restricted Bundle (ctiasrestricted license, software, two 10/100 fatms,
128 MB RAM)

Cisco PIX 525 Unrestricted Bundldgssis, unrestricted license, software, two 10ia@faces,
256 MB RAM, VAC or VAC+)

Cisco PIX 525 Unrestricted two GHEwo FE Bundle (chassis, unrestricted licenstinsoe,
two Gigabit Ethernet + two 10/100 interfaces, 25B RAM, VAC or VAC+)

Cisco PIX 525 Active/Standby Failowundle (chassis, Active/Standby failover licersaffware,
two 10/100 interfaces, 256 MB RAM, VAC or VAC+)

Cisco PIX 525 Active/Standby Eaiér two GE + two FE Bundle (chassis, Active/Stanfiilover
license, software, two Gigabit Ethernet + two 1@/iiterfaces, VAC or VAC+)

Cisco PIX 525 Active/Active Failer two GE + two FE Bundle (chassis, Active/Actfadover
license, software, two Gigabit Ethernet + two 1@/iiterfaces, VAC or VAC+)
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Product Number
Platform License Upgrades

PIX-525-SW-R-UR=
PIX-525-SW-FO-R=
PIX-525-SW-FO-UR=
PIX-525-SW-FO-AA=

Feature License Upgrades

PIX-SW-SC-5=
PIX-SW-SC-10=
PIX-SW-SC-20=
PIX-SW-SC-50=
PIX-SW-SC-5-10=
PIX-SW-SC-10-20=
PIX-SW-SC-20-50=
PIX-SW-GTP=

Encryption Licenses

PIX-VPN-NONE
PIX-VPN-DES

PIX-VPN-3DES

Cisco PIX Security 535 Appliance

Description

PIX 525 R to UR Platform Licenspddade (includes VAC+, 128 MB RAM)

PIX 525 FO to R Platform Licenspddade
PIX 525 FO to UR Platform Licendpgrade

PIX 525 FO to FO-AA Platform Linse Upgrade

PIX 5 Security Contexts License

PIX 10 Security Contexts License

PI1X 20 Security Contexts License

PIX 50 Security Contexts License

PIX 5 to 10 Security Context Licerdpgrade
PIX 10 to 20 Security Context lise Upgrade
PIX 20 to 50 Security Context lrise Upgrade

PIX GTP/GPRS Inspection License

No VPN/SSH/SSL Encryption License fiX Models
PIX DES VPN/SSH/SSL Encryption License

PIX 3DES/AES VPN/SSH/SSL Encryptiorcénse

Table 12. Cisco PIX 535 Security Appliance Primary Bundle Descriptions

Memory

Maximum Connections
Maximum Physical Interfaces
Maximum Virtual Interfaces

Hardware VPN Acceleration

Restricted (R) Unrestricted (UR) Failover (FO)
512 MB 1024 MB 1024 MB
250,000 500,000 500,000

8 14 14

50 150 150
Add-on Included Included

© 2005 Cisco Systems, Inc. All rights reserved.

Failover-Active/Active
(FO-AA)

1024 MB
500,000

14

150

Included
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Maximum Security Contexts

GTP/GPRS Inspection
Active/Standby Failover

Active/Active Failover

Restricted (R) Unrestricted (UR) Failover (FO) Failover-Active/Active
(FO-AA)
Not supported 50 (2 included with 50 (2 included with 50 (2 included with
UR license) FO license) FO-AA license)
Not supported Add-on Add-on Add-on
Not supported Supported Supported Supported
Not supported Supported Not supported Supported

Table 13. Cisco PIX 535 Security Appliance Bundle and License Ordering Information

Product Number
Bundles

PIX-535

PI1X-535-R-BUN

PI1X-535-UR-BUN

PIX-535-UR-GE-BUN

PIX-535-FO-BUN

PIX-535-AA-GE-BUN

Platform License Upgrades

PIX-535-SW-R-UR=

PIX-535-SW-FO-R=

PIX-535-SW-FO-UR=

PIX-535-SW-FO-AA=

Feature License Upgrades

PIX-SW-SC-5=

PIX-SW-SC-10=

PIX-SW-SC-20=

PIX-SW-SC-50=

Description

Cisco PIX 535 Chassis (chassis, softwave,10/100 interfaces)

Cisco PIX 535 Restricted Bundle (ckiasrestricted license, software, two 10/100 fategs,
512 MB RAM)

Cisco PIX 535 Unrestricted Bundlégssis, unrestricted license, software, two 10ih@0faces,
1 GB RAM, VAC or VAC+)

Cisco PIX 535 Unrestricted Th®®E + Two FE Bundle (chassis, unrestricted licereéiware,
three Gigabit Ethernet + two 10/100 interfaces,BLRAM, VAC or VAC+, dual AC power supplies)

Cisco PIX 535 Active/Standby Failo\gundle (chassis, Active/Standby failover licerseffware,
two 10/100 interfaces, 1 GB RAM, VAC or VAC+)

Cisco PIX 535 Active/Active Faler Bundle (chassis, Active/Active failover licenseftware,
three Gigabit Ethernet + two 10/100 interfaces,BLRAM, VAC+, dual AC power supplies)

PIX 535 R to UR Platform Licenspddade (includes VAC+, 512 MB RAM)
PIX 535 FO to R Platform Licenspdtade
PIX 535 FO to UR Platform Licengpgrade

PIX 535 FO to FO-AA Platform Linse Upgrade

PIX 5 Security Contexts License
PIX 10 Security Contexts License
PIX 20 Security Contexts License

PIX 50 Security Contexts License

© 2005 Cisco Systems, Inc. All rights reserved.
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Product Number Description

PIX-SW-SC-5-10= PIX 5 to 10 Security Context Licedpgrade
PIX-SW-SC-10-20= PIX 10 to 20 Security Context lrise Upgrade
PIX-SW-SC-20-50= PIX 20 to 50 Security Context lise Upgrade
PIX-SW-GTP= PIX GTP/GPRS Inspection License

Encryption Licenses

PIX-VPN-NONE No VPN/SSH/SSL Encryption License fiX Models
PIX-VPN-DES PIX DES VPN/SSH/SSL Encryption License
PIX-VPN-3DES PIX 3DES/AES VPN/SSH/SSL Encryptiorcénse

ADDITIONAL INFORMATION
For more information, please visit the followingKs.

Cisco PIX Security Appliance Seriggtp://www.cisco.com/go/pix

Obtain Activation Keys and Additional Licensing émfation:http://www.cisco.com/go/license

Obtain Cryptographic License and Software Downldadess on Cisco.com: (Cisco.com login requiredi¢awthis content)
https://www.cisco.com/cgi-bin/swc/front.x/Softwabeypto/crypto.cgi
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