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1 Executive Study

Deployment of Cisco® Security Agent requires an understanding of an organization’s corporate security policy and
business requirements and of how Cisco Security Agent’s host security policies can be applied to meet these
requirements.

11 Purpose
Welcome to the Cisco Security Agent Version 6.0.1 Deployment Guide. This deployment guide should enable the
reader to deploy Cisco Security Agent.

1.2 Background

Deployment of Cisco Security Agent in the past has been a challenge, requiring the implementer to address
deployment considerations, make policy decisions, and perform tuning. This guide helps the implementer meet
these challenges and deploy Cisco Security Agent. The reader should have knowledge of the fundamentals of Cisco
Security Agent, such as how to create groups, policies, rule modules, and rules and perform cloning. Please refer to
the Using Management Center for Cisco Security Agents 6.0.1 Users Guide for more information
http://www.cisco.com/en/US/docs/security/csal/csa601/user _guide/CSAMC_UserGuide.html.

2 Choosing the Management Center for Cisco Security Agents Installation

Choosing the Management Center for Cisco Security Agents architecture is crucial to deploying Cisco Security
Agent. The Management Center for Cisco Security Agents can be installed in a single-, two-, or three-tier
environment. Please refer to the Management Center for Cisco Security Agents Hardware Installation Guide for
more information: http://www.cisco.com/en/US/docs/security/csa/csa601/install_guide/CSAMC_ InstallGuide.html.

2.1 Single-Tier Architecture

The Management Center for Cisco Security Agents and the SQL database are installed on the same server. By
default, the Management Center for Cisco Security Agents ships with SQL Server Express, a desktop version of
Microsoft SQL, which is limited to a 4-GB database. If you have more than 1000 users, you should install the full
version of Microsoft SQL server 2005. Further, event if you have fewer than 1000 users but your policies require
auditing or you require long-term storage of events, you may want to install the full version of Microsoft SQL 2005 if
you think that your database may exceed 4 GB.

Make sure you back up your database to protect against catastrophic failure; you can build a server with the same
host name and restore the database.

A single-tier, single server, Management Center for Cisco Security Agents can scale from one to 20,000 agents
211 Hardware Configurations

1. Single processor Pentium 4 (3 GHz+) with 2 GB RAM

2. Dual processor Xeon (2.5 GHz+) with 4 GB RAM

3. Quad processor Xeon (2.5 GHz+) with 8 GB RAM

4. Eight-way Xeon (2.5 GHz+) with 8 GB RAM
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The following list shows the approximate number of agents you can deploy with each server configuration installed
on one of four hardware configurations.

Hardware Configuration Number of Agents
Hardware Configuration 1 2,500

Hardware Configuration 2 5,000

Hardware Configuration 3 10,000

Hardware Configuration 4 20,000

For detailed installation instructions, please see the Management Center for Cisco Security Agents Installation
Guide: http://www.cisco.com/en/US/docs/security/csa/csa601/install_guide/CSAMC InstallGuide.html.

2.2 Two-Tier Architecture

The Management Center for Cisco Security Agents is separate from the Microsoft SQL 2005 database. The SQL
back-end is installed first, and the CSAMC 6.0.1 database is then created as outlined in the Management Center for
Cisco Security Agents Hardware Installation Guide:
http://www.cisco.com/en/US/docs/security/csa/csa601/install_guide/CSAMC_InstallGuide.html.

In the event of a catastrophic Management Center for Cisco Security Agents failure, you can build another
Management Center for Cisco Security Agents with the same host and connect to the back-end database.

A two-tier Management Center for Cisco Security Agents uses one server to handle both the polling and
configuration requests, and a second server for the back-end database. This architecture scales from one to 75,000
agents.

221 Hardware Configurations

1. Single processor Pentium 4 (3 GHz+) with 2 GB RAM
2. Dual processor Xeon (2.5 GHz+) with 4 GB RAM

3. Quad processor Xeon (2.5 GHz+) with 8 GB RAM

4. Eight-way Xeon (2.5 GHz+) with 8 GB RAM

The following list shows the approximate number of agents you can deploy with each server configuration installed
on one of four hardware configurations.

Hardware Configuration Number of Agents
Hardware Configuration 1 7,500

Hardware Configuration 2 15,000

Hardware Configuration 3 30,000

Hardware Configuration 4 75,000

For detailed installation instructions, please see the Management Center for Cisco Security Agents Installation
Guide: http://www.cisco.com/en/US/docs/security/csa/csa601/install_guide/CSAMC _InstallGuide.html.

2.3 Three-Tier Architecture

The functions of the Management Center for Cisco Security Agents are split between two servers: the polling server
and the configuration server. The Cisco Security Agents will poll, register, and send updates to the polling server.
The configuration server is used for Cisco Security Agent administrative tasks.

High availability is supported through the use of Cisco CSS 11000 Series Content Services Switches. (Please see
the high-availability white paper for details.)
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This architecture scales from one to 100,000 agents:
http://www.cisco.com/en/US/docs/security/csa/csa601/install guide/CSAMC InstallGuide.html.

231 Hardware Configurations
1. Single processor Pentium 4 (3 GHz+) with 2 GB RAM

2. Dual processor Xeon (2.5 GHz+) with 4 GB RAM
3. Quad processor Xeon (2.5 GHz+) with 8 GB RAM
4. Eight-way Xeon (2.5 GHz+) with 8 GB RAM

Hardware Configuration Number of Agents
Hardware Configuration 1 10,000

Hardware Configuration 2 20,000

Hardware Configuration 3 50,000

Hardware Configuration 4 100,000

For detailed installation instructions, please see the Management Center for Cisco Security Agents Installation
Guide: http://www.cisco.com/en/US/docs/security/csa/csa601/install_guide/CSAMC _InstallGuide.html.

3 Initial Pre-Deployment Questions

Asking questions at the beginning and knowing what to expect from Cisco Security Agent’s host security policies can
save you deployment time. Listed here are some common deployment considerations that should be addressed with
the customer before deploying Cisco Security Agent.

3.1 General Considerations for Desktops and Servers
Some fundamental questions are:

What Cisco Security Agent host security policies should be used to meet the customer’s business
requirements, compliance requirements, etc.?

What are the expected behaviors for these policies and what are the default behaviors?

Desktop installations are different than server installations.
For desktops:

Do not allow end users to install software; allow only certain groups to do so.

Customize quarantine so that there are no end-user messages.

Do not allow end users to disable Cisco Security Agent security settings; allow only certain groups to do so.
Do not allow end users to change security settings; allow only certain groups to do so.

Do not allow end users to enter queries; allow only certain groups to do so.

Implement Cisco Security Agent in stealth mode.

Deploy zero-day policies globally to all groups.

For all servers:

Determine how many servers are generic (not sure of what applications are running), application based,
internal, and in the DMZ.

Do not allow no rule queries or natifications for servers.
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Deploy zero-day policies globally to all servers.

For application-based servers:

Deploy application-based policies (such as web server policies) locally to groups.

Assign network lockdown policy.

Application-based policies will contain the ports used by the application; the network lockdown rule will help
ensure that only the application has access to its associated ports.

3.2 General Considerations for Data Loss Prevention

You should meet with the customer to discuss the corporate data security policy. You should understand Cisco
Security Agent’s data loss prevention (DLP) policy and determine whether the customer’s data security requirements
match. See the discussion of Cisco Security Agent policy for details.

Cisco Security Agent’'s DLP policy protects against:

Data leakage: Protects against data misuse and inadvertent data loss

Data theft: Protects against malicious threats targeted at sensitive information

Use Cisco Security Agent's DLP policy with Cisco Security Agent’s host security policies for the highest
protection. These desktop host security policies include AV-Behavior-Based Desktop, Audit System Integrity, Anti-
Spyware, Anti-Rootkit, Quarantined Compromised Applications, Quarantined Compromised Hosts, and Centrally
Managed Firewall policies).

Loss of data in motion: Requires mobile users to establish a VPN connection before accessing sensitive
information

End users are notified when they are noncompliant and are asked to provide business justification for being
noncompliant.

You will also commonly create a corporate data security policy that addresses these questions.

What is the customer’s sensitive information?
Does the customer need to protect credit card numbers, social security numbers, text strings, etc.?
Does the customer need to protect specific server applications and files?
Where is this sensitive information stored?
Does this sensitive information reside globally on all servers or is it specific to a selected group of servers?

Does this sensitive information reside globally on all desktops or is it specific to a selected group of
desktops?

What specific directories and file types are used to store this sensitive information?
What precautions are being taken to protect this sensitive information?
What applications have access to this information?
Do certain or all applications have access to this data?
What precautions are being taken to protect authorized applications?
Who has access to this information?

Do all users have access to this information or only specific groups?
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Can this information be removed locally, while on or off the corporate LAN?
Can this information be copied to removable media?
Can this information be burned to CD?
Is this information accessible from removable media?
Can this information be printed?
Can this information be copied and pasted into other applications?
Does the customer have a corporate data security policy for remote users?
Where is this information going?
Can this information be sent over web mail?

Can this information be sent using peer-to-peer (P2P) communication, FTP, or instant messaging or
through some other unauthorized channel?

Is this information sent to specific servers within the intranet?

What precautions is the customer taking to protect the application and data?

3.3 General Considerations for Integrated Anti-Vir  us Solution

Cisco Security Agent uses Integrated ClamAV and is controlled by assigning the antivirus-signature-based policies
at the group level:
Integrated ClamAYV is available on Microsoft Windows platforms only; it is not required for zero-day protection.

The Management Center for Cisco Security Agents needs to obtain signature updates from the ClamAV
server (db.local.clamav.net) and should be reachable over HTTP either directly or through a proxy server.

Remove other antivirus solutions. (Note: If other antivirus solutions are not removed, they may interpret the
signature base main.cvd and daily.cvd files as infected and quarantine them.)

The Management Center for Cisco Security Agents may obtain signature updates from the ClamAV server
several times a day.

Agent requests occur every 24 hours and cannot be customized.

If agent requests from the Management Center for Cisco Security Agents remain unanswered for 48 hours,
the agent will try to go to the ClamAV server for antivirus updates.

You can set weekly or monthly scans.

If Cisco Virtual Network Computing (VNC) or other remote applications are used, these may trigger false
positives in potentially unwanted application (PUA) signatures.

You can specify whether you want end-user notifications to appear when infected files are found and
quarantined.

Files in quarantine can be restored locally. If files remain in quarantine for 60 days and no action is taken, the
file will be deleted.

4 Deployment Strategies

The deployment strategies discussed here cover common Cisco Security Agent desktop and server scenarios.

41 Desktop Deployments
1. Define your grouping structure.

2. Define policies.
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Host security desktop policies generally used for Cisco Security Agent desktop deployment include:

AV-Behavior-Based Desktop

Audit System Integrity

Anti-Spyware

Anti-Rootkit

Quarantined Compromised Applications
Quarantined Compromised Hosts

Centrally Managed Firewalls Desktop (may or may not be used)

Cisco Security Agent host security desktop policies are normally assigned globally across all groups. You may
have acceptable-usage policies, such as “Block writing all files to USB devices,” which can be assigned locally
to the group.

Clone each of the original rule modules from the chosen default policies, such as AV-Behavior-Based Desktop
policy.

Incorporate the name of your organization into the name of the rule module (for example, you would name a
cloned rule module such as “Desktop Removable Media” as “OrganizationA_Desktop Removable Media”).

Create a new policy incorporating the name of the organization like this: “name of organization_AV- Behavior-
Based Desktop.”

Assign the newly created associated rule modules to the policy.

The original default policies and associated rule modules remain unaffected.
Assign the newly created policies to your group.

Turn on audit mode.

Enable the polling hint.

o 0~ w

Create an associated agent kit and deploy it to end users. In the first week of your Cisco Security Agent
deployment, you should deploy this kit to 25 to 50 users in various groups. You can manually deploy these
agents to the hosts and tune for legitimate applications. (Please see the discussion of tuning for details.)

7. After your groups and policies are tuned, you can clone your groups and name them “Production” (for instance,
Production_Group_A).

8. You can manually move hosts from your audit group into your production group.

This is only one method of deploying Cisco Security Agent; other methods of deploying Cisco Security
Agent may be used.

41.1 Do Not Allow End Users to Install Software—Allow Only Certain Groups
End users are not allowed to install software based on the corporate security policy; IT administrators or other
certain groups are allowed to do so.

The AV-Behavior-Based polices contain the following rule modules that control the installation of software:

Security—User Running Untrusted Installation Application
Security—Desktop Running Removable Media Installation Application

Security—Web and Email Untrusted Installation (Medium and High)

By default, end users are prompted to enter their business justification when installing software.
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Clone these rule modules: one for end users and one for legitimate groups who are allowed to install software. When

cloning these rule modules, apply the appropriate user-state rules.

Change the query rules to “deny” in the rule modules that apply to all end users (Table 1).

The query rules can be left in place in the rule module that applies to groups allowed to install applications. These
rules can also be changed to “allow” and “log.”

Create associated policies for the rule modules and assign them to their respective groups.

Table 1.

Policies, Rule Modules, and Rules for Denying End-User Software Installation Pending

Policy

Rule Module

Rule

Change (Pending Customer Policy)

AV-Behavior-Based
Desktop

Security—User Running
Untrusted Installation
Application

First-time execution of untrusted applications by user
writes installation-related keys.

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

First-time execution of untrusted applications by user
writes execution script file.

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Security—Web and Email
Running Untrusted
Application (Medium

Microsoft Windows desktop invokes untrusted and
first-time applications (not shells or configuration
applications).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Email, web, and instant messaging applications (not
desktop or antivirus) invoke first-time applications
(not untrusted, shells, or configuration applications).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Email, web, and instant messaging applications (not
desktop) invoke untrusted and first-time applications
(not Shells or configuration applications).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Notify: Email, web, and instant messaging
applications (not desktop) invoke shells and
configuration applications.

Log to Management Center for Cisco
Security Agents, or disable, or
customize notification.

Security—Web and Email
Running Untrusted
Application (High)

Microsoft Windows desktop invokes untrusted and
first-time applications (not shells or configuration
applications).

Change “query” to “deny.”

Email, web, and instant messaging applications (not
desktop or antivirus) invoke first-time applications
(not untrusted, shells, or configuration applications).

Change “query” to “deny.”

Notify: Email, web, and instant messaging
applications (not desktop) invoke shells and
configuration applications.

Log to Management Center for Cisco
Security Agents, or disable pending, or
customize notification.

Notify: Email, web, and instant messaging
applications (not desktop) invoke untrusted and first-
time applications (not shells or configuration
applications).

Log to Management Center for Cisco
Security Agents, or disable pending, or
customize notification.

41.2

Do Not Query End Users (Does Not Apply to DLP Policies)

End users should not be queried based on the corporate security policy. The policies and rule modules that require

customization are:

AV-Behavior-Based Desktop policy and associated rule modules:

Invoking Network Configuration Applications

Invoking System Configuration Applications

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Modify Another Process

Network Worm Client

Security—Client Application Security

Security—Multiple Restrictions (see Section 4.1.3, “Customize Quarantine for No End-User Interaction”)

Security—Multiple Violations (Medium Restrictions) (see Section 4.1.3, “Customize Quarantine for No End-
User Interaction”)

Anti-Spyware policy and associated rule module:

Spyware and Trojan

Anti-Rootkit policy and associated rule module:

Security —Rootkit Lockdown

Do not make any change to the untrusted-classification rule modules and set and dynamic application rules. First-
time executables will be learned for three days in audit mode; the executables must be installed.

Clone these rule modules: one for end users, and one for legitimate groups that are allowed queries. When cloning

these rule modules, apply the appropriate user-state rules.

Change the query rules to “deny” in the rule module that applies to all end users (Table 2).

The query rules can be left in place in the rule module that applies to groups allowed queries. These rules can also

be changed to “allow” and “log.”

Create associated policies for the rule modules and assign them to their respective groups.

Table 2.

Policies, Rule Modules, and Rules for Cisco Security Agent Host Security Zero-Day Policies that Result in End-User
Queries

Policy

Rule Module

Rule

Change

AV-Behavior-Based
Desktop

Invoking Network
Configuration Applications

Command shell and applications interpreting
untrusted file (not launching) invoke network
configuration applications.

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Invoking System
Configuration Applications

Command shell and applications interpreting
untrusted file (not launching) invoke system
configuration applications.

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Modify Another Process

Untrusted applications (not white list applications)
inject code into all applications through Applnit
dynamic link libraries (DLLs).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Network Worm Client

Untrusted applications and interpreters (not email or
white list applications) access email objects.

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Security—Client Application
Security

Web browser, peer-to-peer, and active Internet
clients access system functions from a buffer.

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Applications that read untrusted data documents or
multimedia applications access system functions
from a buffer.

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Policy

Rule Module

Rule

Change

Applications that experience a buffer overflow invoke
all applications (not shells or configuration
applications).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Document reader and multimedia applications invoke
first-time execution of applications (not shells or
configuration applications).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Security—Spyware and
Trojans

Untrusted applications (not web browsers, white list,
or <suspect virus>) write Internet Explorer Content
tab and root certificates (phishing).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Untrusted applications (not web browsers, white list,
or <suspect virus>) write Internet Explorer Search,
homepage, General tab, and shell command
(hijacking).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Untrusted applications (not Microsoft rundli32, white
list, or <Suspected Virus>) write to desktop and
wallpaper (spyware).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Untrusted applications (not web browsers, white list,
or <suspected virus>) write browser configuration and
helper objects (spyware).

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

All applications download and invoke Active X
controls.

Change “query” to “deny.”

Log to Management Center for Cisco
Security Agents.

Notify: All applications (not white list) access security
account manager.

Disable notification.

Security Rootkit Lockdown

All applications client servers for TCP and User
Datagram Protocol (UDP) services have remote
addresses.

Log to Management Center for Cisco
Security Agents.

4.1.3

Customize Quarantine for No End-User Interaction

End users should not be queried or receive natifications when files are quarantined based on the corporate security
policy. This rule may not be applicable to certain groups (Table 3).

Both AV-Signature-Based and AV-Behavior-Based policies quarantine applications. AV-Signature-Based policies
guarantine files based on signatures. AV-Behavior-Based policies quarantine an application if the application’s
processes violate multiple policies. The application will be tagged as <Excessive. Behavior> and quarantined. The
end user will be prompted to terminate the application and notified of excessive policy violations by default.

Change the query rules to “deny” in the rule module that applies to all end users (Table 3). The query rules can be
left in place in the rule module that applies to groups allowed to terminate the application and receive queries.

Create associated policies for the rule modules and assign them to their respective groups.
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Table 3. AV-Behavior-Based Desktop Policy and Rule Modules Applicable to Quarantine

Policy Rule Module Rule Change (Pending Customer Policy)
AV-Behavior-Based | Security—Multiple Violations | Processes in two or more (or excessive) violation Change “query” to “deny” and log.
(Medium Restrictions) classes (not white list) occur in client email, TFTP,

IRC, NETBIOS, and CIFs.

Processes in three or more (or excessive) violation
classes (not white list) occur in client, server, TCP,
and UDP.

Processes in three or more (or excessive) violation
classes (not white list) invoke all applications (not

Dr Watson).
Security—Multiple All applications invoke <Suspected Virus Log all to Management Center for
Restrictions Applications> and are untrusted (not white list). Cisco Security Agents.
Notify: All applications invoke <Suspected Virus Log all to Management Center for
Applications> and are untrusted (not white list). Cisco Security Agents, or customize
notification, or disable.
Notify: Processes in two or more (or excessive) Log all to Management Center for
violation classes (not white list) occur in client, server, | Cisco Security Agents, or customize
TCP, and UDP. notification, or disable.

4.1.4  Prevent End Users from Disabling Cisco Security Agent Security—Allow Only Certain Groups
End users should not be able to disable Cisco Security Agent’'s security settings based on their corporate security
policies. You can allow only certain groups to disable these settings.

Clone the Base—CSA Services Ul Control rule module and add the appropriate user-state rules for groups that are
allowed to disable Cisco Security Agent Security (Figure 1).

If you keep the default setting, the end user will be queried and the action will be logged to the Management Center
for Cisco Security Agents. This setting can be changed to “allow” and “log.”

Figure 1. Cloned Rule Module for Allowed Users Who Can Disable Security

|[RGarEsS [ https: fcsa60iablcsamc60jwebadmin TIEdee Junks
" l i l " Management Center for Cisco Security Agents v6.0 @ @ Fl a

cisco Events Systems Configuration Analysis Maintenance Reports Search Heln Homs]jedyaticod:e:fuindowsees [Loous

Configuration » Rule Modules » Admin Base - CSA service control Al e
TASKS

Name
[adimin Base - CA senvice control

# Modify policy associstions
change visibility

Descrip!
Make read-only
[Madule to pratect Cisco Security Agent
[ Details [& Explein rules
v i
08: |<Windows> - [% Consistency cheek: OK

Wiew change history
Rule overrides

=

wiew referencess

=
Itern Count! 4 [3 enforce; 1 detect]
C D Type Events Status Action Log Description
[T 1522 pgent service control Enabled €@ FE  Black list applications, modify agent configuration
Untrusted Applications {(not White List, Backup, Inventory, System, Virus
1523 Agent service control
[T 1523 Agent service control Enabled @ F TR it SR Sorliteaan
M 1524 pogent service contral Enabled (/] FE Al fpplications, disable the agent security
O i Pobrbesodoortic Erabled @ ® ?en;ﬁ;utti restore Security to 4 haurs, All Applications, disable the agent
| velete | Enable | pisable | T [te =1 module [Admin Base - C5A service cantrol =l
Save |  Delete Rule Module rule changes pandi Generate rules e ey
[{&] Management Center for Cisco Security Agents V6.0 [ @[ |5 N3 rocalintranet

Create the policy for the Microsoft Windows groups and users who are allowed to disable Cisco Security Agent’'s
security settings.
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The following screens illustrate the steps.

1. Setthe user-state rule for allowed users. In this case, jeppich is the allowed user.

Fle  Edt View

Qe - O - & P U Favertes £ | (v m [ INE'"E
- Hohn
Address [{€] htps:/[csas0iabizsamee0/webadmin
Descrip
_||"|||' Management Center for Cisco ¢ ’V| ‘ R
Cisco Events Systems Configuration Analysis M

Configuration > Rule Modules > Admin Base -cga ¢l | CGonfiguration
Users [wxp-pro-spzi jeppich =] butnot: [eaqns =]
matching:
Name
IAUmIﬂ Basge - CSA client Ul control
~Descrip _,;| _Iﬂ
7l > 7l >
IMDUL"E to enakle Cisco Security Agent client Ul = _I o _I
[¥] Details AND
08: |<Windows> -
Groups 5] but nat: =
Rule overrides mat;;mg‘ B I | Fals = |
| System state: Any [chang:
| User state:  30hn [changes]} _,_-l _'_-l
E Edit User State Conditions. 7)1 L2 7)1l z
¥ user state Conditions: 2
h tate match f the foll lected user stat
= user state matches any of the following selected userstate se o
U= 8Fs_BUt_NGt_Johi ;
_BUL_NOL. d reset t i
Anonymous Logon (nul session) (V6.0 r220] ftts it
Hews [AUNENtCated Users (6.0 r220] =l
double-click iter to view

Save | | Delete Rule Module % rille thanges pending Generate rules _
Logaed in 251 admin
[#&] Managemert Center for Cisca Security Agents V6.0 [T B [ [B 83 ocalintranet

Histart| | B & | & Center for ... || &] Centerf.. [6] 10:06 PM

2. Inthe All Windows group, expand the “Base—CSA Service and client Ul control” policy tab. The “Base—CSA
client Ul control” and Base—CSA service control” rule modules are globally applied to all the groups.

Audit Simple Rule
Palic: ersion Description Attributes
i Mode i Mode Modules
Base - Basic Application Classification Base policy for behavioral cassification of 1 module
GO T appications, p2 @
{2} Base - C54 Service and dient UI contral 60 =ED Pl EnD::tC;’nf\? Cisco Security Agent service and client UL e dmodules
Module Harne Version Description 05 Aftributes
Base - C3A client UI control 6.0 220 Module to enable Cisco Security Agent client UI All Windows Julr]
Base - CSA service control 6.0 r220 Module to protect Gisco Security Agent All windows Julr]
Base - Systern State Auditin 6.0.1 r98 Module to track impartant systemn statss Al windows BRE
Base - Metwork Application Classification 6.0.1 ro8 O Base policy for behavioral classification of N/A 1 module B
applications.
[ Base - OS5 Permissions 6.0 r220 m] Basic permissions for Windows 05 /A 4modules [ B
Save

Logged in as: admin

T e

3. Select the “Base—CSA service control” rule module.

4. Change the action of the “All applications disable the agent security” rule to “deny.”
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| AQaress [i€] https:/jcsab0iab/csame60/webadmin

TIEdee ks
Management Center for Cisco Security Agents v6.0 @ @ il
Events Systems Coni on Analysis Maintenance Reports Search Help MDA ot | pimdins o Liggor

Configuration » Rule Modules » Base - CSA service control OTHER RULE MODULES 2 El

TASKS =
Name
- Modify policy associstions
|Eas‘.e - C5A service control 4
Change visibility
Descripti E
n - Make writeable
|Mndule to protect Cisco Security Agent iansi o s
[l Details [éh Explasin rules
os: Windowss = Consistency cheek: GK
¥ersion: 6.0 1220 wiew change histar,
Wiew references 3
Rule overrides

=] =
| System state: Any [change =] |
{Userstate:  AllUsers But Not John [chanes] !
] Rules

-
Item Counti 4 [3 enforce; 1 detect]
r ID Type Events (Last 24hr) Status  Action Log Description

169 #gent service control Enabled € & Black list applications, modify agent configuration

=
[T 190 Agent service control
=

Untrusted Applications (not White List, Backup, Inventary,
i o Enabled (] EZ System, Virus scanner), modify agent configuration
191  &gent service contral 1 (o Enabled (<] FE  all applications, disable the agent security
O 188 soantssmievenal Ensbled @ % Timer to restore Security to 4 hours, &ll Applications, disable the

agent security

| velcte | Enable | pisable | A& = module [ase - Coa service control [v6.0 r220] =

5. Change the user state to include all end users, but not the groups allowed to disable Cisco Security Agent’s
security levels. Here, the user state includes all users, but not jeppich.

J Management Center for Cisco Secutity Agents ¥5.0 - Mic

«
Ble Edit  Vew  Favor ok el TASKS
o = C 3 - Name
@Back ~ 3 - [¥] 2 | P search o Favortes £ | (v i ©
| = [£1Users_But_Not_Jonn
Address [{€] hitps:/Jcsablablcsamc0jwebadrin
Description
isco §
ol I ()] | [N Management Center for Cisco § ’7 ‘
CISCo Events Systems Configuration Analysis ™M

Configuration > Ruie Modules > Base - CSA clientu) | Gonfiguration
Users <alls =] butnot: [gup-pro-sp2yjeppich =]
matching:
Name
|Base - CSA client Ul contral
Description b J_j
2| ¥ 2| |4 r
|Mudule to enahle Cisco Security Agent client Ul 7)1l 7 Ll
[F Details AND
0s; <Windows> =
Yersion: 6.0 r220 Groups <all> =] butnot: [inone> =]
matching:
Rule overrides lk
s Any [chang ’J _,Ll
Allusers But Mot John [chang 7l - gl kil -

=

! Ttem Count: 1 [1 enfores; 0 detect] _Save|  Delete |
HC 1D Type Events Status Action oy Destnpmomn B
| m 750 Agent Ul contral Eriabied = . @‘!?;LE:SIC UI interaction, contact information, set security settings and reset to ‘

fl pelete | Enable | pisable | Il =l moduls [Base - C5A dient UL cantral (V6.0 r220]

Save Delete Rule Module 4 rule changes pe EGenerate rules o
Logged in as: admin
e S—— T

(5 o= e rr—

4.1.5 Prevent End Users from Selecting Cisco Security Agent Security Levels—Allow Only Certain Groups

End users should not be able to change security settings based on their corporate security policy. You can allow only
certain groups to change these settings.

Clone the “Base—CSA client Ul control” rule module and add the appropriate user-state rule to apply to all users
who are allowed to select various Cisco Security Agent security levels (Figure 2).
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You can keep the default settings, allowing the user to use the slide bar to change security levels.

Figure 2.
Security Levels

Cloned Rule Module Allowing Appropriate Microsoft Windows Groups and Users to Adjust Cisco Security Agent's

‘ Address [&] htps:/fcsas0iablzsamca0/webadnin

= B ‘L\nks

Management Genter for Cisco Security Agents v6.0

cisco Events Systems Configuration Analysis Maintenance Reports Search Help

Configuration > Rule Modules » Admin Base - CSA client Ul control

Home | Advanced @ | Windows @ | Logout

OTHER RULE MODULES S

Name
|Admin Base - CSA client Ul control

Descripti

|Mndule to enable Cisco Security Agent client Ul
[ Details

0S: [<Windows> =

Rule overrides

| System state: Any [changes]!
User statz:  JOhn [chang

TASKS =

# Modify policy associstions
Chanae visibility

Make read-only

[éy Explain rules

Consistency cheel: oK

Wiew change history

Wiew references 2

| Item Count: 1 [1 enforce; 0 detect]

1D Type Events Status Action Log Description
| T 1520 agent urcontrol eranled g!?avukésasm U interaction, contact infarmation, set security settings and reset to

f ociete | cnobie | Disabie |

TSl e =1 madule [Admin Base - CA dlient U control

Create a policy for this group and assign the rule module to this group. The following screens show the steps.

1. Define the user-state rule, allowing jeppich to modify the security levels.

“BManagement Center for Cisco Security Agents V6.0 - Miciosoft 2] Edit Variable -- Web Page Dialog =
Fle Edit View Favorites Took Help :
Qbeck - 0 v [N @ a| Psewch Joravaries @] (30 n [ INE'“E
- 1onn
Address [{€] htps:/[csas0iabizsamee0/webadmin
Descripti
_'h"l" Management Center for Cisco ¢ ’V| ‘ l%
Cisco Events Systems Configuration Analysis M
Configuration > Rule Modules > Admin Base -cga ¢l | CGonfiguration
Users [wxp-pro-spzi jeppich =] butnot: [eaqns =]
matching:
Name
IAUmIﬂ Base - CSA client Ul control
Descrip _,;| _Iﬂ
7| > 7% >
IMDUL."E to enakle Cisco Security Agent client Ul = _I - _I
[] Details AND
08: |<Windows> =
Groups =] but not: =
Rule overrides mat;;mg‘ B I | Fals = |
| System state: Any [changed]}
| User state:  30hn [changes]} _,_-l _'_-l
E Edit User State Conditions. 7)1 L2 7)1l z
¥ user state Conditions: 2
The user state matches any of the following selected user state s¢
Save |  Delete
TUSErs_BUE_ot_Jonn :
S o reset t ;
Anonymous Logon (nul session) (V6.0 r220] sndiresetto: g
Hew | ALNENGCELEd Users [V6.0 r220] =
double-click item to view

Save Delete Rule Module

2 rule_changes pending

Generate rules

Logged in as: admin

[#&] Managemert Center for Cisca Security Agents V6.0

Histart| | B &

| & Center for ... || &] Centerf...

el

[ & [83 Localintranet

() () 10:08PM

2. Inthe All Windows group, expand the “Base—CSA Service and Client Ul control” policy tab.

The “CSA client Ul control” and “CSA service control” rule modules globally affect all the groups.
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Audit Simple Rule
Palic: ersion Description Attributes
i Mode i Mode Modules
Base - Basic Application Classification Base policy for behavioral cassification of 1 module
GO T appications, p2 @
{2} Base - C54 Service and dient UI contral 60 =ED Pl EnD::tC;’nf\? Cisco Security Agent service and client UL e dmodules
Module Harne Version Description 05 Aftributes
Base - C3A client UI control 6.0 220 Module to enable Cisco Security Agent client UI All Windows Julr]
Base - CSA service control 6.0 r220 Module to protect Gisco Security Agent All windows Julr]
Base - Systern State Auditin 6.0.1 r98 Module to track impartant systemn statss Al windows BRE
Base - Metwork Application Classification Base policy for behavioral classification of 1 module
GiLGEE applications, b2 @
[ Base - OS5 Permissions 6.0 r220 m] Basic permissions for Windows 05 /A 4modules [ B

Logged in as: admin

T R

3. Select the “Base—CSA client Ul control” rule module and change the rule as shown in the following screen.

i Management Center for Cisco Security Agents V6.0 o

w
ntenance Reports Search Help Home | Advanced @ | Windows @ | Logout

[of«] Events Systems Confi

ation Analysis M

Configuration » Rule Modules » Base - CSA client Ul control [V6.0r220] > Agent Ul control [750] TR FUEEE) [=l

[ Descrip

[@ wiew events generated by this rule (0}
Agent UL control rule [750] P
wiew change histary

|A\Inw basic Ul interaction, contact information, set security setti
etails

IV Enabled

[ Control agent UI interaction

[ allow user to reset agent UI default settings

¥ allow user interaction
[ allow user access to agent configuration and contact information
[~ Allow user to modify agent security settings

[™ allow user to modify agent personal firewall settings

I™ Suppress taskbar natifications

i

4. For the rule module, create a user state that is applicable to all end users, but not for allowable groups who can
change security levels.

| nddvess [] https fcsagDiabfcsameen/nebadrin ECER
Wl Management Center for Cisco Security Agents V6.0 e .
Events Systemns Configuration Analysis Maintenance Reports Search Help Home | Advanced #| windows ¥ | Logaut
Configuration » Rule Modules » Base - CSA client Ul control OTHER RULE MODULES [=
sks
el /# Madifr golicy t
odify policy associations
Base - CSA client Ul contral
change visibility
Descrip!
Make writeable
[Module to enable Cisco Security Agert client Ul B
[#] Details (8 Explain rules
0s: [<Windows> =] Consistency check: 0K
Version: 6.0.r220 Wiew change history
o d wiew references s
ule overrides
= Iy
| St stals DAy [change =] |
| User state AllUsers But Not John [change=]!
! Itern Count, 1 [1 enfarce; 0 detect] :
eI Typs Events  Status  Action Log  Description i
I r 750 asenturconwal L R R J;!?;I\LESES\: Ul interaction, contact information, set security settings and reset to !
i peicte | Enable | pisable | ETTA e =] modute [Base - G5 client U control (V6.0 rzz0] =]

Save | Delete Rule Module

Loggad in 2zt admin

(o e

The user-state rule applies the rule to everyone except jeppich.
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“A™Management Center for Cisco S¢

le - Web Page Dialog x|
b
- . - Name
Qack -~ &J - (%) [2] (w| P search ToFavorites &) | (v L |
= | | [ANUsers_But_Not_John
Address [{€] https: fcsas0lablzsamcé0/webadmin

Ble  Edi view

Descrip
isco ¢
N Management Center for Cisco ¢ ’7| ‘

CIsco Ewents Systems Configuration Analysis ™

Configuration > RulehModules * Base -CSAclientyl | Gonfiguration

Users ENE =] butnot: [yxp-pro-spz\jeppich =
matching:

Name

[Base - CSA client Ul control

Descripti 2l _’lll 2 g _’lﬂ

|Mndule to enable Cisco Security Agent client Ul

[ Details AND

0s: <Windows>

Version: 6.0 1220 Groups <all> =] butnot [nones =
matching:

Rule overrides

=
System state: An change =] | 4 ot
il i e 7Ll il 71l ol
| User state AllUsers But Not John [change

E Edit User State Conditions

[ User State Conditions:
The user state matches any of the following selected user state se_Save Delete
AT ereeT 3

T TTo0T "

Anonymous Logaon (null session) [W6.0.1 r98] i
Authenticated Users [V6.0.1 o8] i Fpenti |
new | Backup Operators [v6 0.1 r38] =l :

dauble-click iterm to view

Save User State

4.1.6 Deploy Stealth Mode
End users should not be able to see the agent Ul based on corporate security policy, while certain groups will be
allowed to see the agent Ul.

Clone the “Base—CSA client Ul control” rule module and add the appropriate user-state rule to apply it to all users
who are allowed to see the agent Ul (Figure 3).

Keep the default settings.

Figure 3. Cloned Rule Module Allowing Appropriate Windows Groups and Users for Non-Stealth Mode

| adsress [ ttpmicsastablesamestinebadnin 8
il Management Center for Cisco Security Agents ¥6.0 @ - ~ 2
cisco Events Systems Configuration Analysis Maintenance Reports Search Help Horne | Advanced o | windaws @ | Lagout
Configuration » RuleModules » Admin Base - CSA client Ul control OTHER RULE MODULES J B
TASKS
Name

Modity policy associations
Adrmin Base - CSA client Ul control # Modifx policy associstions

change visibility

Descrip!
Make read-only

[Module to enable Cisco Security Agert client Ul

[#] Details [ Explain rules

08: [<Windows> % Consistency cheek: OK

Wiew change history

Rule overrides

Wiew referencess

Item Count: L [1 enforee; 0 detect]

i I Type Events Sfatus Action Log Description
|- 1520 Agent Ureontrol e R R S!?;ALE:SWUI interaction, contact information, set security settings and reset to

mm to | module [Admin Base - CSA client U1 control
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Create a policy for this group and assign the rule module to this group. The following screens show the steps.

1. Define the user-state rule, allowing jeppich to operate in non-stealth mode.

ZAEdit Var 0 x|
Fie  Edt Yiew Tools  telp [ 1asxs @
QBack - - ¥ @] k| Dssarch oFavores @] (0 L T INJ;’;‘“’

n
Address [{€] https: Jcsaflleblesamcé0jmwebadnin
Descrip

alieln Management Center for Cisco ¢ ’7 ‘ b
CIsCo Events Systems Configuration Analysis M.

Configuration » Rule Modules » Admin Base -csacl | Configuration
Users wxp-pro-sp2\ jeppich =] butnot: [ai1s =
matching:
Name
[Admin Base - C3A client Ul control
Descripti 2 X
7|1 5 7| y
IMDUU\E o enable Cisco Security Agent client Ul - J ' _l
etails AND
08: |<Windows> =
Groups <] but not: -
Rule overrides mamﬂhmg i | R B
[ States .
| System state: Any [changes]
iUserstate:  J0hn [changes] | T o
E Edit User State Conditions 7|5l - 714 2
¥ User State Conditions:

The user state matches any of the following selected user state s¢
i : Save|  Delete

MUSErs_BUE_Nat_Janm

Anorymaus Cogon (null session) [v6.0 r220] pidreeT e
e AL Pticated Users [vé 0 r20] = i

double-click item to view|

Save User State

=

Save | Delete Rule Module

[&] Management: Center for Cisco Security Agents 6.0

Bisiort| | (@ @ | €]vanagement conterfor .. |[E Management center

Logged in asi admin

[T B[ [ |5 [ tocalintranet

2. Inthe All Windows group, expand the “Base—CSA Service and client Ul control” policy tab.

The “Base—CSA client Ul and Base—CSA service control” rule modules globally affect all the groups.

Audit Simple Rule
Policy Wersion Description Aftributes
4 Mode P Mode Modules
Base - Basic Application Classification Base policy for behavioral classification of 1 module
601220 L anplications, 2 B
(2 Base - C5A Service and dient UT control 8 FED r Palicy for Cisco Security Agent service and dient UI A 3modules
controls
Module Name wersion Description 05 attributes
Base - CS4 client UI control 6.0 r220 Module to enable Cisco Security Agent client UT Al windaws mR
Base - CSA service control 6.0 r2z0 Madule o protect Cisco Security Agent All Windows mR
Base - System State Auditin 6.0.1r98 Moduls to track impertant system states All Windows BR
Base - Netwark Application Classification Base policy for behaviaral classification of 1 module
501158 L applications, 2 2
Base - OS Permissions 6.0 1220 [m] Basic permissions for Windows 05 V2% 4 modules [ -
Save Generate rules Logged in as: admin
=

e

3. Uncheck all the settings and leave “Allow user to reset agent Ul default settings” enabled.

a0 | i | I Management Center for Cisco Security Agents V6.0

A Fid &
sCco Events Systems Configuration Analysis Maintenance Reports Search Help Horme | Advanced @ | windows @ | Logout

Configuration » Rule Modules » Base - C5A client Ul control [V6.0 r220] > Agent UI control [750]

OTHER RULESE

- Descripti

[ view events generated by this rule (0
Agent UL cantral rule [750]

yiew change history

IA\IDW basic Ul interaction, contact infarmation, set security setti
Details

¥ Enabled

[ control agent Ul interaction I

7 Allow userto reset agent Ul default settings

[T |Allow user interaction

I llow user access to agent configuration and contact information
I™ allow user to modify agent security settings

I” Allow user to modify agent personal firewall settings

I™ Suppress taskbar notifications

-]

Save | Delete

Generate rules. Logged in asi admin
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4. Change the user state to make this rule applicable to everyone except those Microsoft Windows groups and
users that are able to operate in non-stealth mode.

n 2 Edit Yariable -- Web Page Dialog x|
Fle Edit  View v Help :
5 Name
Qbeck - D - [ @ | Psearch v Favories £ |
= = [BIsers_But_Not_Jahn
Address [{€] htps:/fcsas0lablzsames0/webadmin
Descrip
alealn Management Genter for Gisco ¢ ’V| ‘
CIsco Events Systems Configuration Analysis M N
= - B 3
Configuration > Rule Modules » Base -CSA clientUl | Gonfiguration
USEtrSh [<all> =] butnoti [yxp-pro-sp2\jeppich =
s matching:
[Base - CsA client Ul control
Descriptiol J;l J_j
Rl 5 RIE »
|Mndule to enable Cisco Security Agent client Ul 2l ) Kl
[ Details AND
0s: <windows> =
Yersion: 6.0 220 GTDtUF}'WS [<a11> =] butnot [nones =
matching:
Rule overrides
[ states
| System state: Any [change =] | _,—'I _l—'l
|User state:  AllUsers But Not John [changes]! 7)1 z g3 K 2]
] Rules 2
|LZEED Savo |  Delete
| Tten Counti L [1 enforce; 0 detect]
D Type Events Stratus Action Log Description
e T Enahiod Allow biasic U interaction, contact information, set security settings and reset to
: Sl Sl defavits :
{l velete | enable | pisable | to v madule [Base - CSA client UI contral (6.0 rzz0] =l

The “Base—CSA client GUI and service control” rule module must be removed from the AV-Behavior-
Based, AV-Signature-Based, and Anti-Spyware, Centrally Managed, and User-Managed Firewall Desktop policies.

4.2 Server Deployments
Follow these steps for server deployments:

1. Define your grouping structure by function (Organization_A_Web Servers, Organization_A_File Servers, etc.).

2. Define policies.

Use the following Cisco Security Agent host security server policies for generic server application-based
deployments:

AV-Behavior-Based Servers
Anti-Rootkit
Quarantined Compromised Applications
Quarantined Compromised Hosts
Audit System Integrity
Cisco Security Agent host security server application-based policies

Sample—Application Web Servers

If you have servers in the DMZ, such as web servers, you can apply your server-based application policies and
apply the network rule module in a policy to lock down your application-based servers.

Additional rule modules that ship with Cisco Security Agent 6.0 that you may find applicable
Sample—Microsoft Failover Cluster

Sample—File Integrity
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Sample—File Server

Sample—Domain Controller

3. Create your groups based on server function: web servers, SQL servers, etc.
4. Assign your zero-day policies globally across all servers.

5. Assign your application-based server policies locally to the appropriate function-based server groups (for
example, assign Sample—Web Server policies only to the Web Server group).

6. Change all query rules (default deny rules) to deny rules in the rule modules (Table 4).

7. Enable all notification rules to log to the Management Center for Cisco Security Agents, if used. You may decide
not to use notification rules as part of your deployment.

Table 4. AV-Behavior-Based Servers Policy and Rule Modules that Have Query (Default Deny) Rules

Policy Rule Module Rule Change
AV-Behavior-Based | Security—Client Application Web browser, peer-to-peer, and active Internet Change “query” to “deny.”
Servers Security clients access system functions from a buffer.
Log to Management Center for Cisco
Security Agents.
Applications that read untrusted data document or Change “query” to “deny.”

multimedia applications access system functions

from a bulffer. .
Log to Management Center for Cisco

Security Agents.

Applications that experience a buffer overflow invoke | Change “query” to “deny.”
all applications (not shells or configuration
applications). .
Log to Management Center for Cisco
Security Agents.

Document reader and multimedia applications invoke | Change “query” to “deny.”
first-time execution of applications (not shells or

configuration applications). .
Log to Management Center for Cisco

Security Agents.
Security—Web and Email Email, web, and instant messaging applications (not | Log to Management Center for Cisco
Clients Deny Running All desktop) invoke all applications. Security Agents (may have to have to
Applications change from high-priority deny rules to
deny rules).
Notify: Email, web, and instant messaging Log to Management Center for Cisco
applications (not desktop) invoke all applications. Security Agents.

5 Tuning

5.1 White List
Applications on the white list are trusted and allowed to run; however, if they commit a severe violation, they are
immediately restricted.

If a trusted application requires four or five exceptions when you use the wizard, you may want to assign this
application to the white list. Applications on the white list are exempt from the Anti-Rootkit policy, as defined by the
Security—Rootkits rule module.

Applications on the white list are still protected from network- and data-based attacks, as defined by the Security-
Client Security rule module. This rule module belongs to the AV-Behavior-Based Desktop policy.

The administrator-defined white list contains applications such as Internet Explorer, instant messaging, and other
applications that have been subjected to these types of attacks in the past and are now protected.
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Do not remove these applications from the administratively defined white list.

The @whitelist token is defined as any file on the global Application Trust Level page that is referred to the white list.

Applications placed on the white list may also conflict with high-priority deny rules that are defined in the Quarantined
Applications rule module. This rule module belongs to the Quarantined Compromised Applications policy. You can
create exceptions by adding the “Administrator defined—White List Applications” class to the “but not in any of the
following” selected application classes.

5.1.1 Implementing a White List
Follow these steps to implement a white list:

1. Clone the “Administrator defined—White List Applications” class.

2. Use the cloned white list to add changes directly.

The applications added here are independent of the applications defined in the application trust levels,
which are defined by the @whitelist token.

3. From the Management Center for Cisco Security Agents, choose Search > Application Classes > Replace.

4. Replace all references to the administratively defined white list with references to your cloned white list.

| AQaress [i€] https:/jcsab0iab/csame60/webadmin

TIEdee Junks

o l i l " Management Center for Cisco Security Agents v6.0 @ @ il a
cisco Events Systems Configuration Analysis Maintenance Reparts Search Help Mo A dyaticd i indowses L5 oct
Search » application Classes =

ohin Find

Application Glass Search Criteria Preferences ]

€ ot used I shaw references | Replaces

€ Used at least once E Replace references ]

" Targeting | <windaws> | peplace all references to

€ Defined [ statically [Adrministrator defined - White List Applications [Ve.0.1 r$6] |

© Read-only

Ceniing with references to

O Featy iz (e [30HN Administrator defined - White List Applications =]

@ all

¥ preview R

Display [Windows =] applica m

1 result

T # Name Description Type Reference list

) JOHN Adrinistrator defined - white List This application class includes processes that are defined as white List files in - Application

Applications (4] the Global File Trust Settings Class
Delete Generate rules Lacaadiintas: adimirn
ST SO OS T e S T T ST IR ET S i

You should see the following screen.
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| Address [i@] https:f1ceas0isblcsames0jnebadmin ECER
il | Tl | 1§ Management Center for Cisco Security Agents ¥6.0 @ > B 8
Search » Application Classes j]
Application Class Search Criteria Preferences
€ Mot used ¥ show references | Replaces

€ Used at least ones

€ Targeting [<Windows> =

I Seareh on description

€ Defined | Statically = T Search all other fields
€ Read-
il Results per page El

© Requiring customization
© already custamized (may require occasional updates)
&l

Display [Windows =] application dasses matching version [<Any> -

Click the Replace button to replacs the following sslected refersnces to spplication class Administrator defined - white List Applications [W, ¥6.0.1 ra8] with
references to application class JOHN Administrator defined - White List applications [W]

M # Name Description Type
P 1  System API control 1565 All Applications (not White List, MS winlogen, wgatray), Access physical memary Policy

Rule
¥ 2 Application conteol [1577][0] MS services, inuoke First Time Exe, Untrusted applications (not white List, Program Files or Systern Policy

directory apps) Rule

¥ 3  Application control [ 157 1 Set Virus Classification, Processes in 3 or more Violation classes (not White List), invoke All applications Palic:

Rule
P 4  Network access control [ 15050 Set Virus Classification, Processes in 3 or more Violation classes (not White List), client/server TCP/UDP Palic:

Rule
¥ 5 Network access control [ 160 Processes in 3 or mors (or excessive) Violation clazses (not White List), clisnt HTTP services Palicy =
Replace 2 rule changes panding Generate rules

Loggad in 2zt admin
= e et 53D o ot e e P Rt i

5.2 Grey List

Applications on the grey list can be considered malicious. These applications will still trigger rules enforced by the
AV-Behavior-Based policy. Applications placed on the grey list will be denied incoming server connections as
defined by the “Untrusted applications (not white list), server for TCP and UDP services” rule. This rule is contained
in the Security—Distributed Firewall—All Networks rule module. This rule module is assigned to the Centrally
Managed Firewall Desktop policy.

Applications can also be added directly to the “Administrator defined-grey List Applications” class. The @grey list
token is defined as any file on the global Applications Trust Level page that is referred to the grey list.

5.2.1 Implementing a Grey List
Follow these steps to implement a grey list:

1. Clone the “Administrator defined—Grey List Applications” class.

2. Use the cloned grey list to add changes directly.

These applications are independent of the applications defined in the application trust levels, which are
defined by the @greylist token.

3. From the Management Center for Cisco Security Agents, choose Search > Application Classes > Replace >
“Administrator defined—Grey List Applications” with your cloned application grey list.
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| AQaress [i€] https:/jcsab0iab/csame60/webadmin TI Edse |Lnks

o l 1l l i Management Center for Cisco Security Agents v6.0 .

@ A4 £ &
cisco Events Systems Configuration Analysis Maintenance Reports Search Help Mo A dyaticd i indowses L5 oct

Search » application Classes E]

Application Class Search Criteria

Preferences

€ ot used I Shaw references | Replace
C Used at least ance
€ Targeting | <Windows> | peplace all references to ks

€ Defined [ Statically [Administrator defined - Grey List Applications [V6.0.1 28] |
€ Read-only

€ Requiring customization

€ Aresdy customized (may | PERATEENCITETR TR RS TR DT
@ all
¥ preview

Display [windows =] applica m

4. Click OK and then generate the rules twice.

5.3 Black List

Applications on the black list are considered malicious and can be non-recommended applications within the
organization. These applications will not be allowed to invoke other applications, all inbound and outbound
processes will be denied, and processes running will be terminated.

You can also add these applications directly to the “Administrator defined—Black List Applications” class.

The rule module assigned to prevent black-listed applications from accessing system resources is the Security—
Black List Lockdown module. This rule module is assigned to the AV-Behavior-Based Desktop policy and
Quarantined Compromised Applications policy.

The @blacklist token is defined as any file on the global Application Trust Level page that is referred to the black list.

53.1 Implementing a Black List
Follow these steps to implement a black list:

1. Clone the “Administratively defined—Black List Applications class.

2. Use the cloned black list to add changes directly.

These applications are independent of the applications defined in the application trust levels, which are
defined by the @blacklist token.

3. From the Management Center for Cisco Security Agents, choose Search > Application Classes > Replace >
“Administrator defined—Black List Applications” with your cloned application black list.
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AQOESS €] hitps:/[csabOlablcsamcé0jwebadmin N |
Management Center for Cisco Security Agents ¥6.0 @ .
Events Systems Configuration Analysis Maintenance Reports Search Help Home | Advanced #| windows = | Logaut
Search » Application Classes E]
| Application Class Search Criteria [ Preferences |
€ ot used W Shaw references
€ Used at least ance
" Targeting | <windows=> | peplace all references to
€ Defined [ Statically [Adrministrator defined - Black List Applications [V6.0.1 r9a] =l
© Read-anly
i Requiting with references to
O airesty s e iy [EPPICH Administrator defined - Black List Applications =
(o]
¥ preview
Display [Windows =] applica m
-1
. — —— ,
Management Center for Cisco Security Agents V6.0 e

Horne | Advanced @ | Windows @ | Logout

cisco Events Systems Configuration Analysis Maintenance Reports Search Help
Search » Application Classes
Application Class Search Criteria Preferences

© ot used

€ Used at least once

€ Targeting [<Windows> =

€ Defined | Statically -

€ Read-only

 Requiring customization

€ already customized (may require oceasional updates)
@ all

¥ Show references | Replacasl
I Search on description

™ search all other fields

ows =] application classes matching version [<Any = -

Display

Results per page 50

pplications [V, Y6.0.1 r98] with

Click the Replace buttan to replace the following sslected references to application class Administrator defined - Black List
references to application class EPPICH Administrator defined - Black List Applications [W1.

5.4 Using the Wizard

Black list applications, modify agent configuration
Admiristrator defined - Black Ust applications (not White List),

10 administrator defined - Black List Applications (not White List),

Administrator defined - Black List Applications (not White List),

¥ # Name Description

M 1  Agent service cantrol [ 15571

W 2 MNetwork access control [474][W]

¥ 3 Application control [47

M 4 Registry access control [+ 0] 0] Admiristrator defined - Black List Applications (not White List),
¥ 5 Eile access control (<75

¥ 6 Application control [472][W]

client/server for TCP/UDP services

ininke Al Applications
write All Registry Keys

read/write All files

All Applications, invoke Administrator defined - Black List Applications (not White List)

Type

Policy Rule
Palicy Rule
Policy Rule
Palicy Rule
Policy Rule

Policy Rule

You can use the wizard to tune system API rules; query, deny, terminate process, and set rules; and place these

exceptions in the Configuration > Exceptions view of the Management Center for Cisco Security Agents.

Modifications can be made only through this view.

Use of the wizard adds an Exceptions rule module to the associated policy that contains the exception (Figure 4).
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Figure 4. Exceptions Rule Module

| AaSress | hitpst/jcsab0iabjcsames0/webadmin Tl R [

nmm Management Genter for Gisco Security Agents v6.0 @ @ e 2

cisco Events Systems Configuration Analysis Maintenance Reports Search Help b [l e R AR PR [ TS

Configuration > Exceptions =l
Folicy “ersion Qs Exceptions

3 Anti-Rootkit (servers) 6.0r220 Windows 1

i Exception Type Explanation Justification Status More Info |

Enabled [.]

[ Kernel pratection [1519] E‘«n?mpls to- modify kernel functionality ( included module hashe o

TEST_EXCEPTIONS Windows 1
Delete | Enable |  Disable |  Move |  Copy i Logged in 251 admin
[ ] Management Center for Cisca Security Agerts V6.0 [T B [ [& [§tocalintranet

Here are some best practices and tips:
Make exceptions on a daily basis. Clone the associated rule module and make edits directly to the rule
module.
Create a policy called Exceptions and assign the cloned rule module to this policy.
Depending on the exceptions, Exceptions may constitute a policy that can be applied globally.

In the event that you receive too many monitor rules, determine whether these policies are warranted; you
may want to create exceptions, such as allow rules.

You can also suppress these rules and purge all the events associated with a rule. The Audit Security policy
will generate monitor alerts, checking for first-time executables and monitoring suspicious behavior.

When creating exceptions, you can use \**\ to replace literals in file sets. For example, instead of \documents
and settings\Administrator\local settings, use \documents and settings \**\local settings. The \**\ wildcard
means any characters enclosed in quotation marks.

Use @windows, @system, and other tokens when possible.

55 Creating Exceptions for Symantec Rootkits

You can use the white list to create exceptions for rootkits. You can also use the wizard to create exceptions.

Antivirus solutions such as those from Symantec and Trend tend to violate the Anti-Rootkit host security policy, and
if the Quarantined Compromised Hosts policy is assigned, the host will be isolated from the rest of the network.

Reset the Cisco Security Agent to allow the host to communicate with the network. You can perform this task locally
by choosing Programs > Cisco > Cisco Security Agents > Reset. You can also perform this task remotely from the
Management Center for Cisco Security Agents by choosing Systems, selecting the desired host, choosing Hosts >
Reset, and then selecting System State (Figure 5).
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Figure 5.

Resetting Cisco Security Agent to Allow Host to Communicate with Network

Cisco

Events Systems Confi

Management Center for Gisco Security Agents v6.0

n Analysis Maintenance Reports Search Help

Systems » Hosts > WXP-PRO-SP2

Name

WiP-PRO-SP2

Description

WindowsHT 51,2600 Service Pack 2 [W] (English) [x86 f
4d 7b 83 £9 99 30 0b-0d 52 50 14 ad fa o7 Of (Cisco Sy<
Contact information

Status

[ Host Identification
[ Host status

Events issued in past 24 hours:
Software vei 4

Time since last A¥ signature update:
Av full-scan schedule:

Management Center for

w y :
Home | Advanced @ | Windows @ | Logout

= 0fx]

The following items can be reset:

I Cached Responses and Logging
I Anti virus Tags

I™ Data Classification {DLP) Tags
I Local Firewall Settings

" Learned Information

I Local Signatures

I” system Security

F System State

THlntrusted Applications

I~ user Query Responses

4 Select all
Reset

DL full-scan schedule:

18T of every month at 00:00 (Wiew DL Scan Results]

Insecure boot detected (state condition):

unprotected access detected (state condition): 3
Untrusted rootkit detected (state condition): 3
BIDS supported boot detection: Mo

Time since last Application Deployment data upload:
Detailed status and disgnostics

(] Host Settings

Polling interval: 4h 0m 0s
Send polling 3 on
Audit mode: Off
Learn mode: Off
verbose logging made: off
Log Deny actions: Off
Vnn Gk actinne: e

Security level: Medium
Mo [History =]

# Modify aroup membership

Reset Cisco Security Agent

[€y view related events

Explain rules

The following example steps through the process of creating exceptions for Symantec.

Symantec rules are displayed in the Management Center for Cisco Security Agents.

soToiee avienpiu

L BLLEPL B LU S @3 @ SE1YEL G DT PUE L LZUL U ADE AU L L LSy e ass
PM Wired\WVMware Accelerated AMD PCNet Adapter. The operation was denied,
Details | Rule 886  Wizard 1 simlar svent: JFind hGraph
20 2/19/2009 WxXP-PRO-SP2 Information e The process 'C:\Program Files\Morton Antivirus\Engine\16.2.0.7%ccSvcHst exe' (as user NT AUTHORITY\SYSTEM)
9:31:56 attempted to initiate a connection as a client on TCP port 80 to 67.134.208.160 using interface Wired\Viware
PR Accelerated AMD PCHet Adapter, The specified action was taken to set current application Virus Classification to
include the Tag <virus: Behavior Excessive Palicy violationss
Details | Rule 892  Wizard A Find
19 2/19/2009 WxP-PRO-SP2 Notice Kernel functionality has been modified by the module UnknownDirectory\<unknown@0x&15e3568>. The module
0:20;07 ‘UnknawnDirecton<unknown@0x815e35685" is used by entries in the System syscall table,
PM Details  Rule 25 wizard 10 stttar events: QFnd hGraph
18 2/19/2009 WxP-PRO-SP2 Information Kernel functionality has been modified by the module UnknownDirectory\<unknown@Ox8160bade>. The module
9:30:07 'UnknownDirectarn\<unknown@0x8160b6d8s" is used by entries in the System syscall table. The specified action
PM was taken to set detected rootkit trust status as Untrusted.
Details | Rule 30 Wizard A Find
17 2/19/2009 WXP-PRO-SPI Nokice The process 'System Idle Process' has triggered too many log records in the last few minutes, Further messages
9:30:07 will be logged at a decreased rate for 10 minutes
PM Details | Wizard @ Find
16 2/18/2009 WHP-PRO-SP2 Notice The file 'C:\Documents and Settings\administrator\Desktop\NAVOSEN. exe' with the virus Behavior Excessive
9:29;52 Policy Vinlations has been restored (hy user WRP-PRO-SP2YAdministratar).,
PM Details | Wizard A Find
15 2/19/2009 WXP-PRO-SP2 Notice The process 'Cii\Pragram Files\Ciscob\GSAgentibiniokolientexe' (as user WxP-PRO-SP2\Administrator) attempted
9:26:33 to access a resource which resulted in the user being asked the following question: 'An attempt is being made to
P disable security for the Cisco Security Agent. Do you wish to allow this?' The user was prompted and a 'ves'
response was received, The user provided the following justification; '<No justification provideds'

The Anti-Rootkit policy works in conjunction with the Quarantine Compromised Hosts (QCH) policy. When a rootkit is

detected and set as untrusted, the QCH policy will isolate that system from the rest of the network.
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Management Center for Cisco Security Agents V6.0 @ Fol
Ewents Systems Confi n Analysis Maintenance Reports Homne | Advanced @ | windaws @ | Lagout
Configuration » Rule Modules » Security - Rootkit Lockdown Module OTHER RULE MODULESS B

Name

sKs

[Security - Raotkit Lackdawn Madule

# Modify policy associstions
& Change visibility

Descrip

[Madute to restrict access an Roatkit detection

etails

os: <Windows> =

Version:

6.0 r220

Make writeable [}

[y Explain rules
Consistency check: OK

Wiew change history

Rule overrides

Wiew references s

] oeicte ] nable ] bissbe |

m to =] module [Security - Rootkit Lockdawn Module [¥6.0 r220] =l

El 8
| System state: Rootkit detected [v6.0 r220] but not Security Level Medium [v6.0 r2201, Security Level Low [v6.0 r220] [change] |
|User state:  Any [change =] |
| Itsm Count: 2 [1 enforcs; 1 detect] |
| ID Type Events Status Action Log Description i
O 3. netwe sctess miol Enabled @ ¥ &l applications, dient/server for TCP and UDP services with Remate :
; Lobenweinny ol ddresses ]
; Hotify - Al applications (not system applications), dient far TCP and UDR :
|7 222 betwork access control Enabled @  3E e e Addrocecs ;

You can use the wizard as shown here.

File  Edit Yiew

Favorites

Tooks

Help

‘R Management Center for Cisco Security Agents ¥6.0 - Microsoft Internet Explorer 3 Event Management Wizard - Microsoft Internet Explorer

Qe - O - 11 2

' Search

avorites %) |

C e B

= Event Management Wizard [st=p 1]

Address [&] https:fesattlabcsamcs0fwebadmin

Welcome to the Event Management Wizard, Choose one of the following options.

Nmim
co

T imesEs Wizard ]
AM H . |
1 would like to create an exception rule that will authorize the kernel madule
21 2/19/2008 WXP-PRO-SP2 Alert 9 The process 'System' (as triggering this event.
10:44:17 port 138 to 192.168.1.25 Justification:
P denied.
5 it =
Detsils | Rule 66 | Wizard ymantee H
20 2/19/2009 WxP-PRO-SP2 Information e The process 'C:\Pragram LI
9:31: 56 atterpted to initiate a co I purge {will run in the background)
PM Accelerated AMD PCHet ¢
include the Tag <Virus:Be A
Deetsils | Rule 852 | Wizard Re Q 2nalyze applicstion
wehy s this option disabled?
19 2/19/2009 WxP-PRO-SP2 MNotice @ Kernel functionality has b
9:30:07 ‘UnknownDirectoryh<unkn | ¢ K Stop Logging This Event
s Brieie IRt Why iz this option disabled?
18 2/19/2009 WXP-PRO-SPZ Information @  Kernel functionality has blf ¢ W Suppress Similar Events
9:30:07 'UnknownDirectorycunkn
P was taken to set detectef] ¢ J Purge Similar Events
Details | Rule 30 | Wizard
17 2/19/2009 WxP-PRO-SP2 Mofice - The process 'System Idle
9:30:07 will be logged at a decre.
PM Details  Wizard A Find
16 2/19/2009 WxP-PRO-SP2 Notice - The file 'C:\Documents and Settings\administratof\Desktop\NavO9EN. exe' with the virus Behavior.Excessive
9:29:52 Policy Yiolations has been restored (by user WxP-PRO-SP2\Administrator),
P Details | Wizard @ Find
15 2/19/2009 WXP-PRO-SP2 MNotice 0 The process 'C:\Program Files\Cisco\CSAgentibinhokclient.exe' (as user WxP-PRO-SP2\Administrator) attempted
9:26:33 to access a resource which resulted in the user being asked the following question: '&n attempt is being made to
PN disable security for the Cisco Security Agent. Do you wish to allow this?' The user was prompted and a 'ves'
response was received. The user provided the following justification: '<Mo justification provideds>'
Detsils | Rule 191  wizard 1 siplzr event: AFind ahGraph
14 2/19/2009 WXP-PRO-SP2 Alert 8 The process 'C:\Documents and Settingshadministrator\Desktop\NaVO9EN. exe' (as user WXP-PRO-SP2
9:26: 12 Sadministrator) attempted to initiate a connection as a client on TCP port 80 to 67.134.208.160 using interface
PM Wired\WMware Accelerated aMD PCNet Adapter. The operation was denied.
Details | Rule 886 | Wizard % Find
13 3/19/2000 WxP-PRO-SP2 Information @  The process 'C:\Documents and Settingshadministrator\Desktop\MAVODEN.exe' (35 user WiP-PRO-SP2 hd

Management Center for Cisco Security Agents Vi

uration Analysis Maintenance Report:

@ Classify Kernel Module
Why is this option disabled?

Click Finish to create the exception and set the rootkit attribute value to “unchanged.”
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If you see repeated events, you can go back into the event and include * in the hashes.

G Management Center for Cisca Secutity Agents V6.0 - Microsoft Inte 1 —{8]x]
Bl Edt View Favorke: 2} view Exception Rule - Web Page Dialog x| | o
|Event Management Wizard generated rule Al
[ Details EEERITE
¥ Enabled e '
vanced | Windows @ | Logout
[ Take the following action I
Configuration » Ex Attribute Valus =
e |6591 | [cietected rootkit trust status =] as [unchanged x] -
Policy and tions
Bl Anti-Rootkit (deskt
,,,,,,,,,,,,,,,,,,,,,,,,, " Log
iC Exception Type s More Info ||
T=arep— (T I Ly .2
Anti-Rootkit (server || Modules load after system startup ]
Sriti-giris - BV 1 olad miodulest in HE
Dave
dave_test
Eppich
tnsens Fie ser |5 _'lJ
double-click varisble to view
W Modules modify kernel functionality
Included module hashes: [F24147B7D0B41BEF145423 1867528322432 AFEFDY 77,5 | |7
\ %\ cunknown >
il I Ll_l
Included code patterns: [ah£530hecihdd0ohi405e55218R008b 500451654655 ] |7
Bl £550pecth4dz 18055 1c518h4d18526b5514518b4d1
Ll_l
@ The edit fields in this rule section ar¥~maifffained by the Event Management Wizard
Delete| | Enable | | Dis: Save | e

[#&] Managemert Center for Cisca Security Agents V6.0 [T 1T [ & [N tocalintranet

Histart| | B & |[€]Management center ... W& 259em

After the exception is created, you will no longer see the associated monitor rules.

5.6 Creating Exceptions Using the Pilot Tuning for Desktops Rule Module
Clone this rule module.

Create an Exceptions policy and assign the rule module to this policy.

You can initially apply this policy globally to the groups.
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Depending on the rule exceptions, this policy may constitute an application-based policy or a named policy.

Editing these rules directly will be quicker than using the wizard.

5.7 Creating Exceptions Using the Pilot Tuning for Servers Rule Module

Clone this rule module.

Create an Exceptions policy and assign the rule module to this policy.

You can initially apply this policy globally to the groups.

Depending on the rule exceptions, this policy may constitute an application-based policy or a named policy.

Editing these rules directly will be quicker than using the wizard.

5.8 Creating Exceptions Using the Sample—Backup and Inventory Rule Module

Clone this rule module, create a policy named Backup Inventory, and assign this policy to your groups globally.

This rule module provides Short Message Service (SMS) and other software distribution access to system resources
(Figure 6).

Figure 6. Creating an Exception to Allow Access to System Resources

5.9 Creating Exceptions Manually
Create a rule module manually and assign a policy; then assign to your groups, locally or globally.

6 Policies
This section discusses Cisco Security Agent 6.0 zero-day policy design.

Unknown applications or untrusted code will fall into unique dynamic applications classes (Figure 7) as defined by
their associated security rule modules contained in the AV-Behavior-Based Desktop policy:
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Security—Policy Violation—Access or Modify System Con figuration: Detect and control applications that
access or modify the system configuration.

Security—Policy Violation—Access or Modify System Sec urity: Detect and control applications that
access or modify system security.

Security—Policy Violation—Buffer Overflow: Detect and control applications that may have experienced a
buffer overflow.

Security—Policy Violation—Modify Another Process: Detect and control applications that modify another
process.

Security—Policy Violation—Monitor User Input: Detect applications that monitor user input.
Security—Policy Violation—Network Worm Client: Detect and control applications that may be network
worm clients.

Security—Policy Violation—Network Worm Protocols: Detect and control applications that access
suspect network protocols.

Security—Policy Violation—Starting a Network Configur ation Application: Detect and control
applications that invoke network configuration applications.

Security—Policy Violation—Starting a System Configura tion Application: Detect and control applications
that invoke command shell or system configuration applications.

The unknown application’s behavior may be prevented based on the rules contained in the associated rule module.
If the application’s process falls into two or more of the dynamic policy violation application classes, the application
will be tagged as <Virus: Excessive. Behavior>. This application will be added to the built-in <Suspected Virus>
application class, terminated, and quarantined as defined by the following rule modules:

Security—Multiple Violations (Medium Security): Restrict processes with multiple policy violations when
the security level is set to Medium.

Security—Multiple Violations:  Restrict processes with multiple policy violations as well as black-listed
applications.

Security—Quarantined Applications:  Quarantine applications.

After afile is quarantined, the Security—Quarantined Applications policy will prevent the file from being accessed by
the system. Both Security—Multiple Violation rule modules belong to the AV-Behavior-Based Desktop policy. The
Security—Quarantined Applications rule module belongs to the Quarantined Applications policy.

After the file is quarantined, it will be displayed by the local user interface agent under Quarantine Files. The file can
be deleted or restored. If no action is taken, the file will be automatically deleted after 60 days.
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Figure 7. Dynamic Application Classes

7 Deployment Tips

Use these tips when deploying Cisco Security Agent:

Enable the Admin view by default to view and edit read-only objects.

Login into the Management Center for Cisco Security Agents and choose Maintenance > Administrators >
Account Management > admin and enable all settings under Advanced Mode.

Enable logging of rules to the Management Center for Cisco Security Agents, to tune the policies. By default,
certain rules in the rule modules are not logged to the Management Center for Cisco Security Agents.

You still can view these events centrally from the Cisco Security Agent Management Console. Perform a
search on rule ID for the local rule. This search will take you to the rule within the policy.

You can obtain the Rule ID locally, from the Event Type tab on the Cisco Security Agent user interface.
The rule ID appears in brackets (for example, [1702]).

Do not enable logging for set and dynamic application rules or in the Untrusted Content Classification rule
module.

The following example shows an event, with rule ID 1702.
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Search from the Management Center for Cisco Security Agents based on rule ID 1702.

The search returns the event.

Rule 1702 belongs to the Management Center for Cisco Security Agents (CSA MC) Application Security rule module.
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8 Integrated ClamAvV

The signature-based antivirus function protects the endpoint by identifying infected files. After files are identified,
Cisco Security Agent tags these files as infected and then the AV-Signature-Based policy quarantines these files.
After these files are quarantined, they can be deleted manually, or restored. Quarantined files remain in quarantine
for 60 days and then are deleted automatically if no action is taken.

Integrated ClamAYV is supported on Microsoft Windows platforms only.

Cisco Security Agent installs a signature database on the host. This database is used in identifying infected
files. If other antivirus applications are installed on the host, they likely will interpret these signature database files as
infected and quarantine them. To avoid conflicts, it is strongly recommended that users uninstall other antivirus
applications when using the Cisco Security Agent antivirus feature.

8.1 How Signatures Are Updated
For signature-based antivirus protection, the Management Center for Cisco Security Agents maintains a cached
version of the ClamAYV signature files and acts as a proxy server when a signature update is requested by an agent.

Agent requests for signature file updates prompt the Management Center for Cisco Security Agents to obtain and
provide virus definitions. When agents request updated virus signature files from the Management Center for Cisco
Security Agents, the management center compares the time stamp of the signature files on the ClamAV server with
its cached version of the file. If the time stamp of the files on the ClamAV server matches the copy of the signature
files cached on the Management Center for Cisco Security Agents, the management center provides the agent with
the signature updates from its own cache. If the Management Center for Cisco Security Agents’ cached version is
out of date, the management center passes the agent’s request directly to the ClamAV server and then caches the
new version of the signature files when they are returned.

For the Management Center for Cisco Security Agents to obtain signature updates from ClamAV server
(db.local.clamav.net), the server should be reachable over HTTP either directly or through a proxy server. You can
configure this server through the Management Center for Cisco Security Agents homepage; you can also change the
proxy settings.

Configure an HTTP proxy server from the Management Center for Cisco Security Agents homepage (Figure 8).
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Figure 8. Configuring an HTTP Proxy Server from the Management Center for Cisco Security Agents Homepage

The virus signature database on the Management Center for Cisco Security Agents includes two files:

Main signature file (main.cvd):  This is the main signature file that is stored on the Management Center for
Cisco Security Agents and downloaded to every agent. This file is updated with every new release of
ClamAV.

Daily updates file (daily.cvd):  This is the database of updated signatures. It is stored on the Management
Center for Cisco Security Agents and downloaded to every agent. This file is updated several times a day and
stores the latest virus definitions.

On the Management Center for Cisco Security Agents, the virus signature database files are stored here:

Program Files\Cisco\CSA MC\CSAMCG60\bin\WebServer\htdocs\clamav

On the agent, the virus signature database files are stored here:

\Program Files\Cisco\CSAgent\dclass\csa-av

An agent contacts the Management Center for Cisco Security Agents for signature updates as a result of these

events:

Scheduled request for antivirus updates: An agent contacts the Management Center for Cisco Security
Agents every 24 to 25 hours for updated virus definitions.
Forced antivirus updates from a host:  Users can force an antivirus update from the AntiVirus screen of the
Cisco Security Agent interface.
Forced antivirus update for a group:  Management Center for Cisco Security Agents administrators can
force an antivirus update for a group from the group’s properties page.
If the Cisco Security Agent is a standalone system, or if the agent cannot reach the Management Center for Cisco
Security Agents for two days, the agent will try to communicate directly with the Internet server,
http://db.local.clamav.net, to get signature updates directly from ClamAV.
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8.2 Signature-Based Scanning for Viruses

For signature-based antivirus protection, the goal of virus scanning is to determine whether a file is infected or clean.
Infected files are tagged with the name of the virus that infects them. Clean files receive an empty tag. After the files
are tagged, rules in the antivirus policy protect the host from the infected files. (See Section 8.3, “Antivirus Tagging,”
for more information).

Cisco Security Agent scans for viruses using these methods:

Background scan
Scan of files when accessed

On-demand scan

These scans do not change a file’s modification date.

8.2.1 Background Scan

Administrators can schedule weekly or monthly background scans of all hosts that use the default AV-Signature-
Based server or desktop policy provided with this Cisco Security Agent Release 6.0. These policies contain rules
that specify which files are scanned during a background scan. By default, files on fixed local drives are scanned
during an antivirus background scan (Figure 9).

Background scans happen slowly, at a controlled pace, so they do not to affect the user experience.

Figure 9. Background Scan

8.2.2 On-Access Scan

Scanning for infected files occurs when files are opened. Scan-on-open triggers a scan on the file before it can be
used in any way. The application opening the file to be scanned is held until the scan completes, so applications
could be locked until Cisco Security Agent has finished scanning the file.
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The Security—ClamAV—Classification Module (on Open) rule module controls how files are scanned when opened:

Antivirus background scans read or write all files on fixed drives.

All applications read or write untrusted files and file scan in progress.

CMD, NTVDM, RUNDLL, or NON-MS schist read or write untrusted directories.
All applications read or write untrusted directories and file scan in progress.

All applications invoke untrusted applications.

All applications invoke first-time application execution.

CMD, NTVDM, RUNDLL, or NON-MS svchost read or write untrusted files.

Scanning for infected files also occurs when the file is modified and closed for writing. Scan-on-close triggers a scan
on the file after the file has been closed by the application. The typical targets of virus infections are files that are
written to disk through the browser or other network applications. The application closing the file is not held until the
scan completes.

The Security—ClamAV—Classification Module (on Close) rule module controls how files are scanned when closed:

Applications reading an untrusted file write files on fixed drive.

Active network applications or email clients write all files on fixed hard drives.
Untrusted applications (not white list) write all files on fixed hard drives.
First-time application executable writes all files on fixed drives.

Remote clients write all files on fixed drives.

All applications write all virus files.

Files over 3 MB in size are scanned slowly and separately from other accessed files. This behavior allows
the scanner to keep up with on-access scan requests.

The Security—ClamAV—Security Module controls the quarantining of infected files, helping ensure that these files
are isolated from the rest of the system.

Under no circumstances should all applications (not desktop) read or write all files matching malware virus
signatures.

Under no circumstances should all applications (desktop) read or write all files matching malware signatures
(not in recycle bin).

Under no circumstances should all applications invoke applications matching malware virus signatures.
If a module loads after startup, file content matching malware virus signatures is denied.

After all applications have been scanned and the virus scan matches a malware virus signature, end users
will be notified, and the notification event is logged to the Management Center for Cisco Security Agents.

End users are also notified when desktop shell applications read or write all files matching malware virus
signatures. This notification is not logged back to the Management Center for Cisco Security Agents.

All applications that invoke applications matching potentially unwanted application virus signatures are
monitored.

If a module loads after system startup, file content matching all virus signatures is monitored.

Any application that reads a file classified as a virus during system startup is monitored.
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8.2.3 On-Demand Scan
If a host is protected by AV—Signature-Based policy for desktops or servers, the AntiVirus pane will be visible to the
user in the agent user interface. Users start on-demand scans from that screen.

An on-demand scan examines all files on fixed local drives, including archive files such as .zip files and malil files,
such as .pst files. On-demand scans do not scan files based on rules in a policy.

Open the AntiVirus screen of the agent interface to perform an on-demand scan. Users can view the procedure in
the agent user interface help by clicking the AntiVirus task and clicking the help icon associated with that screen.

8.3 Antivirus Tagging
Content files receive antivirus tags when virus signatures are found in them. Applications receive antivirus tags when
they take some action that is considered suspicious, dangerous, or malicious.

8.3.1  Signature-Based Antivirus Tagging

After afile is scanned, it acquires a tag. After a file has been tagged, rules protect the host from the file based on the
file's tag. If a file is infected, it is tagged with the name of the virus that infects it. For example, if a file has been
scanned and it is infected with the CodeRed worm, it is tagged <Virus:Worm.CodeRed>. If a file has been scanned

wn

and it is not infected, the file receives an empty tag: “ .

If a file has not yet been scanned, it has no tag. While a file is being scanned, it gets a temporary tag:
<CSA_SCAN_IN_PROGRESS>. If a file cannot be scanned, it is tagged <CSA_UNSCANNABLE>. An encrypted file
is an example of an unscannable file.

There is also a <CSA_SCAN_NOT_ATTEMPTED> tag. Files could receive this tag if the file scanner is not ready to
scan a file or if the file scanner does not have permission to open a file, for example. If a file is tagged with
<CSA_SCAN_NOT_ATTEMPTED>, the file scanner will make additional attempts to scan the file. A file has the
<CSA_SCAN_NOT_ATTEMPTED> tag only during the scanning transaction. After the attempted scan, the
<CSA_SCAN_NOT_ATTEMPTED> tag is removed from the file.

When Cisco Security Agent scans files, the file scanner checks to see whether a file has an existing tag. If the file
has an existing tag and if the file has not been modified since the previous scan, the existing tag is still considered
valid, and the file is not rescanned.

Clean files—those with empty tags—Iose their tags when the file scanner is shut down. This would happen, for
example, if the host is rebooted. After a file loses its clean tag, it will be subject to scanning again in the future.

If a file is found to have a virus, it will be listed on the “Quarantined files” tab of the AntiVirus screen in the agent user
interface. Users then have the option of restoring their access to quarantined files.

8.4 Quarantined Files

Files and applications are quarantined if they receive a signature-based or behavior-based antivirus tag.
Quarantined files remain in place and are rendered inert by the rules that govern quarantined files; they are not
moved to a special directory.

Users see quarantined files on the “Quarantined files” tab of the AntiVirus screen of the agent’s user interface.
Through that interface, users can remove files from the quarantine list by restoring them, and users can requarantine
a file that they restored. Users can also delete quarantined files.

Quarantined files are automatically deleted from the user’s system after 60 days, with the following conditions:

Automatic deletion applies only to files found to have a signature-based virus.

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 38 of 65



Deployment Guide

Files found to have behavior-based viruses will not be automatically deleted; they remain in the quarantine
state.

Applications identified as potentially unwanted applications (PUAS) are not automatically deleted; they remain
in the quarantine state. These applications are not malicious by themselves but can be used in a malicious or

unwanted context. See http://www.clamav.org/support/faq/ for more information about applications labeled
PUA.

The file is not used by another user or application for 60 days.

The file’s status remains in quarantine for 60 days. For example, if a file is quarantined, restored, and then
moved back to quarantine, the 60-day timer is reset when the file returns to the quarantined state.
After a quarantined file is deleted, an event is sent to the Management Center for Cisco Security Agents.

Because quarantined files are restrained by antivirus rules, if security on the agent is turned off, the

infected files become uncontrolled. They can be read, modified, or executed.

If the agent is reset, all files in the “Quarantined files” and “Restored files” lists are removed.

ClamAYV is integrated with Cisco Security Agent and is enabled by assigning the AV-Signature-Based policy to a
host’s group.

You can set scheduled background scans from the Host Scanning Tasks menu. Background scans can be
scheduled once a month. This operation is designed to take into account whatever processes are available at the
time of scanning.

8.5 Creating Antivirus Exemptions
Antivirus exemptions can be created in the following ways:

Use the Event Wizard to remove files containing false positives from quarantine.

Click Finish to complete the process. The exceptions appear in the AntiVirus Exemptions view.
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Use the AntiVirus Exemptions view. The filename and virus name are required. These will appear in AntiVirus
Exemptions view in the Management Center for Cisco Security Agents event log and the local antivirus
quarantine screen.

Use the associated ClamAV file sets. (You will clone these file sets as part of the Cisco Security Agent
deployment.)

File Content—Virus—All signatures:  File classified by ClamAV as matching a malware or PUA signature

File Content—Virus—Malware signatures:  File classified by ClamAV as matching a malware signature
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File Content—Virus—Malware signatures (not in Recycle Bin): File classified by ClamAV as matching
a malware signature

File Content—Virus—Potentially unwanted applications: File classified by ClamAV as matching a PUA
signature

When ClamAYV detects an infected file, as the file is a false positive regardless if it is PUA, add the filename to the
“File Content—Virus—All signatures” and “File Content—Virus—Malware signatures (not in Recycle Bin) file sets.
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False PUA filenames can be entered directly in the “File Content—Virus—Potentially unwanted application” file set.

Applications can be excluded from scanning.

Create file access control rules by selecting Set and Virus Scan on Open and specifying “Not Required” for the
application when accessing certain files or all files.

Create another file access control list (FACL) by selecting Set and Virus Scan on Close and specifying “Not
Required” for the same application.
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Use the c:\program files\cisco\csagent\dclass\dclog.txt log file to view the files that are accessible by the excluded
application. If the delay time for the scanned file is greater than a few seconds, you can create a file set for this
detail.

If you create exceptions directly using file sets and legitimate files are still being quarantined, you can
exclude the applications from scanning.

8.6 Deploying the Integrated Cisco Security Agent A ntivirus Feature
1. Clone AV-Signature-Based policy, rule modules, and common virus file sets used.

Clone the rule modules under the AV-Signature-Based policy.

Give each the name of the organization and rule module: for example, give the name Security — ClamAV -
Classification Module (on Open) to ACME - Security — ClamAYV - Class Module (on Open).

Create the organization antivirus policy: for example, ACME - AV-Signature-Based policy).
Assign the associated rule modules to this policy and then assign the policy to the group.

Clone the following file sets:

File Content—Virus—All signatures
File Content—Virus—Malware signatures
File Content—Virus—Malware signatures (not in Recycle Bin)

File Content—Virus—Potentially unwanted applications

Assign these variables to the associated rules in the cloned Security—ClamAV Security module.

Assign the “File Content—Virus—All signatures” file set to the associated rules in the cloned Security—ClamAV
Classification <on Close> rule module.

2. Assign the organization antivirus policy to the group.

3. Configure an HTTP proxy on the Management Center for Cisco Security Agents.
Configure an HTTP proxy server on the Management Center for Cisco Security Agents to forward the antivirus
requests to the ClamAV mirror site.

4. Schedule antivirus background scans.
Configure the antivirus background scan by choosing Systems > Host Tasks > Host Scanning. This scan can
also be configured and disabled at the group level.

5. Tune antivirus exceptions (PUA, etc.).
Add exceptions for PUAs for remote management applications such as Cisco Virtual Network Computing (VNC).

Use the cloned file set variable “$File Content—Virus—Potentially unwanted applications” to add the application.

If an application is hanging during the scan, create an application class to be used in the File Access Control
rule; select Set and Virus Scan (on Open) and specify “Not Required” when the application reads or writes to all
files. You can also make this exception specific to files.

Use c:\program files\cisco\csagent\dclass\dclog.txt file to view the delay time for the file in question. If the delay
time is noticeable, create a file set an add this detail to the FACL rule created to exempt applications from
scanning.
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9 Data Loss Prevention

Data on network endpoints is increasingly subject to internal policies and external regulations concerning proprietary
and confidential information. The process of data classification assists network data security by helping track the
existence of sensitive data, its location in the enterprise, how that data is being accessed, and how it must be
protected to meet legal and regulatory requirements.

Cisco Security Agent’s new data loss prevention (DLP) feature includes these capabilities:

Classification and tagging of a file based on the result of a content scan or the file’s location on the host
system (scanning tags)

Classification and tagging of a file based on what applications attempt to read it or write to it (static tags)

User notification when users are working with content that is considered sensitive; raising awareness of the
presence of sensitive data will help prevent accidental data loss (notifications and justifications).

The DLP feature enables Cisco Security Agent to tag files based on file content, including specific characters or
phrases. Cisco Security Agent also provides optimized pattern matching for credit card numbers and social security
numbers, which are especially sensitive and subject to government regulatory control.

Identification of sensitive data and control over sensitive data can be customized in the Management Center for
Cisco Security Agents to assist in the implementation of DLP controls for use of data in compliance with your
organization’s policies.

9.1 Scanning Data Tags and Static Data Tags
Two types of data tags are used: scanning data tags and static data tags.

Scanning data tags can be assigned to files based on the file’s contents, such as credit card numbers, social
security numbers, and text-matching patterns.

Static data tags can be assigned to a file based on the applications that use that file, for files with contents that you
know contains sensitive data. For example, you may have critical applications and certain files containing sensitive
information. You can classify and tag this sensitive information as containing proprietary information. This approach
is handy for critical server-based applications that contain sensitive information for which no scanning is required.

9.2 Scanning Data Tags

A scanning data tag is assigned to a file if Cisco Security Agent has scanned the contents of the file and matched
the pattern and number of occurrences found in the file as defined by the Management Center for Cisco Security
Agents Configuration > Global Settings > Data Classification view.

Scanning data tags can represent any string of characters. (See Section 9.3, “Text-Matching Search Patterns,” for
more information.)

The built-in scanning data tags are defined by preconfigured patterns that are used to find social security numbers
and credit card numbers. Cisco Security Agent uses a special number-scanning algorithm to identify these numbers
in files while, at the same time, differentiating them from other large numbers. For example, Cisco Security Agent
can, with a high degree of accuracy, distinguish between a file containing nine-digit part numbers and a file
containing social security numbers.

If more than one type of pattern is found in a file, the file is tagged with more than one scanning tag.
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After a file has received a scanning data tag, Cisco Security Agent’s DLP policy rule modules and rules govern the
ways that users are allowed to interact with that file. Users are notified if they are found to be noncompliant
according to their corporate data security policy. Users can also provide business justification reasons for being
noncompliant. Making users aware of the kinds of files they access helps prevent accidental data loss.

Cisco Security Agent provides these built-in data scanning tags by default:

<credit_card>: The <credit_card> tag uses @credit_card, which is a number-scanning search pattern built
into Cisco Security Agent. The @credit_card search pattern is optimized to identify patterns of valid credit
card numbers used by major credit card issuers (Figure 10).

<Proprietary Information>:  The <Proprietary Information> tag is assigned to a file if Cisco Security Agent
matches the exact phrase “Company Confidential” or “Internal Use Only” a certain number of times, in a
scanned file. However, before files can be tagged with the <Proprietary Information> tag, your Cisco Security
Agent administrator needs to edit the pattern to make sure it is appropriate for your enterprise and then
enable the tag.

<SSN>: The <SSN> tag uses @ssn, which is a humber-scanning search pattern built into Cisco Security
Agent. The @ssn search pattern is optimized to identify patterns of valid social security numbers issued by
the United States federal government. An <SSN> tag is assigned to scanned data if Cisco Security Agent
finds valid social security numbers in the data.

<Regulatory Controlled>: The <Regulatory Controlled> tag is assigned to files in which the @credit_card or
@ssn pattern is found. A <Regulatory Controlled> tag is assigned to scanned data if Cisco Security Agent
finds valid credit card numbers or social security numbers in the data.

Figure 10. Using the <credit_card> Tag

9.2.1  Text-Matching Search Patterns
Text-matching patterns can contain any strings of characters or numbers specified by the administrator.

In general, long text-matching patterns usually are more effective than short patterns. Searching for long
text-matching patterns prevents Cisco Security Agent from assigning content tags to files that you did not expect or
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intend to match. For example, if you search for the pattern “Company confidential. For internal use only,” Cisco
Security Agent is more likely to find and tag files that are truly confidential than if your pattern is only the word
“confidential.”

These are the syntax requirements for character-matching search patterns:

Cisco Security Agent's string searches support English and languages other than English whose character
sets can be represented by 2-byte UNICODE text encoding. (Currently, this requirement excludes Asian and
Semitic languages.) It also support accented Latin, Greek, and Cyrillic characters, as long as each letter and
its accents are included in a single 2-byte character.

To match strings with accented characters, the string must be entered twice using both the combined
encoding and the precomposed encoding UNICODE formats.

Text-matching patterns are not case sensitive. For example, the pattern “cisco” will match “Cisco” and “cisco”.

A text-matching pattern can be no more than 256 characters long including wildcards. For example, the
pattern “confidential*” is 13 characters long.

The smallest text-matching pattern you can search for, not including wildcards, is two characters long.

A text-matching pattern, by default, can match only a whole word or phrase, and not part of a word.
Therefore, a pattern such as “confidential” will not match the word “nonconfidential” in a file.

Wildcards, represented by the * character, can be used to match prefixes and suffixes of a word as well as
character strings in between other strings. Here are some other examples:

The pattern “*confidential” matches “nonconfidential”.

The pattern “confidential*” matches “confidentiality”.

The pattern “*confidential*” matches “nonconfidentiality”.

The pattern “confidential” does not match “nonconfidential”, “confidentiality”, or “nonconfidentiality”.
If multiple words are specified and they are included on the same line in the Patterns field, they must appear
in the same order in the target file to be considered a match. If words are entered on separate lines, the
presence in the file of any of the lines in the Patterns field, in any order, is considered a match.
A wildcard can be used in the middle of a string with more than one word. In this case, the wildcard breaks
the pattern into three parts: the string before the wildcard, the wildcard, and the string after the wildcard.
Cisco Security Agent will match the pattern “Cisco*confidential” to a string that begins with “Cisco”, ends with
“confidential”, and has no more than 50 characters in between “Cisco” and “confidential”. For example,
“Cisco*confidential” will match “Cisco Security Agent—Company Confidential” because “Security Agent—
Company " is only 26 characters long.
Numeric strings are matched like alphabetic strings. The whole string in the Patterns field must be matched
exactly in the file to record a match. If a line in the Patterns field contains more than one number, that entire
string must be present in the target file to make a match. Wildcards can be used to match longer strings of
numbers.
Though wildcards can be used to match strings of numbers, if you use wildcards, you may end up matching
other alphanumeric strings that you did not expect or intend to match with your string. Entering exact strings
of numbers in the Patterns field will produce the most accurate results. These are examples of using
wildcards with numbers:

The pattern 9785551234 will match only 9785551234.
The pattern 5551234 will not match 9785551234.
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The pattern *5551234 will match PART5551234.
The pattern *8555123* will match 1234978555123ABCD.

The pattern 978* will match 9785551234 as well as many other alphanumeric string that you may not have
intended to match.

9.2.2 Performing an On-Demand DLP Scan
An on-demand DLP scan searches fixed drives on the host for files with data scanning tags. For an on-demand DLP
scan to work, you need to have the DLP feature enabled. On-demand scans do not change a file’'s modification date.

Log on to the Management Center for Cisco Security Agents as a user with configure or deploy privileges and
switch to Advanced mode.

From the Systems menu, choose Hosts.

Click the link for the host on which you want to start an immediate scan.

At the end of the DL full-scan schedule row, click View DL Scan Results.

In the Scanning dialog box, click DL Scan Results if the tab is not open already.

Click Scan Now.

A polling hint is sent to the host. After the host receives the polling hint, the on-demand scan begins
automatically. If the host does not receive the polling hint, the scan will begin the next time the host polls.

While the scan is in progress, you can click Get Results to receive the information gathered so far. After you
click Get Results, the agent on the host will forward the information it has collected the next time the agent
polls.

When the on-demand scan is complete, the agent automatically sends the results to the Management Center for
Cisco Security Agents.

The DL Scan Results page periodically refreshes the information it has. Upon refresh, the latest information
forwarded from the agent is displayed on the page.

9.2.3 Performing a Background DLP Scan

You can configure background DLP scans from the Cisco Security Agent Management Console by choosing
Systems > Host Tasks > Host Scanning Tasks. Background scans be scheduled to run on weekly or monthly at a
specified time of day (Figure 11).
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Figure 11. Scheduling a Background DLP Scan

9.3 Static Data Tags
You can assign a static data tag to a file if a particular application accesses the file. You define the rules based on
the organization’s data security policy.

Static data tagging can be useful if, for example, you have a specialized application. Perhaps your enterprise is a
hospital and you know in advance that any file that your specialized application reads falls under HIPAA guidelines.
There is a <HIPAA Controlled> static data tag that you can apply to the file.

This type of tagging method can also be useful when a file type cannot be scanned for a text-matching pattern, as in
the case of an audio file or graphics file.

You can check whether static tags have been defined and are in use by the Cisco Security Agent’'s DLP policy
(Figure 12).

Figure 12. Checking for Static Tags
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9.3.1 Using Static Tags
The example discussed here refers to the CSA Static Applications 127 rule module, which was manually created.

Excel is defined as a critical business application, and the sensitive information is defined as john.xls as contained in
the $Static DLP Sensitive Information variable. When Excel opens and modifies the file and closes the file, this
instance will be classified and tagged as containing <Sarbanes Oxley Content>. The enforced rules in the associated
rule modules will refer to this data as containing <Sarbanes Oxley Content>.

A FACL rule is used to assign to the data classification tag <Sarbanes Oxley Content>, using the Set Data
Classification attribute.

The corporate data security policy states that under no circumstances should Sarbanes-Oxley information be read
from or copied to network shares. This FACL rule specifies this objective and is interpreted as to mean that under no
circumstances should applications reading Sarbanes-Oxley information be allowed to read from or write to network
shares.
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The variable $Unauthorized Network Shares contains the tag <Sarbanes Oxley Content>.
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A user not in compliance receives a notification. This notification is triggered by the high-priority deny rule.
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Figure 13 shows the CSA Static Applications 127 rule module, where the static tags are defined.
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Figure 13. CSA Static Applications 127 Rule Module

Figure 14 shows the rule module in which sensitive information is not allowed to write to network shares as defined
by the rule module.

Figure 14. Rule Module in Which Sensitive Information Is Not Allowed to Write to Network Shares
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9.4 Default Cisco Security Agent Policy

The default DLP Cisco Security Agent policy contains the associated rule modules, with descriptions of the rule
modules (Figure 15).

Figure 15. Default DLP Cisco Security Agent Policy Rule Modules

Security—Data Loss—Classification Module on <Open> controls background DLP scans (Figure 16).

Figure 16. Security—Data Loss—Classification Module on <Open>

Security—Data Loss—Classification Module on <Close> controls scans when files are modified and closed for
written access (Figure 17). Files are scanned in this manner when:

Any application writes to a tagged file

Email, web, and instant messaging applications write to their normal format

Applications that read tagged files, shares, USB, CD, editors, Microsoft Office, Adobe Acrobat, Winzip, and
remote clients write to any file, except email, web pages, database files, and executables

Figure 17.  Security—Data Loss—Classification Module on <Close>

Security—Data Loss—Classification Module (process) classifies applications and data files to populate the
application classes relevant to data loss:

Applications reading from removable media

Applications reading from network drives
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Applications reading regulatory data, reading proprietary data, reading a tagged file, accessing tagged files,
and accessing sensitive clipboard contents

Security—Data Loss—Data in Motion prevents unauthorized network transfers of sensitive information when
regulatory or proprietary data is present. The following rules are enforced by this rule module (Figure 18):
Deny all applications for client-server processes for TCP/IP services over impromptu wireless.

Deny all applications (except email, Microsoft Windows core applications, applications launching, and Cisco
applications) for clients for TCP and UDP with external addresses.

Deny instant messaging and P2P applications for client-server processes for TCP and UDP with external
addresses.

Deny remote clients reading from and writing to regulatory information.

Deny all applications; write all files to network shares.

Figure 18. Security—Data Loss—Data in Motion

Security—Data Loss—Prevent Leakage prevents and monitors common methods of data leakage when regulatory
or proprietary data is present (Figure 19). The following rules are enforced by this rule module:

Deny instant messaging and P2P applications access to sensitive information; this restriction includes
network access and clipboard access.

Monitor information being transmitted to CD burners and USB devices, printers and spool queues, external IP
addresses, and network shares.

Set quality of service (QoS) for high-priority bits for network applications that read sensitive information.
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Figure 19. Security—Data Loss—Prevent Leakage

Security—Data Loss—Prevent Leakage by User provides user notifications to users who are noncompliant with
corporate data security policies when regulatory or proprietary data is present (Figure 20).

Figure 20.  Security—Data Loss—Prevent Leakage by User

Security—Data Loss—Prevent Theft prevents malicious access to sensitive information from untrusted applications,
remote access, and network applications when regulatory or proprietary data is present (Figure 21). The following
rules are enforced by this rule module:

Deny untrusted applications (not white list or email) for client-server processes for TCP and UDP with
external addresses.
Deny untrusted applications (not white list or email) reading and writing regulatory or proprietary data and

dump files.
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Deny active network applications experiencing a buffer overflow (not launching) and reading and writing
regulatory or proprietary data.

Notify users when untrusted applications (not white list or email) client-server for TCP and UDP with external
addresses.

Figure 21. Security—Data Loss—Prevent Theft

9.5 Deploying DLP

Decide whether you are using scanning or static tags, or both, for defining and classifying sensitive information.
Scanning tags require a separate Cisco Security Agent DLP license based on the number of desktops and
can be used on Windows desktops only.
Static tags can be used on both desktops and servers.
Additional rules can be added to protect sensitive applications and data locally.

Static tags can be directly defined and classified in the rule module.

If you decide to use the Cisco Security Agent DLP policy:

Clone the rule modules from the default policies.

If you are using static tags, do not clone the Security—Data Loss—Classification Module (on Open) or
Security—Data—Loss—Classification Module (on Close) policies

Create new DLP policy and assign the cloned rules modules to this DLP policy.
Clone or create the scanning tags; leave the pattern count at 30 if you are using scanning tags.
Clone or create the associated file sets and assign your tagged data.
Create content file sets for the cloned regulatory and proprietary tags to refer to:
File Content—(cloned) Regulatory Data
File Content—(cloned) Proprietary Data
Create other content file sets for the cloned regulatory and proprietary tags:
File Content—(Cloned) Regulatory Data on Removable Media
File Content—(Cloned) Regulatory Data in CD-Burning Folders
File Content—(Cloned) Regulatory Data on Network Shares

File Content—(Cloned) Proprietary Data on Removable Media
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File Content—(Cloned) Proprietary Data in CD-Burning folders

File Content—(Cloned) Proprietary Data on Network Shares

Replace the description of the rules for the File Content - Regulatory and File Content- Proprietary file sets
with your cloned file sets.

Replace “Applications reading Regulatory data” and “Applications reading Proprietary data” with “Applications
reading ‘Cloned’ Regulatory Data” and “Applications reading ‘Cloned’ Proprietary Data.”

In some cases, you may have to create dynamic application rules to create “Applications reading ‘Cloned’
Regulatory Data.”

Table 5 describes the cloned rule modules.

Table 5.

Cloned Rule Modules

Cloned Rule Module

Rule Description and Rule

Modify Rule Description To

Add Cloned File Sets or
Modify Rule

Create or Select Dynamic
Application Class

Security—Data
Classification
(Process)

Add to Applications reading
Regulatory Data, Data Scan
matches Regulatory Data

(Scan Event Log)

Add to Applications reading
Regulatory Data, Data Scan
matches “Cloned” Regulatory
Data

Add cloned regulatory file
content set

Remove original regulatory
content file set

Create dynamic application
class

Add process to application
class

“Applications reading
‘Cloned’ Regulatory data”

Add to Applications reading
Regulatory Data, All
applications (not AV or
backup) read/write
Regulatory Data

(File Access Rule)

Add to Applications reading
“Cloned” Regulatory Data, All
applications (not AV or backup)
read/write “Cloned” Regulatory
Data

Add cloned regulatory file
content set

Remove original regulatory
content file set

Select “Applications reading
‘Cloned’ Regulatory data”

Add to Applications reading
Proprietary Data, All
applications (not AV or
backup) read/write
Proprietary Data

(File Access Rule)

Add to Applications reading
“cloned” Proprietary Data, All
applications (not AV or backup)
read/write “Cloned” Proprietary
Data

Add cloned proprietary file
content set

Remove original proprietary
content file set

Create dynamic application
class

Add process to application
class

“Applications reading
‘Cloned’ Proprietary data”

Add to Applications reading
Regulatory Data, All
applications allowed reading
from Regulatory Data app

(Clipboard Access Control)

Add to Applications reading
“Cloned” Regulatory Data, All
applications allowed reading
from “Cloned” Regulatory Data
app

(Clipboard Access Control)

Modified rule should read:

Select Dynamic Application
class

“Applications reading
‘Cloned’ Regulatory Data

When applications in any of
the selected app classes:

“All Applications” Attempt to
read data by

“Applications reading
‘Cloned’ Regulatory Data”

Add to Applications reading
Proprietary Data, All
applications allowed reading
from Proprietary Data app or
Print Screen

(Clipboard Access Control)

Add to Applications reading
“Cloned “

Proprietary Data, All
applications allowed reading
from “Cloned” Proprietary Data
app or Print Screen

Modified rule should read:

Select Dynamic Application
class

“Applications reading
‘Cloned’ Proprietary Data

When applications in any of
the selected app classes:

“All Applications” Attempt to
read data by

“Applications reading
‘Cloned’ Proprietary Data”

and

“Print Process performing a
Print Screen”
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Cloned Rule Module

Rule Description and Rule

Modify Rule Description To

Add Cloned File Sets or
Modify Rule

Create or Select Dynamic
Application Class

Add to Applications reading
Proprietary Data, Data Scan
matches Proprietary Data

(Scan Event Log Rule)

Add to Applications reading
“Cloned” Proprietary Data, Data
Scan matches “Cloned”
Proprietary Data

Add
cloned proprietary file set

Remove original proprietary
file content

Select “Applications reading
‘Cloned’ Proprietary data”

Security—Data
Classification (on
close)

Data scan on CLOSE as
being required, All
Applications, write
Regulatory, Proprietary Data

File Access Control

Data scan on CLOSE as being
required, All “Cloned”
Applications, write “Cloned “
Regulatory, Proprietary Data

Add cloned regulatory and
proprietary file content sets

Remove original regulatory
and proprietary file content
file sets

Data scan on CLOSE as
being required, Apps
reading Regulatory,
Proprietary Data, write All
Files

Data scan on CLOSE as being
required, “cloned” Apps reading
“cloned” Regulatory, Proprietary
Data, write All Files

Modify rule to:

When any application in the
selected application class:

“Applications reading
‘Cloned’ Regulatory
Applications”

and

“Applications reading
‘Cloned’ Proprietary
Applications”

Security—Data
Classification
(temporary process)

Add to Applications recently
reading Regulatory Data, All
applications allowed reading
from Regulatory Data app

(Clipboard Access Control
Rule)

Add to Applications recently
reading “ cloned” Regulatory
Data, All applications allowed
reading from “cloned”
Regulatory Data app

When applications in the
following selected
applications classes “All
Applications”

Attempt to read clipboard
data written by

Select

“Applications reading
‘cloned’ Regulatory data”

Create dynamic application
class:

“Applications recently
reading ‘cloned’ Regulatory
data

After 60 seconds”

Add to Applications recently
reading Regulatory Data,
Data Scan matches
Regulatory Data

(Scan Event Log)

Add to Applications recently
reading “cloned” Regulatory
Data, Data Scan matches
“cloned” Regulatory Data

Add
cloned regulatory file set

Remove original regulatory
file set

Select dynamic application
class:

“Applications recently
reading ‘cloned’ Regulatory
data”

Add to Applications recently
reading Proprietary Data, All
applications (not AV or
backup) read/write
Proprietary Data

(File Access Control)

Add to Applications recently
reading “cloned” Proprietary
Data, All applications (not AV or
backup) read/write “cloned *
Proprietary Data

Add
cloned proprietary file set

Remove original proprietary
file set

Create dynamic application
class:

“Applications recently
reading ‘cloned’ Proprietary
data

After 60 seconds”

Add to Applications recently
reading Proprietary Data,
Data Scan matches
Proprietary Data

(Scan Event Log)

Add to Applications recently
reading “ “cloned” Proprietary
Data, Data Scan matches
“cloned” Proprietary Data

Add
cloned proprietary file set

Remove original proprietary
file set

Select dynamic application
class:

“Applications recently
reading ‘cloned’ Proprietary
data”

Add to Applications recent
reading Proprietary Data, All
applications allowed reading
from Proprietary Data app or
Print Screen

(Clipboard Control Rule)

Add to Applications recent
reading “cloned” Proprietary
Data, All applications allowed
reading from “cloned”
Proprietary Data app or Print
Screen

When applications in any of
the following selected
applications classes “All
Applications”

Attempt to read clipboard
data written by

Select

“Applications reading
‘cloned’ Proprietary data”

and

“Process performing a print
screen”

Select dynamic application
class:

“Applications recently
reading ‘cloned’ Proprietary
data”
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Cloned Rule Module

Rule Description and Rule

Modify Rule Description To

Add Cloned File Sets or
Modify Rule

Create or Select Dynamic
Application Class

Security—Data
Loss—Prevent
Leakage

IM and P2P applications,
read clipboard data from
Print Screen, Regulatory,
Proprietary Data apps

(Clipboard Control)

IM and P2P applications, read
clipboard data from Print
Screen, “cloned” Regulatory,
“cloned” Proprietary Data apps

When applications in any of
the following selected
applications classes “All
Applications”

Attempt to read clipboard
data written by

Select

“Applications reading
‘cloned’ Proprietary data”

and

“Applications reading
‘cloned’ Regulatory data”

and

“Process performing a print
screen”

IM and P2P applications,
read/write Regulatory or
Proprietary Data

(File Access Rule)

IM and P2P applications,
read/write “cloned” Regulatory
or Proprietary Data

Add
cloned proprietary file set

Add cloned regulatory file set

Remove original proprietary
and regulatory file sets

Regulatory, Proprietary
Apps, client/server for P2P,
IM, IRC protocols

(Network Access Rule)

“Cloned” Regulatory, Proprietary
Apps, client/server for P2P, IM,
IRC protocols

Select

“When any of the following
selected Application classes”

“Applications reading
‘Cloned’ Regulatory data”

“Applications reading
‘cloned’ Proprietary data”

Applications reading
Regulatory Data—allowed to
print

(Monitor)

Applications reading “cloned”
Regulatory Data—allowed to
print

Select

“When any of the following
selected Application classes”

“Applications reading
‘Cloned’ Regulatory data”

All applications, Data Scan
matches Regulatory Data on
removable media or CD
burn directories

(Scan Event Log)

All applications, Data Scan
matches “cloned” Regulatory
Data on removable media or CD
burn directories

Modify file sets to include:

Cloned file content
regulatory data in CD-
burning folders

Cloned file content
regulatory data on
removable media

Remove original file sets

Apps recently reading
Regulatory, Proprietary
Data, client/server for TCP
and UDP services with
external hosts

(Monitor Rule)

Apps recently reading “cloned”
Regulatory, “cloned” Proprietary
Data, client/server for TCP and
UDP services with external
hosts

Select “When any of the
following selected
Application classes”

Applications recently reading
cloned regulatory data

Applications recently reading
cloned proprietary data

Add variable for newly
created external IP address

MS spoolsv, read/write

MS spoolsv, read/write “cloned”

Add the “Cloned” Regulatory
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Cloned Rule Module

Rule Description and Rule

Modify Rule Description To

Add Cloned File Sets or
Modify Rule

Create or Select Dynamic
Application Class

Regulatory Data
(Monitor Rule)

Regulatory Data

Data File Set

All applications, Data Scan
matches Regulatory Data on
network share

(Scan Event Log)

All applications, Data Scan
matches “Cloned” Regulatory
Data on network share

Add the cloned regulatory
file set on network share

Set Differentiated Service to
Mission Critical, Apps
reading Regulatory,
Proprietary Data,
client/server for TCP and
UDP

(Network Access Rule)

Set Differentiated Service to
Mission Critical, Apps reading
“cloned” Regulatory, Proprietary
Data, client/server for TCP and
UDP

Select in any of the following
application classes:

Applications reading cloned
proprietary data

Applications reading cloned
regulatory data

Add newly created remote
address variable

For the cloned rule module Security—Data Loss—Prevention by User:

Replace “Applications Reading Regulatory Data” with “Applications reading ‘Cloned’ regulatory Data.”

Replace “Applications Reading Proprietary Data” with “Applications reading ‘Cloned’ proprietary Data.”

Replace “ File Content—Regulatory Data” with “Cloned” File Content—Regulatory Data.”

Replace “File Content—Proprietary Data” with “Cloned’ Proprietary Data.”

Adjust the rule description and natification as required. Clone the natification rule and make changes.

For the cloned rule module Security—Data Loss—Prevent Data Theft:

Replace “File Content—Regulatory Data” with “Cloned’ File Content—Regulatory Data.”

Replace “File Content—Proprietary Data” with “‘Cloned’ Proprietary Data.”

Adjust the rule description and notification as required. Clone the notification rule and make changes.

For the cloned rule module Security—Data Loss—Prevent Data Theft by Desktop:

Replace “File Content—Regulatory Data” with “Cloned’ File Content—Regulatory Data.”

Replace “File Content—Proprietary Data” with “‘Cloned’ Proprietary Data.”

Adjust the rule description and natification as required. Clone the natification rule and make changes

951

Follow these steps to deploy DLP using scanning data tags:

1. If you are using DLP content scanning, first upload the Cisco Security Agent DLP license.

2. Clone DLP rule modules from the original DLP policy.

Deploying DLP Using Cisco Security Agent Scanning Data Tags

3. Create new DLP policy and assign the cloned rule modules to the newly created DLP policy.

You can add and customize rules and natifications for the appropriate rule modules (for example, for the data
leakage rule module, you can add data leakage per user). On the basis of your initial meetings with the customer,

you can create a new rule module with the appropriate rules.
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By default, the DLP rules protect and monitor regulatory and proprietary information. For sensitive information within
files, the file must be scanned initially either on opening or on closing of the file. If the pattern and the number of
occurrences of the pattern are found within the file, the file will be tagged as containing sensitive information. A scan
event log rule is added to take actions such as monitoring the event and notifying users who are noncompliant.

DLP scans can be performed on access, using DLP background scanning, or in real-time when a file is closed, if a
policy violation occurs (scanning data tags only).

4. Initially configure DLP background scanning (see Section 8.2.1, “Background Scan”).

5. Perform an on-access scan on selected hosts (see Section 8.2.2, “On-Access Scan”).

6. Testthe DLP policy by triggering a violation, such as copying regulatory information to removable media.

You can also clone the default notifications, customize them, and you can include various tokens, such as
(content_clean), referring to sensitive information contained in the file.

For example, to perform data discovery of credit card and social security numbers, follow these steps:

Leave the number of occurrences in the pattern count set to 30, or increase this value.
Configure a host scanning task to occur on weekly schedule.
Use the Cisco Security Agent Data Discovery Report to view sensitive information.

Use the Data Details Report to view sensitive data movement.

g & w N PR

Use the Justification Reports to view user acknowledgments.

9.5.2 Deploying DLP Using Static Tags

Follow these steps to deploy DLP using static data tags:

1. Identify critical business applications and sensitive data files using static tags.

2. Monitor sensitive information flow with Cisco Security Agent’s default DLP policies.

3. Customize DLP policies to allow only critical business application to access local sensitive information, and
deny all other applications accessing this sensitive information.

4. Configure external IP addresses so that sensitive information can travel between authorized networks and
servers.

5. Configure user states for DLP rule modules to allow authorized user access to sensitive information.

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 62 of 65



Deployment Guide

9.6 Creating Exceptions for DLP
Follow these steps to create exceptions for DLP:

1. When using scanning tags, increase the pattern count, and the number of occurrences found in the file. These
settings can be modified from the Management Center for Cisco Security Agents by choosing Global Settings >
Scanning Tags > View.

2. Enter file exceptions in the Management Center for Cisco Security Agents by choosing Variables > File Sets and
File Content—Regulatory Data or File Content—Proprietary Data and entering the exception information directly
in the “but not” fields.

3. You can exempt files from scanning in the DLP background scan initiated by <Data Scan on Open> (to exclude
files from being scanned in the DLP background scan, create a new DLP file set that includes the tagged
information and “but not” files to be excluded).
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4. You can now insert the $JE DLP-Background Tagged File Exclusions in the rule “Data scan on Open,” making it
required for processes performing a background search, as in the Security—Data Classification on Open rule
module.

5.  You can exempt applications from being scanned in the DLP background scan initiated by <Data Scan on
Open>.
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