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Cisco Security Agent Data Loss Prevention

At-A-Glance

Data Loss is a serious business issue. In this climate of financially-motivated malware
attacks businesses must deploy security measures to protect sensitive information

and address corporate compliance mandates. They should carefully consider their
choices to avoid deploying a complex, hard to manage standalone solution, solely
focused on protecting against just one problem. A single purpose DLP solution can
task IT resources to the limit by requiring dedicated resouces to deploy and administer.
A solution is needed that not only protects sensitive data but also the integrity of the
endpoint itself.

Cisco® Security Agent provides a fully integrated endpoint security solution that
combines policy-driven data loss prevention with zero-update attack prevention and
antivirus detection—in a single agent and single management console. With this unique
blend of capabilities, Cisco Security Agent defends endpoints against data loss from
both malware and user actions and enforces acceptable-use and compliance policies
within a simple management infrastructure. Cisco Security Agent Data Loss Prevention
capabilities are combined with zero-update attack prevention features to defend
endpoints against targeted attacks, malicious mobile code, rootkits, worms, and
day-zero attacks. Cisco Security Agent protects sensitive data and protects against
malware, all within a single integrated agent.

Cisco Security Agent
Always Vigilant, Comprehensive Endpoint Security

Figure 1. Cisco Security Agent Overview
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Cisco Security Agent provides visibility and control of sensitive data across all endpoints,
protecting against data loss from both end-user actions and targeted malware. Newly
added content scanning capabilities enable Cisco Security Agent to detect credit card
numbers, Social Security numbers, and customer-defined sensitive data in local files.
Access to this sensitive information is audited and policy controls can be implemented
as needed to stop the malicious transfer of data to removable devices (ege. USB) or
through insecure network applications. Access to sensitive information can be limited
to authorized users only, and all other attempts can be blocked and logged. The
integrity of critical files and logs can be protected for compliance and audit purposes
by blocking and logging any change attempts. Location-based controls can enforce
sensitive data access policies or restrict printing documents when out of the office.
Cisco Security Agent offers customizable feedback queries for end-user education and
reinforcement of company security policies. Justification options provide an audit trail
without sacrificing employee productivity and timely access to critical data. Additionally,
the end-user interface is localized in 11 different languages to facilitate worldwide
deployments.

Figure 2. Data Loss Prevention Audit and Reporting Examples
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Predefined and customized policies are centrally managed through the Management
Center for Cisco Security Agents, which provides efficient reporting and auditing of

all data loss activities. The Management Center provides the administrative interface,
allowing data loss prevention configuration changes, event analysis, granular policy
creation, and report generation. Data loss prevention logs and reports provide a single,
consolidated repository of all relevant events. User justification responses for access to
sensitive data are logged, providing a comprehensive record for audit and compliance
purposes.

Unique Network Collaboration

Cisco Security Agent data loss prevention capabilities are part of a broad Cisco solution
for critical network protection. Cisco Security Agent provides content scanning on

the host, which complements the Cisco IronPort Appliance’s content scanning and
protection at the network perimeter. Cisco Security Agent can enforce the usage of
corporate VPN access while users are out of the office, preventing bypass of Cisco
IronPort mail and Web security services.

Cisco Security Agent's data loss prevention capabilities collaborate with Cisco Network
Admission Control (NAC) for increased visibility and control of sensitive data. The Cisco
NAC Appliance contains preconfigured checks for the presence and operational status
of Cisco Security Agent on the host. In addition to reporting security information to the
Cisco NAC Appliance, Cisco Security Agent can report the presence of sensitive data,
allowing the Cisco NAC Appliance to quarantine a host if needed.

Figure 3. Network Integrated Solutions: CSA with NAC, DLP and IronPort
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Consider this example: Cisco Security Agent communicates to the Cisco NAC
Appliance that a host contains a spreadsheet with a large number of Social Security
numbers. This host is identified as being a member of the sales group. This violates
corporate policy, as only human resources should have access to personally identifiable
information (PIl). Cisco Security Agent provides a unique linkage between the endpoint
and network security mechanisms so that the host may be quarantined, the user is
notified of the policy violation, and an alert is generated and logged for immediate
remediation.

Always Vigilant Endpoint Security

Cisco Security Agent 6.0 is the first endpoint security solution that combines zero-
update attack defense, policy-driven data loss prevention, and signature-based
antivirus detection in a single agent. This unique blend of capabilities defends servers
and desktops against sophisticated day-zero attacks and enforces acceptable-use and
compliance policies within a simple management infrastructure.
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