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CISCO SECURITY AGENT VERSION 4.5 RELEASE HIGHLIGHTS

Cisco ® Security Agent security software provides threat p rotection for server and desktop computing systems, also known
as endpoints. Cisco Security Agent Version 4.5 goes beyond conventional endpoint security solutions by identifying and
preventing malicious behavior before it can occur, thereby removing potential known and unknown securi ty risks that

threaten enterprise networks and applications. Beca use Cisco Security Agent analyzes behavior rathert  han relying on
sighature matching, its solution provides robust pr otection with reduced operational costs.

Table 1 lists features of Cisco Security Agent ar<l.5.

Table 1. Cisco Security Agent Version 4.5 Features

Feature Description

Multiple Security Functions in a Single Agent Aggregates and extends multiple endpoint secwitgtions, providing host intrusion
prevention, distributed firewall, malicious mobdede protection, spyware/adware
prevention, operating system integrity assuranee,aadit log consolidation, all within
a single agent.

Industry-Leading Protection for Servers and Provides proactive protection against entire clas$attacks, including port scans,

Desktops, and for Unix and Windows buffer overflows, Trojan horses, malformed packetalicious HTML requests, and
email worms.

“Zero Update” Prevention for Known and Stops new and unknown attacks without needing sigeaipdates. Reduces security

Unknown Attacks management costs associated with deploying updates.

Enterprise-Scalable Architecture Can scale to 100,000 agents per management server.

Integrates with Cisco Network Security Products Complies with Self Defending Network Initiative -etwork Admission Control), and

Cisco Trust Agent. Integrates with Cisco PJXisco Secure IDS, and Cisco VPN
security devices, as well as built-in Cisco SedP&l “Are You There” (AYT)

NEW FEATURES
New features of Cisco Security Agent Version 4&ude:

« Scalable to 100,000 agents per Management Cemt@igoo Security Agent—Enables enterprise-scaleayapénts with centralized policy
creation and alert reporting.

« Internationalization—Cisco Security Agent now rumsiioternational versions of Windows, and the agesetr interface is localized into French,
German, and Japanese (Kanji). The agent does ppbdunternational languages that display charactght-to-left (Arabic and Hebrew), nor
is the Management Center’s console localized.

« User-based security rules and policies—Rules andipsican be applied based on the current loggedén context, as defined in Active
Directory, Lightweight Directory Access Protocol§AP), and other directory protocols. Both user Hal @roup ID can be used by the rules.
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« Location-based security rules and policies—Differeiés and policies can be applied based on thsigdiyor logical location of a computer.
For example, a laptop could have a less stringsmirgty policy while in the office, and a more sgrent policy when away from the office.
Rules and policies can also be applied based o8EMNNAC status reported by the router or switcit the computer is connecting to.

« Application inventory and use tracking—Cisco Seguiigent can track which applications are instaldeda computer or group of computers,
which of these are actually run, which of thesethsenetwork, whether the application is a netwdignt or a network server, and which remote
IP addresses it communicates with.

« Hot fix and service pack status checking—Cisco ScAgent can track which hot fixes or service paeke installed on a computer or group
of computers.

« Enhanced security control for sensitive data filedse@ Security Agent can now control data writteth® clipboard by applications reading
sensitive data, and can restrict whether otherieggifins can read the sensitive data.

< Antivirus DAT version check—Cisco Security Agent adreck the installation status and antivirus DATsian level for Symantec and McAfee
antivirus agents.

* New operating system platform support—Cisco Secutifgnt can now run on Microsoft Windows clustessyeell as on Red Hat Enterprise
Linux 3.0 (WS, ES, or AS), and on Windows XP Honuhtign.

UPGRADE PATHS

All Cisco Security Agent customers who have purelaSisco Software Application Support (SAS) or SAEs Upgrades (SASU) are entitled to
upgrade from Cisco Security Agent Version 4.0 tecGiSecurity Agent Version 4.5.

AVAILABILITY
Cisco Security Agent 4.5 will be available on Debem30, 2004.

ORDERING INFORMATION
Table 2 lists ordering information for Cisco SetuAgent Version 4.5.

Table 2. Ordering Information for Cisco Security Agent Version 4.5

Part Number Description

CSA-SRVR-K9= Cisco Security Server Agent (Windowisiux, and Solaris), 1 agent
CSA-B10-SRVR-K9 Cisco Security Server Agent (Windowinux, and Solaris), 10-agent bundle
CSA-B25-SRVR-K9 Cisco Security Server Agent (Windowinux, and Solaris), 25-agent bundle
CSA-B50-SRVR-K9 Cisco Security Server Agent (Windowinux, and Solaris), 50-agent bundle
CSA-B100-SRVR-K9 Cisco Security Server Agent (WindoLinux, and Solaris), 100-agent bundle
CSA-B500-SRVR-K9 Cisco Security Server Agent (WindoLinux, and Solaris), 500-agent bundle
CSA-B25-DTOP-K9 Cisco Security Desktop Agent (Windoand Linux), 25-agent bundle
CSA-B100-DTOP-K9 Cisco Security Desktop Agent (Wil and Linux), 100-agent bundle
CSA-B250-DTOP-K9 Cisco Security Desktop Agent (Wi and Linux), 250-agent bundle
CSA-B500-DTOP-K9 Cisco Security Desktop Agent (Wil and Linux), 500-agent bundle
CSA-B1000-DTOP-K9 Cisco Security Desktop Agent (dés and Linux), 1000-agent bundle
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CSA-B5000-DTOP-K9 Cisco Security Desktop Agent (dbws and Linux), 5000-agent bundle

FOR MORE INFORMATION
For more information about Cisco Security Agenteat a Cisco representative or visittp://www.cisco.com/go/csa
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