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CISCO SECURITY AGENT
FOR IP COMMUNICATIONS

Cisco® Security Agent for IP Communications provitlegat protection for Cisco IP Communications agpion servers running voice
applications, such as Cisco CallManager, CiscoyJWitJnified Communications, Cisco Internet Serviced (ISN) and Cisco IP Contact Center
(IPCC) Express. Cisco Security Agent aggregatesipheisecurity functions—combining host intrusioreyention, distributed firewall, malicious
mobile code protection, operating system integaftgurance, and audit log consolidation—all withgingle agent package. As part of an overall
security strategy, the Cisco Security Agent foC@mmunications enhances the SAFE Blueprint frone®8ystemsand extends protection to the
endpoint.

As high-visibility network security attacks such@sde Red and the Structured Query Language (S@b)rBer worm have shown, traditional host
and desktop security technologies are limited @irtbapability to combat the effects of new andleing attacks. Unlike traditional signature-
matching security technologies, Cisco Security Ageralyzes attack behavior to provide robust ptateavith reduced operational costs. By
identifying and preventing malicious behavior befircan occur, Cisco Security Agent removes pakekhown and unknown (“Day Zero”)
security risks that threaten enterprise networkkaplications.

Cisco Security Agent for IP Communications is aadtdone agent with a predefined security policy #redsame policy in an Extensible Markup
Language (XML) formatted “.export” file that can bheed with the Management Center for Cisco SecAgints.

PRODUCT HIGHLIGHTS
« Provides a standalone or “headless” security afpanican easily be upgraded to a fully managedtagen

« Dramatically reduces downtime, widespread attacp@gation, and clean-up costs

« Complements the Cisco portfolio and SAFE Bluepiantirue, defense-in-depth security

« Zero update architecture eliminates signaturesredidces the cost of hot-fix management
« Common, consolidated agent reduces deployment amagement costs

« Prevents attacks, especially Day Zero viruses asmthe

SPECIFICATIONS

Supported Applications

¢ Cisco CallManager 3.2(3), 3.3, and later versions

¢ Cisco Emergency Responder 1.1(4) and 1.2(1)

¢ Cisco Conference Connection 1.2(2)

¢ Cisco ICM, IPCC Enterprise and Hosted 5.0(0) (SREr)

¢ Cisco ICM, IPCC Enterprise 6.0(0) and later version

« Cisco Internet Service Node (ISN) 2.0 & 2.1

¢ Cisco IPCC Express 2.2(5), 3.0(3a), 3.1(3), 3.8} later versions

« Cisco IP Interactive Voice Response (IVR) 2.2(50(3a), 3.1(3), 3.5(2), and later versions
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Cisco IP Queue Manager 2.2(5), 3.0(3a), 3.1(3)23.and later versions
e Cisco Unity 4.0 and later versions
« Cisco Unity Bridge 3.0 and later versions

« Cisco Personal Assistant 1.4(1) and later versions

Platforms
Cisco Security Agent for Cisco CallManager and ptfeece applications is designed to run on allfplaihs supported by those applications.

Ordering Information
The standalone agents and security policies tesbd with the Management Center for Cisco Securifgrs are available at no charge through
Cisco.comdownload.

For Cisco CallManager, Cisco Conference Connecflis;o Emergency Responder, Cisco IP-IVR, CiscQUieue Manager and Cisco IPCC
Express the software is availablestp://www.cisco.com/cgi-bin/tablebuild.pl/cmva-3de

For Cisco Unity the software is available fattp://www.cisco.com/pcgi-bin/tablebuild. pl/unity3d

For Cisco Unity Bridge the software is availablehdtp://www.cisco.com/pcgi-bin/tablebuild.pl/bridg3d

For Cisco Personal Assistant the software is avigilat:http://www.cisco.com/pcgi-bin/tablebuild.pl/PA3des

For Cisco Internet Service Node (ISN) the softwaravailable athttp://www.cisco.com/cgi-bin/tablebuild.pl/csallypto

For Cisco ICM, IPCC Enterprise software is avaiast:http://www.cisco.com/cgi-bin/tablebuild.pl/csalQxsto

Cisco Security Agent for IP Communications is natevable separately.

Customers who want to upgrade the standalone agyé¢ime fully managed agent need to order part nui@BA-IPT-UPGRADE-K9. They then
need to download the “.export” file containing seeurity policy from th€isco.comlocation listed previously and import it into tanagement
Center for Cisco Security Agents to generate flilgnsed managed agents.

MORE INFORMATION
More information about Cisco Security Agent is #aalie at:http://www.cisco.com/go/csa

CISCO IP COMMUNICATIONS SERVICES AND SUPPORT

Cisco IP Communications services and support retheeost, time, and complexity associated withl@mgnting a converged network. Cisco and
its partners have designed and deployed some ay®thrgest and most complex IP communication&/akés—meaning that they understand
how to integrate an IP communications solution yaar network.

Cisco design tools and best practices help enbatéhe solution best fits your business needs ftanstart, eliminating costly redesigns and
downtime. Cisco proven methods also help ensuceiacsimplementation that delivers the functions feadures you expect—on time. Support
services include remote network operations, netwakagement tools to administer the converged egijn and network infrastructure, and
technical support services.

Through these services, your organization bengéita the experience gained by Cisco and its pastrieyou take advantage of this valuable
experience, you can create and maintain a resilbemverged network that will meet your businessdseoday—and in the future.
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