T
CISCO.

White Paper

Introduction to Cisco Security Agent Correlation

Cisco® Security Agent security software provides threat protection for server and desktop
computing systems. Cisco Security Agent goes beyond conventional endpoint security solutions,
providing an industry-leading defense against targeted attacks, spyware, rootkits, and day-zero
attacks. Proactive protection is offered against unknown, never-seen-before threats, brand new
exploits, and variants trying to take advantage of recently announced vulnerabilities. Cisco
Security Agent provides “zero update” system integrity protection for critical servers that cannot be
taken out of service to apply operating system or application-specific vulnerability patches. It helps
reduce emergency patching of systems to respond to vulnerability announcements, minimizing
patchrelated downtime and IT manhour expenses. Organizations can now patch on their own
schedule, not in crisis mode.

Robust policy compliance controls offer protection for sensitive data files and critical servers.
Access to key files, applications, and servers can be monitored or controls enforced to stop
inadvertent or malicious data loss. Removable media usage controls reduce risk and ensure
workplace compliance. Granular controls may be put in place as needed to manage policy
compliance for users, applications, systems, locations, and network addresses.

Agent Correlation

Cisco® Security Agent, installed on servers and desktops in the network, intercepts system calls
between applications and the operating system, correlates them, compares the correlated system
calls against a set of behavioral rules, and then makes an “allow” or “deny” decision based on the
results of its comparison.

Figure 1.  Graphical Representation of Cisco Security Agent Correlation
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What Is Correlation?

Correlation is the act of establishing a relationship between events, things, or in the case of Cisco
Security Agent, system calls. Cisco Security Agent correlation can also be described as the ability
to keep system calls and application activities in “state.” For example, if an application on

an endpoint writes a file to disk, Cisco Security Agent can “remember” that action and change how
it protects the system in response.

Practically speaking, the agent uses correlation to tie some of its rules to application behavior,
rather than application name. An example of this is the Windows Common Security Module. One
of the rules in this module prevents vulnerable applications from modifying registry keys typically
targeted by viruses. Rather than applying the rule to specifically named processes—such as
iexplore.exe, svchost.exe, and outlook.exe—the rule is applied to any process exhibiting one of a
set of behaviors. In this case, if any process on the system receives an unsolicited TCP or UDP
network connection, Cisco Security Agent remembers it, treats the process as a “server”
application, and dynamically applies the rule.

Figure 2.  Vulnerable Processes Are Not Permitted to Write Dangerous Registry Keys
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How Is Correlation Used?

First, correlation is used to make Cisco Security Agent more effective. One of the challenges
associated with endpoint security is trying to determine which application or service could be the
target for the next big attack. Cisco Security Agent doesn’t force users to guess what might

be a target—it allows administrators to dynamically assign rules based on application category.

Attacks commonly manipulate endpoints by issuing commands using a command shell, so
vulnerable applications should not be able to invoke command shells. The idea sounds simple, but
knowing which specific processes might be vulnerable and cataloguing them is not. Correlation
allows Cisco Security Agent to prevent vulnerable application categories such as “servers,”
“processes created by servers,” or “processes executing untrusted content” from invoking
command shells. The categories are automatically populated by Cisco Security Agent, based on
previously observed actions.

Figure 3.  Vulnerable Processes Are Not Permitted to Invoke Command Shells

All contents are Copyright © 1992-2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 6



White Paper

]

| Take the following action |

|8 Deny j
and
¥ Log [ Take precedence over other Deny rules
[when |

Current applications in any of the
following selected classes:

=how Al Application Classes ouble-click application class to view|

But not in the following class: <none:

attempt to run

MNew applications in any of the
following selected classes:

Show Allw .
Heww | STPIOCESSES Executing Untrusted Content= LI

|double-click application class to view|

Correlation can also be described as built-in defense-in-depth. When the MyDoom worm arrived
via an e-mail message, for example, it installed itself by modifying system binaries, and then
infected other systems by forwarding itself to everyone in the address book of the infected system.
In systems running Cisco Security Agent, agent rules stopped the arrival and installation activities.
Correlation tracked the worm at each stage of its lifecycle, remembered what it did, and took
action, adding a third layer to Cisco Security Agent’s defense.

Figure 4.  Query Generated by the Network Worm Propagation Rule
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Correlation also enhances interoperability. Although it might seem easier or safer to prevent

command shells from running at all, they are constantly used for legitimate purposes—blocking
them entirely would likely disrupt applications, generate helpdesk calls, and inhibit productivity.

Cisco Security Agent correlation automatically creates and dynamically maintains a “white list” of
applications that are less vulnerable and should be able to invoke command shells. There are
some exceptions, but for the most part any application can invoke a command shell until it
becomes vulnerable. Correlation can remove applications from the list as well, so when a process
is no longer vulnerable, it is allowed to run commands again.

Finally, correlation is used to increase the accuracy of Cisco Security Agent rules and policies.
Cisco Security Agent can correlate numerous activities to improve its ability to make the correct
decision about what is dangerous. The network worm propagation rule is a perfect example of this:
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1. Any running process that acts as a client or server for a network service receives the Network
Application “tag.”

Files written by Network Applications are considered to be Downloaded Content.
Files written by applications that have read Downloaded Content are also tagged.

Applications that access Downloaded Content are placed in a less-trusted class.

o &~ N

When an application in a less-trusted class tries to access certain objects, such as mail COM
objects, mail.dll files, files used by mailers, an IRC client, or the TCP SMTP port, the network
worm propagation rule is activated.

Correlation makes network worm propagation detection extremely accurate—four out of the five
criteria must be met before the rule is activated. By itself, any one of the previously listed activities
would not be cause for concern, but when they are put in context, it is clear that something
abnormal is going on. Without correlation, Cisco Security Agent would likely have to flag each
activity as potentially dangerous, generating numerous false positives.

Global Correlation

Events are correlated locally on the agent, as well as globally on the CSA Management Center,
resulting in an extraordinary increase in accuracy when compared to signature-based host IDS/IPS
systems. Global correlation correlates events received from the many server and desktop agents
deployed. By looking at events across the enterprise, attacks that might have been missed will

be detected. Attackers who send only a few (sometimes only one) packet to each host in the
enterprise have traditionally been able to map the entire network while evading detection. These
“distributed scans” would be detected by the CSA Management Center due to global correlation.

Benefits of Cisco Security Agent Correlation

o Cisco Security Agent is safer than other products—Cisco Security Agent can automatically
determine which applications are more vulnerable to attack based on previously observed
behavior. There is no need to predict which applications might be vulnerable, catalogue
them, maintain a list, or download updated lists from product vendors.

e Cisco Security Agent is easier to deploy and manage—It allows less-vulnerable
applications to operate with fewer restrictions. It also generates fewer false positives by
putting potentially dangerous activities in context before taking action.

e Cisco Security Agent is tougher—Not only does Cisco Security Agent have default rules to
stop malicious behavior at every phase in an attack’s lifecycle, but it can also track an
attack’s activities and implement a final layer of defense based on a group of behaviors.

Resources for Cisco Customers

For Cisco Security Agent product information, visit: http://www.cisco.com/go/securityagent
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