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SUMMARY

A critical “day-zero” vulnerability was announced 8eptember 26, 2006 for Microsoft Windows XP arRi Brofessional, Windows
Server 2003, and Windows Server 2003 x64. The vabikty is found in the Internet Explorer code dam these platforms and follows
Internet Explorer standards for packaging, detacttmd deployment [1]. This vulnerability is activbeing exploited. Microsoft has
released patches for this vulnerability and is nem@nding that customers patch their affected systemmediately.

This vulnerability has already been exploited imesal attacks. Cisco Systefhisas obtained exploit files, and has confirmed €iatd®
Security Agent is effective in stopping these ekplaising the default security policy configuratiocNo changes to the default
configuration or policy updates were required tweree this protection. Current supported Cisco 8gcAgent versions 4.0.3.x, 4.5.1.x,
5.0.0.x, and 5.1.0.x are effective in stoppingeakploits seen to date.

DETAILS OF THE VULNERABILITY

Microsoft Internet Explorer 5.0 and higher supp&féstor Markup Language (VML), which is a set ofté&nsible Markup Language
(XML), tags for drawing vector graphics. Internetpiorer fails to properly handle malformed VML tagehich allows a stack buffer
overflow to occur. The CERT advisory [2] states fifia remote attacker can persuade a user to siecggecially crafted Webpage with
Internet Explorer, that attacker may be able gget the buffer overflow. In addition, an attackeuld deliver an HTML email message or
entice a user to select an HTML document in Wind&wglorer.

If a user is logged on with administrative usehtgy an attacker who successfully exploited thiserability could take complete control
of an affected system. An attacker could then Ihgtagrams; view, change, or delete data; or ereatv accounts with full user rights.
Users whose accounts are configured to have fesarrights on the system could be less affected lsars who operate with
administrative user rights.

HOW CISCO SECURITY AGENT STOPS THE EXPLOIT
Cisco Security Agent default policies contain thdééerent rules that stopped the exploit from dpany damage. No changes to the Cisco
Security Agent binaries or default configuratioe eequired to get this protection.

The following actions have been observed beingkaddy Cisco Security Agent running the defaulusigg policies:

« Modification of system files by a suspicious (dowadied) application

o Execution of a system function from a buffer, trgbwa buffer overflow
This testing is shown in Figure 1.
The exploit was tested at Cisco with Cisco Secukggnt in Test mode, which does not block malicibabavior. This allows the agent to
report all rules that would be applied if the ageast in protect mode, to observe all possible wvlagsthe Cisco Security Agent default

policies would stop the exploit. When the agerimiprotect mode (the typical operational configima}, the first rule would kill the
exploit. No subsequent events would be seen, sirecexploit would be terminated before it couldfpen any malicious actions.

Testing was performed against the Cisco Securignfdefault policies. No binary or policy updatesweeded for Cisco Security Agents
to be effective. In short, this was a true tesfdafy-zero” protection. This is similar to what wave seen with earlier exploits and
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worms—the default Cisco Security Agent configuratstopped the exploit, with no binary or policy ufsfarequired. Following is a

partial list of prior worms and exploits that CisSecurity Agent has stopped using the default #gquolicy settings:

Bagle E-mail worm SQL Snake Network worm
Blaster Network worm JPEG/GDI+ Malware downloader
Bugbear E-mail worm MyDoom E-mail worm

Code Red Network worm Nimda Network worm
Debploit Network worm Pentagone/Gonner E-mail worm

Fizzer E-mail worm Sasser Network worm
Gator/Gain Spyware Sircam E-mail worm

Hotbar Spyware Sobig E-mail worm

SQL Slammer Network worm Zotob Network worm

This exploit is only the latest example of new amatating attacks that can seriously affect an deggiion’s computing and network
environments. The key to stopping these new attisdkee ability to stop the attack without requiriany changes to the default

configuration, and to have multiple rules in théadét policies that provide defense in depth.

Figure 1.  Cisco Security Agent 5.1 Default Configuration Stops the Microsoft Internet Explorer VML Buffer Overflow Exploit
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17 9/20/2006 t43p-xpspe Alert TESTMODE: The current application 'Ci5Program Files\Internet Exploretiiesplore.exe' (as user T43P- <]
12:19:37 XPSP2VAdministrator) attempted to execute the new application 'CIAWINDOWS system3Zintydim. exe’,
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16 9/20/2006 t43p-spspl Rotce TESTMODE: The process 'C:\Program FileshInternet Exploreriiexplore.exe’ {(as user T43P-XPSP2 J
12:19:37 “administratory attempted to access a resource which would have resulted in the user being asked the
P following question. 'The process C:\Program Files\Internet Exploreriiexplore exe is attempting to modify
the system file CA\WINDOWShcpu.exe. Do you wish to allow this?'
Details | Rule 61 | Wizard S Find Sirnilars
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PM following gquestion, 'The process C:i%Program Files\Internet Exploreriiexplore exe is attempting to invoke a
system function from a buffer. Do you wish to allow this?
Details | Rule 182 | Wizard S Find Similars |+
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