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Cisco Security Agent and the Microsoft Internet Explorer
createTextRange( ) Exploit

SUMMARY

A critical vulnerability was announced on March 2806 for Microsoft Internet Explorer versions 5.615, and 6.0. [1] This
vulnerability is actively being exploited. An unphéd vulnerability in the way that Internet Explorenders HTML could allow attackers
to seize control of the system. This vulnerabiiffects systems running Windows 2000, Windows Xmdbws 98, and Windows Server
2003. Microsoft has announced it will release ddixthis in its already scheduled April 11, 20@@rity update.

This vulnerability has already been exploited inesal attacks. Cisco Systefiisas obtained exploit files, and has confirmed thet
Ciscd® Security Agent is effective in stopping these eitp| using the default security policy configueati Current supported versions of
Cisco Security Agent are 4.0.3.737, 4.5.1.639,%0d).176. All are effective in stopping the expda@een to date.

DETAILS OF THE VULNERABILITY

The vulnerability relates to the way that InterB&plorer processes information using the creatdRaxge() method. The
createTextRange() method is a dynamic HTML (DHTNMtgthod that is exposed by the DHTML Object Modél B presenting the
browser with specially crafted code, attackers d@alrrupt the system memory and trick it into rumgnunauthorized software.

The CERT advisory [3] states that by convincingsaruo open a specially crafted Webpage, a renmaathenticated attacker can execute
arbitrary code on a vulnerable system. Known atteeditors for this vulnerability require Active Sating to be enabled. By disabling
Active Scripting, the chances of exploitation azduced.

HOW CISCO SECURITY AGENT STOPS THE EXPLOIT
The Cisco Security Agent default policies contalvuéfer overflow prevention rule that stops thelekgfrom doing any damage. No
changes to the Cisco Security Agent binaries aaude€onfiguration are required to get this pratect

The following actions have been observed beingkaddy Cisco Security Agent running the defaulusigg policies:

e Execution of a system function from a buffer, viawdfer overflow

This testing is shown in Figure 1.

Note that the exploit was tested at Cisco, withapent in Test mode, which will cause the ageiaieéd (but not block) malicious

behavior. This was done to observe all possibleswlagt the Cisco Security Agent default policiesuldcstop the exploit. When the agent
is in protect mode (the typical operational confagion), the first rule would kill the exploit-naissequent events would be seen, since the
exploit would be terminated before it could perfany malicious actions.
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Testing was performed against the Cisco Securignfdefault policies. No binary or policy updatesweeded for Cisco Security Agent
agents to be effective. In short, this was a tese of "day-zero" protection. This is similar toatlCisco has seen with earlier exploits and
worms—the default Cisco Security Agent configuratstopped the exploit, with no binary or policy ufsfarequired. The following is a

partial list of prior worms and exploits that Cis8ecurity Agent has stopped via the default secprticy settings:

Bagle E-mail worm SQL Snake Network worm
Blaster Network worm JPEG/GDI+ Malware downloader
Bugbear E-mail worm MyDoom E-mail worm

Code Red Network worm Nimda Network worm
Debploit Network worm Pentagone/Gonner E-mail worm

Fizzer E-mail worm Sasser Network worm
Gator/Gain Spyware Sircam E-mail worm

Hotbar Spyware Sobig E-mail worm

SQL Slammer Network worm Zotob Network worm

This exploit is only the latest example of new amatating attacks that can seriously impact orgditizas computing and network
environments. The key to stopping these new attiadigofold: the ability to stop the attack withaeguiring any changes to the default
configuration, and multiple rules in the defaultipies that provide a defense in depth.

Figure 1. Cisco Security Agent Default Configuration Stops the Microsoft Internet Explorer createTextRange() Exploit (Tested on Cisco Security Agent 4.5)
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