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SUMMARY

A critical vulnerability was announced on Decem®@y 2005 for the code used to view picture andifax in multiple versions of
Microsoft Windows operating systems. Microsoft haleased a patch for Windows 2000/SP4, Windowsaxié,Windows 2003. It is
currently unclear whether earlier versions of Wiwd@®000 or Windows NT are vulnerable. The patcvalable from Microsoft [1] at
http://www.microsoft.com/technet/security/Bulletit06-001.mspx

Many exploits are circulating in the wild and taigg this vulnerability. An exploit creation utiitis also circulating, allowing the exploit
to mutate rapidly. Cisco Systefhkas obtained many exploit files, and has confirthed the Cisc® Security Agent is effective in
stopping these exploits, using the default secyidticy configuration. Current supported versioh€sco Security Agent are 4.0.3.737,
4.5.1.639, and 5.0.0.176. All are effective in gliog the exploits seen to date.

Cisco has received independent confirmation thet&Eecurity Agent is effective in stopping WMF kexis. See Priveon [2],
http://www.priveon.com/rr/whitepapers/CSA%20Proi@t¥020-%20WMF%20Exploit.pdf

DETAILS OF THE VULNERABILITY

The vulnerability is in a Windows API most frequignised by a utility shipped with Windows XP SPH&P2, and Windows 2003. The
utility allows users to view picture and fax filddalicious files with the extension .wmf that aiewed in Internet Explorer or other
applications can execute arbitrary code with SYSTjirMilege. It is possible that malicious files aiut the .wmf extension could cause a
vulnerable application to execute and be explaiteel to the header information in the file. Manyjarohorse programs are using this to
download and compromise systems. Applications kntoalve vulnerable include Internet Explorer, Winddgxplorer, Outlook, Lotus
Notes, and the Google Desktop Search (GDS) (ifdekes a file containing exploit code).

The CERT advisory [3] states that most e-mail ¢tieare likely able to be exploitable in this way.

Once an exploit begins to execute code, it typigadirforms many malicious actions, including (bat limited to):
e Downloading malware files

e Installing software that automatically starts avbibme (RUN or RUNONCE Registry keys)

e Executing command shells such as CMD.EXE

e Capture keystrokes typed by the user

The specific types and sequences of maliciousifctiged will vary from exploit to exploit.

HOW CISCO SECURITY AGENT STOPS THE WORM

The Cisco Security Agent default policies contditeast five rules that stop the exploit and vasaithe exact number of malicious
activities that is stopped varies depending orvelr&nt tested, but up to 60 behaviors were idieatiluring testing at Cisco (using the
XLP1.WMF variant). No changes to the Cisco Secukiggnt binaries or default configuration are regdito get this protection.

The following actions have been observed beingkaddy Cisco Security Agent running the defaulusigg policies:
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e Execution of a system function from a buffer, viadfer overflow

e Execution of a downloaded executable

e The attacked service attempted to execute a comstaitd(CMD.EXE)
e An executable file (or files) was written to the Y&TEM directory

e One of the downloaded executables attempted ta@geystrokes

e The application executed from the file tried toateeRUN registry entries

This testing is shown in Figure 1.

Note that the exploit was tested at Cisco, withagent in Test mode, which will cause the agemiéd (but not block) malicious
behavior. This was done to observe all possibleswlagt the Cisco Security Agent default policiesildcstop the exploit. When the agent
is in protect mode (the typical operational confaion), the first rule would kill the exploit—no Issequent events would be seen, since
the exploit would be terminated before it couldfpen any malicious actions. Cisco tested with agémfTest mode to determine how
deep the Cisco Security Agent defense in deptbrithe exploits and variants. For the XLP1.WMF aatj this defense in depth is over
60 (Figure 1 contains only a partial screen capduieto the volume of data).

Testing was performed against the Cisco Securignfdefault policies. No binary or policy updatesweeeded for CSA agents to be
effective. In short, this was a true test of “Dar@’ protection. This is similar to what we haverseavith earlier exploits and worms—the
default Cisco Security Agent configuration stopieel exploit, with no binary or policy updates reedi The following is a partial list of
prior worms and exploits that the Cisco SecuriteAighas stopped via the default security polictirsgs:

Bagle: Email worm SQL Snake: Network worm
Blaster: Network worm JPEG/GDI+: Malware downloader
Bugbear: Email worm MyDoom: Email worm

Code Red: Network worm Nimda: Network worm

Debploit: Network worm Pentagone/Gonner: Email worm
Fizzer: Email worm Sasser: Network worm
Gator/Gain: Spyware Sircam: Email worm

Hotbar: Spyware Sobig: Email worm

SQL Slammer: Network worm Zotob: Network worm

This exploit is only the latest example of new amatating attacks that can seriously impact orgditizas computing and network
environments. The key to stopping these new attizdkee ability to stop the attack without requiriany changes to default configuration,
and multiple rules in the default policies thatyde a defense in depth.

OBSERVED ANOMALIES

Cisco observed two anomalous situations duringngesOne was during testing on benign (non-malisjquroof-of-concept code. Since
this limited itself to executing the calculator &pation (CALC.EXE), it did not trigger protectivelles. This is by intent—the security
policies are designed to block malicious activity,opposed to interesting but harmless activitg. §écond situation occurred while
testing a malicious exploit, where a three-minwgkag was observed between execution of the exahaitgeneration of events by Cisco
Security Agent. Cisco believes that the exploit s@arching memory addresses during this intermal hed not yet executed malicious
behavior. Once the exploit performed malicious\étbtis, Cisco Security Agent blocked the activitiesexpected.
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Figure 1. Cisco Security Agent Default Configuration Stops the WMF Exploit (XPL1.WMF variant). First 14 event captures (of 61 total). Tested on Cisco Security
Agent 5.0.0.176
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12 1/6/2006  zptestoi TESTMODE: The process 'C\WINDOWS\systema2iywxhajkdg?.exe’ (as user XPTESTCIyadministrator) attempted to access a resource which would have resulted in the user being asked the
3:41:32 PM following question, '& process is attempting to invoke C:AWINDOWSYsystem32yvxgames exe which has been recently downloaded and may be dangerous. Do you wish to allow this?'
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11 1/6/2006 =ptestel TESTMODE: The process 'C:\WINDOWS\system32iwrgamel.exe' (as user XxPTESTCINAdministrator) attempted to access a resource which would have resulted in the user being asked the
3:41:31 PM following question. 'The process C:\WINDOWS\system3iwrgamel.exe is attempting ta modify the system file C:\WINDOWS\sysIdra2. exe. Do you wish to allow this?'
Details | Rule 61  Wizard QFind Similar =l
10 1/6/2006 sptestei TESTMODE: The process 'C:\WINDOWS\system32ivrhaikdg? exe' (as user XPTESTCINAdministrator) attempted to access a resource which would hawe resulted in the user being asked the
3:41:31 PM following question. 'The process CAWINDOWS\system32iwxhajkdg7.exe is attempting to modify the system file CAWINDOWS\system32ivrgames.exe, Do you wish to allow this?'
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0 1/6/2006  xptestci TESTMODE: The process 'C:\WINDOWS\system32\wxh&jkdgs. exe' (as user XPTESTCIAdministrator) attempted to access a resource which would have resulted in the user being asked the
Z41:31 PM following question, 'The process C:\WINDOWS\system32iwxhajkdgs.exe is attempting to modify the system file C:AWINDOWS\system32\vxgamet4.exe, Do you wish to allow this?'
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3:41:30 PM following question, 'The process C\WINDOWS\system32\wxhBjkdgé.exe is attempting to invoke a system function from a buffer. Do you wish to allow this?'
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6 1/6/2006 wptestci TESTMODE: The process 'C\WINDOWShsystem32ivxhajkdq7 exe' (as user XPTESTCIvAdministrator) attempted to access a resource which would have resulted in the user being asked the
3:41:27 PM following question. 'The process C\WINDOWS\system32iwxhajkdq7?.exe is attempting to invoke a system function from a buffer. Do you wish to allow this?'
Details | Rule 178 | Wizard QFind Similar s
5 1/6/2006  zptestci TESTMODE: The process 'C:\WINDOWS\system32\wxh8jkdq2. exe' (as user XFTESTCIAdministrator) attempted to access a resource which would have resulted in the user being asked the
2:41:25 PM following question, 'The process C:\WINDOWS\system32iwshgjkdg2.exe is attempting to modify the registry key \REGISTRY\USER\S-1-5-21-3347083604-203658720-77 7815793500
“Eoftware\Microsoft\Windows\Currentersionl, RumiWindows installer. Do you wish to allow this?*
Details | Rule 55 Wizard 1 similar event (same Type/Rute 10/4ppiication /A Find Similar 2l
4 1/6/2006  xptestci TESTMODE: The process 'C\WINDOWS\systema2iwxhajkdgl.exe’ (as user XPTESTCIyadministrator) attempted to access a resource which would have resulted in the user being asked the
3:41:25 PM following question, 'The process C:A\WINDOWS\system32\wxh&jkdgl.exe is attempting to madify the registry key
\REGISTRVA\MACHINENSOF TWARE\Microsoft\windowshCurrentyarsionyRuriCantrolPanel, Do you wish to allow this?'
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3 1/6/2006  wptestci TESTMODE: The process 'C:\WINDOWS\system3iuxhajkdgl.exe' (as user *PTESTCIy4dministrator) attempted to access a resource which would have resulted in the user being asked the
3:41:25 PM following question. 'The process C:\WINDOWS\systema2iwxh@jkdgl.exe is attempting to modify the system file C:\WINDOWS\system32ypriva.exe. Do you wish to allow this?'
Details | Rule 61  Wizard QFind Similar =l
2 1/6/2006 uptestei TESTMODE: The process 'C:\boot.inx' (as user XPTESTCI\Administrator) attempted to access a resource which would have resulted in the user being asked the following question. 'The process
3:41:23 PM C:\boat.inx is attempting to invoke a system function from a buffer. Do you wish to allow this?'
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