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1. Executive Summary

There are six essential steps for the quick deployment of Cisco® Security Agent:

1. Install the Cisco Security Agent Management Center. The Cisco Security Agent Management
Center will create predefined groups and policies after the initial installation. Administrative
tasks such as event monitoring, reporting, group and policy Assignment, and agent-kit
creation are also performed using the Cisco Security Agent Management Console. See
Section 4, Phase 1: Installing the Cisco Security Agent Management Center.

2. Update Cisco Security Agent Management Console license information. Licenses are required
for Cisco Security Agent for desktops and servers. A separate license is required for data loss
prevention (DLP). The license files are imported to the Cisco Security Agent Management
Console. See Section 4.5, Installing the Product License Key.

3. Choose your policies for rapid deployment. Decide which security protections or acceptable
use controls you need. For example, antivirus and personal firewall programs are security
protections, and USB control and Payment Card Industry (PCI) compliance are acceptable
use controls. Note that different options take different amounts of time for tuning (Table 1).
These policies are categorized based on business requirements and can be selected
individually. See Section 5, Phase 2: Planning Deployment and Choosing Policies.

4. Assign your selected policies to the default desktop group. You can have more than one
group of agents. See Section 6.1, Assigning Targeted Hosts Security Policy to Default
Desktop Group.

5. Deploy the agents. See Section 6.2, Deploying Windows Agent.

6. Tune the system. See Section 7, Phase 4: Tuning the System.

Table 1. Acceptable Usage Policies

Name Initial Configuration Tuning Time Estimated for

Level Overhead Deployment

Acceptable Usage Policies

Require VPN Hosts on Insecure Low Low 1 day

Networks

Block Wireless Bridging Low Low 1 day

Block Writing Files to USB Devices Low Low 1 day

Audit System Integrity Low Low 1 day

Anti-Sniffer Low Low 1 day

PCI Compliance High High More than 1 week

Data Loss Prevention for Desktops High High More than 1 week

Protection from Zero-Day, Direct, and Indirect Atta  cks

Anti-Virus—Signature Based Low Low 1 week
Anti-Virus—Behavior based Low Medium 1 week
Anti-Spyware Low Medium 1 week
Firewall—Centrally Managed Low Medium 1 week
Firewall—User Managed Low Low 1 week
Anti-Rootkit Low Medium 1 week
Quarantine Compromised Applications Low Medium 1 week
Quarantine Compromised Hosts Low Medium 1 week
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2. Introduction

2.1. Purpose

Welcome to the Cisco Security Agent 6.0 rapid deployment guide for desktops. The rapid
deployment methodology is designed to enable you to get agents deployed on desktops quickly,
with targeted functions and limited tuning.

2.2. Background

This guide aims to reduce the time needed to deploy Cisco Security Agent by having the
implementer choose a subset of functions required for the initial deployment. The result is a
reduction in the amount of resources and time required to complete the initial deployment. Other
security policies can be added over time to reflect changes in the organization’s security policy.
These additional security policies can be configured for Audit mode (nonblocking mode), so they
do not affect the policies in production.

3. Getting Started

You will need the software and hardware listed here during deployment. You will also need the
Cisco Security Agent documentation and some systems to run a pilot deployment.

3.1. Software and Hardware
Management Center for Cisco Security Agents 6.0: This software is available on CD or by
download from Cisco.com (http://www.cisco.com).

Software license key for desktop protection from Cisco: Please note that the DLP content
scanning function requires a separate license. If you do not have a license key, you can
request one from Cisco.com (http://www.cisco.com/gol/license).

The following are required for testing:

Computer on which to install the Management Center for Cisco Security Agents software:
Management Center for Cisco Security Agents is supported on Microsoft Windows 2003
Release 2, Standard and Enterprise Editions.

System on which an agent can be installed: For this test, it is recommended that Microsoft
Windows desktop or server computers be used (Windows Vista 32-bit, Windows XP,
Windows 2003, or Windows 2000).

IP communication between these systems: Communication between agents and servers
uses TCP ports 80, 443, 5401, and 5402. Access to the Internet is helpful for downloading
or reviewing online documentation.

3.2. Documentation
Installing Management Center for Cisco Security Agents 6.0

Using Management Center for Cisco Security Agents 6.0

All documentation can be found online at http://www.cisco.com/go/csa as well as in the
Documentations folder after unzipping the Cisco Security Agent 6.0 software package.
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4. Phase 1: Installing the Cisco Security Agent Man  agement Center

The Cisco Security Agent contains two components:

Management Center for Cisco Security Agents, installed on a server that includes a web
server, a configuration database, and a web-based interface: A Cisco Security Agent agent
is automatically installed on the Cisco Security Agent Management Center system to
protect it. Note that it is not necessary to tune the security for this agent.

Cisco Security Agent, installed on desktops and servers across your enterprise, enforcing
security policies on those systems: This guide focuses exclusively on deployment of Cisco
Security Agent to desktop systems.

The Management Center for Cisco Security Agents must be installed first because it generates the
agent installation packages (agent kits) you will need to install agents on your end systems. The
Management Center for Cisco Security Agents also delivers security policies to agents, provides a
management interface, receives events from agents, generates alerts, and performs a number of
other functions.

4.1. Installing the Management Center
4.1.1. Objectives

Install Management Center for Cisco Security Agents.
Update the licenses for Desktop and DLP.

Check the Things To-Do list and eliminate warnings.

Estimated time to complete this task is 30 minutes.

4.1.2. Setup
1. Verify that the machine meets the minimum installation requirements listed in the document
Installing Management Center for Cisco Security Agents 6.0.

2. Make sure that the machine is running Windows 2003 Release 2, Standard or Enterprise

Edition, with all critical services installed.

If you do not have Release 2 of Windows 2003, the Cisco Security Agent Management
Console software will still install. You will see a message indicating that this is not a supported
configuration. You should not run this configuration operationally, but this may be appropriate for
demonstration and evaluation.

3. The system should have a static or fixed Dynamic Host Configuration Protocol (DHCP) IP
address.

4. Verify that no other Web servers are running. If Internet Information Services (11S) is running,
remove the World Wide Web Publishing service.

5. Internet Explorer 6.0 or Firefox 1.5 or later should be installed.
6. Make sure that no other databases are installed.

7. The Management Center for Cisco Security Agents host name must be resolvable using
Domain Name System (DNS) or Windows Internet Naming Service (WINS).

8. You must be logged in as administrator before you start the installation.
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1.
2.

6.

4

.1.3. Task Steps

To install the Cisco Security Agent 6.0 software, run SETUP.EXE.

You will be asked to select a database. Select Local Database unless you are using a

database on a separate server.

Follow the prompts until the installation is complete.

Remember the user name and administrative password you select during the installation.

Reboot the system.

To access the Management Center for Cisco Security Agents, open your Internet browser and

browse to https://<Management Center for Cisco Security Agents host name>/.

.1.4 .Expected Outcome

Log in with the user name and password you selected during the installation.

You should be able to access the Management Center for Cisco Security Agents, as shown here.

cisco

Events Systems Configuration Analysis Maintenance Reports Search Help

Horne | Advanced @ | All 05es @ | Logaut

Things To Do

“% Getup and running.

@ Mo database backup strategy has been configured yet.
& There is 1 rule generation warning requiring your attention.
m There is 1 group warning requiring your attention.

m There is 1 database maintenance alert requiring your attention.

fi\‘ No event alerts have been configured yet.

[Launch the Quick Start Guide]
[Schedule Backups]

[¥iew Rule Generation Warning]

[¥iew Group Warning]
[Yiew Database Alert]

[Configure Alert for Significant Events]

Task Management

System Status

Task History

Statistics

, Zample - Music Download Prevention
Module

&
* Rule Modules
¢ Security - Data Loss - Prevent Theft
¢ Dats Loss Prevention (desktops
* Security - Data Loss - Prevent Leakage
- Data Loss - Data in Mation

* Securit

Security Settings

»» Events by Policy | » Events by Time » Triggering Hosts by Time

TAGTTO— |

\_A!!_(_e\fgnizs__ :_L__a_s_g_zt_l_h_o_l.l_l:s_;_-_: |- Query/Motify ®m Terminate = Deny |

[auto-refresh every 5 minutes]

[ Host Security
[ application Trust Levels

Maintenance
[&] Update Licenss Information
3 push Software Upgrades

Host Status Alerts

= Hosts running in audit mode:

N

[auto-rafresh every 5 minutes]

2 rulz changes pending Generate rules

Vrnmnd in am ~drnin

4.2. Installing the Product License Key

1.

2.

Click Maintenance and choose Update License Information > License Information.

Click Browse and select the license file (*.lic extension) and upload the license.

The DLP content scanning function requires a separate license. The Cisco Security Agent
Evaluation license contains a license key enabling the DLP function.
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4.2.1. Expected Outcome

You should see that the installed licenses listed as valid.

p

License Status

[Jc5420040805054754462_EG.lic

Management Center for Cisco Security Agents ¢ walid
Desktop Agent
Server Agent
[Jcsa20080527 125824312 Jic
Desktop Agent
[lcsamc.ic

1 walid
: walid

:invalid

Management Center for Cisco Security Agents : walid
Server Agent : walid
[sampledio_1 Jic

Desktop Agent with Data Leakage Protection ¢ walid
Server Agent with Data Leakage Protection : walid
4 Expand all

License Usage Counts

Licensed desktop agents: 10 (current usage: 1

Lo

Licensed server agents: 5 {current usage:

Licensed desktop agents with data leakage protection: 1 {current usage: 1; limit reached)
Licensed server agents with data leakage protection: 1 {current usage: 0}

Update License Information ‘

Upload the license file: ‘ Browse

Upload Delete

4.3. Changing the Default Admin to View Hidden Obje  cts and Modify Read-Only Objects
1. Click Maintenance and choose Administrators > Account Management > admin.

2. Enable all the options under Advanced and Save.

" I 1l I i Management Center for Cisco Security Agents V6.0
CISCO Ewents Systems Configuration Analysis Maintenance Reports Search Help
Maintenance » Administrators » Account Management # admin

@ L ]

Home | Advanced o | Windaws @ | Logout

OTHER ADMINISTRATORSS

TASKS [#]
Login Name Role

LDAP Login Name

@ Leave LDAP Login Name empty if it is the same as Login Name.

Description

Administrator added by Setup |

Preferences
Automatically log out after minutes of inactivity
Preferred OS View:
[ show suppressed events
[JRemember last page visited
Preferred Mode
® advanced @
Show expanded configuration views FE
Show all configuration objects (hidden included) m

[¥] allow maodification of read-only configuration objects E

v

Save Delete No rule changes pending Generate rules

Mananarank Cankar Frr Cieen Sacvibe fnanke VA 0

Logged in ==: admin

& ralinkvanar W otnre .

4.4. Checking the Things To-Do List and Eliminating Warnings

The Things To Do area provides links to information and to administrative tasks that need your
attention. There are three levels of tasks: red, yellow, and green. The red tasks are the most
urgent, followed by the yellow tasks; the green items are informational. Although this list of tasks is

prioritized, the Management Center for Cisco Security Agents does not force you to perform them
in any particular order.
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Clicking the link in the task row launches a pop-up window from which you can perform the entire
task. If you need help performing a task, many pop-up windows display help when you right-click
the background of the pop-up window and then click Help in the shortcut menu.

The following example shows the workflow for the Scheduled Backups task. Notice the
appearance of the Scheduled Backup menu and the context-sensitive help description.

JManagement Center for Cisco Secutity Agents =17 x|
File Edt Wiew History Bookmarks Tooks  Help
<EI v | - @ G} “:l—‘ﬂ https:/icsa-eftSfesame0/ webadmin |'~\ |
: =10l x|
Mozilla Firefox Start ...
it B ool 7
il I 1l I I Management Genter for Gisco Security Agents ¥6.0 LR . Google
CIsco Events Systems Configuration Analysis Maintenance Reports Search Help [ conrenrs [ e I seamen ] | 50

Home . =
f ‘ Backup and Restore Configurations
7
[ || Itis agood idea to back up your Management Center
Things To Do for Cisco Becurity Agents configurations at regular
g ¥ Al g g
= : intervals. If your CSA MC system fails for any reason,
Get d & L h thi k Start Gi
? et i [Latmc e Quick Start G and a copy of your configuration database is not stored |
a Mo database backup strategy has been configured yet. [Schedule Backups] elsewhere, you could lose your policy information
/i There are 2 rule 1/ /esa-efts - Backup Configuration - Mozil =loixdl, CAUTION: Specifically, it is recommended that you

/A Thereis 1 group  Warning: I | backup all necessary files, at least once a week (e.g
—_— directory is not located on the system drive or on auto-backup on Monday at 1 AM), to a safe, remote,

Task Management the Management Genter for Gisco Security Agents i and_umque lacation for each backup Th\_s Wy,
directory drive. - previously backed up files are not overwritten by new

Favorite Reports ones

The following selected backup strategy is currently active: E CAUTION: The CSA MC Backup Configuration feature
is not available if you are using a remote database
configuration

highly recommended that the backup

¢ RSAClient

Task History & No database backup

« Backup Confic (" Scheduled database backup The Backup Configuration feature, available from the
i Backup Confic f
e - . Maintenance category in the menu bar, lets you
ey, Configuration backup your local database at regularly scheduled
¢ ne " Low frequency backup intervals or as needed.
* fest fulf - every Sunday midnight To backup your CSA MC configuration, do the
¢ Untitled 1 differential - every midnight, except Sundays | following.
S Aefierionloy s R s s naen 1. Move the mouse aver Maintenance in the
Security Settings " Medium frequency backup — = menu bar and select Backup Configuration =l
full - every Sunday midnight D -ofts &
i ane csa-sf
(& Host Securit differentiat - every midnight, except Sundays | |
lgr Application Trust transaction fog - every 2 hours ‘
Maintenance ¢ High frequency backup Ad]
4 il - every Sunday midnight ~| ¥
Save | i [
Done [ Done csaefts @ | | csaeits &
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5. Phase 2: Planning Deployment and Choosing Polici  es

5.1. Desktop Security Policy Summary

The first task in using the rapid deployment methodology is to choose the security protections
within Cisco Security Agent that you want to implement as part of the initial installation. Table 2
can assist in determining which Cisco Security Agent policies could be implemented.

The Initial Configuration Level column provides an approximation of the amount of effort needed to
initially roll out the policy. Values reflect the amount of initial configuration information required
prior to assigning the policies to the group. A setting of Low represents no configuration required.
A setting of Medium indicates that some information is required and the policy may need some
customization. A setting of High indicates that more information is required, perhaps requiring
meeting with other business departments to discuss corporate security policies, policy
customization, and rule creation.

The Tuning Overhead column provides an estimation of the amount of ongoing support needed for
the policy as new applications are deployed on the network. Values represent the amount of tuning
required to tune false positives. Notice that zero-day policies have a tuning overhead level of
Medium. In Cisco Security Agent 6.0, zero-day policy functionality has been optimized to reduce
the amount of tuning compared to earlier versions of Cisco Security Agent.

The Time Estimated for Deployment column shows the approximate amount of time needed for the
policy to reach Protect mode. Values represent the amount of time spent tuning to eliminate false
positives before cutting over to production. This time also depends on the number of users; this
document assumes a 20 users. Some policy implementations are as simple as

Block Writing Files to USB Devices, which prevents files from being written to USB devices. Other
policies, such as Anti-Spyware policy, may require a week of tuning in Audit mode (previously Test
mode) to make exceptions for legitimate applications.

Some policies, such as Data Loss Prevention for Desktops and PCI Compliance policies, take a
long time because meetings with appropriate personnel are needed to discuss corporate data
security policy and obtain other detailed information regarding PCI compliance. These policies are
not discussed further in this document.

A recommended approach is to deploy policies in Audit mode and then come back a week later
and tune the observed behavior of the Cisco Security Agent alerts. This approach optimizes the
number of person-hours spent.

Cisco Security Agent has an excellent record of preventing zero-day attacks. These policies are
defined by Anti-Virus—Behavior Based, Anti-Spyware, Anti-Rootkit, Quarantine Compromised
Applications, and Quarantine Compromised Hosts. More granular policies can be applied for
further protection, such as Firewall—Centrally Managed and Firewall—User Managed policies (see
“Protection from Zero-Day, Direct, and Indirect Attacks” in Table 2)

Zero-day policies are usually implemented first, though not always; organizations may choose to
implement acceptable usage policies (AUPSs) first, based on their business requirements (see
“Acceptable Usage Policies” in Table 2)

Anti-Virus—Signature Based policy controls the integrated Clam AntiVirus (ClamAV)
scanning function and is enabled by assigning the policy at the group level.
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Table 2. Policy Deployment Summary
Name Initial Configuration Tuning Overhead Time Estimated for
Level Deployment (based on
20 users)
Acceptable Usage Policies
Require VPN Hosts on Insecure Networks Low Low 1 day
Block Wireless Bridging Low Low 1 day
Block Writing Files to USB Devices Low Low 1 day
Audit System Integrity Low Low 1 day
Anti-Sniffer Low Low 1 day
Protection from Day-Zero, Direct, and Indirect Atta  cks
Anti-Virus—Signature Based Low Low 1 week
Anti-Virus—Behavior based Low Medium 1 week
Anti-Spyware Low Medium 1 week
Firewall—Centrally Managed Low Medium 1 week
Firewall—User Managed Low Low 1 week
Anti-Rootkit Low Low 1 week
Quarantine Compromised Applications Low Low 1 week
Quarantine Compromised Hosts Low Low 1 week

5.2. Policy Descriptions

Table 3 provides brief descriptions of security policies. The policies are described in the following

subsections.
Table 3. Security Policies
Section Policy Description Deployment Initial Access
Tuning: '\Dﬂt(a)[()jlgyment Mode:
None o Simple
Low ':‘i';ct Advanced
Medium Hidden
5.2.1. Anti-Rootkit Provides user-based and kernel- | Low Audit Simple
level rootkit protection
5.2.2. Anti-Sniffer Detects packet sniffers as well None Protect Simple
as unknown protocols
5.2.3. Anti-Spyware Provides untrusted applications | Low Audit Simple
access to BHO and other
resources
5.2.4. Anti-Virus—Behavior Based Provides zero-day protection Medium Audit Simple
(Cisco Security Agent 6.0)
5.2.5. Anti-Virus—Signature—Based | Provides integrated ClamAV Low. Protect Simple
function
5.2.6. Audit System Integrity Monitors suspicious behavior Low Protect Simple
5.2.7. Block Wireless Bridging Prevents wireless network None Protect Simple
(AUP) connectivity while connected to
the wired network
5.2.8. Block Writing Files to USB Prevents writing of files to None Protect Simple
Devices (AUP) removable devices
5.2.9. Firewall—Centrally Managed | Provides centrally managed Medium Audit Simple
firewall
5.2.10. Firewall—User Managed Provides end-user managed Low Audit Simple
firewall
© 2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 9 of 41
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Section Policy Description Deployment Initial Access
Tuning: De;élo.yment Mode:
None Mode: Simple
Low Audit Advanced
Medium Protect Hidden
5.2.11. Quarantine Compromised Quarantines compromised Low Audit Simple
Applications applications and prevents them
from dispersing
5.2.12 Quarantine Compromised Quarantines systems that have Low Audit Simple
Hosts been compromised by rootkits
5.2.13 Require VPN Hosts on Requires hosts on insecure None Protect Simple
Insecure Networks (AUP) networks to establish a VPN
connection

5.2.1. Anti-Rootkit

Use the Anti-Rootkit policy to detect rootkits. Specifically, this policy watches for the loading of
unauthorized kernel drivers. If you want to isolate systems with rootkits from the network, you
should use this policy in conjunction with the Quarantine Compromised Hosts policy.

Deployment time is approximately 1 week, assuming a total of 20 users selected from different
groups. As more agents are added, you may need to perform some incremental tuning.

Assign the policy to 20 users selected from a combination of groups, initially in Audit mode. If
rootkit drivers are discovered on a system, the system will appear on the Cisco Security Agent
Management Console dashboard in the Host Status Alerts section.

Host Status Alerts

Active hosts running old software: 4 [Push Software Upgrades

=
=

Active hosts running an old configuration:

Active hosts with Cisco Security Agent security disabled:

=

Hosts not actively polling (status unknown):

=%

Hosts running in audit mode:

=
=

Hosts in state condition Insecure oot detected:

Hosts in state condition Untrusted rootkit detected: 3

Low-level tuning is required. Drivers loaded dynamically as Windows drivers or drivers that modify
kernel functions will be classified as rootkits. All network connections to and from the system are
denied. Certain antivirus vendors such as Symantec and Trend may violate this rule, as may some
video and mouse drivers; exceptions for these legitimate applications can be made using the
wizard.
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In the example shown here, Pecomm, known as the Storm Trojan, installs a wincom32.sys driver.

¥ Cisco Security Agent E

" Tasks |I|I|III|
[ status ENEDte ® @ |asco
eIy el Event Type |n|1 Logged Security Events j
Antivirus

2008-08-12 20:05:07.421: Kernel functionality has been modified by the module C:Y :I
£ Untrusted WINDOWS!system32\wincom32.sys, The module 'C:\WINDOWSsystem32\wincom32.sys' is
Applications used by entries in the System
? el _A2008-08-12 20:05:07.421: Kernel functionality has been modified by the module C:}
p WINDOWS system32iwincom32 . .sys. The module 'C:\WINDOWS system32iwincom32.sys' is
Events used by entties in the System syscall table. The specified action was taken to set detected
: “‘*Wmsted.
@ Contact Information
2008-08-12 20:07:00.593: The file 'C:\p'\Peacomm.exe’ with the virus
Trojan.Downloader-658 has been restored (by user XPCLIENTE0Administrator),
~Log File Actions
i Yiew i Purge |
Ok Cancel | Apply |

[ Ixpclient60  |Security: Medium

If you have the Quarantine Compromised Hosts policy assigned, this will deny all incoming and
outgoing network connections and isolate the host from the network.

You can reset the agent security settings locally to allow normal network connections, or the agent
can be reset them from the Cisco Security Agent Management Console under the Hosts tab.

I Accessories

) startup

() Tightunc

& Internet Explorer

¥ MSH Explorer

L'%] Outlook Express

o Remote Assistance

& Windows Media Player

8 windows Messenger

i@ Microsoft Office

iﬂ Adobe Reader &

\@ 7-7ip

@ Gtk

%Q B

@ e

}@ WinZip

| T e Cisco Security Agent

i - Cisco Security Agent Diagnostics
] ent |

P i L
11 acation: C:\Program Files|\CiscolCSAgent |bin

SFidains

Settings

Search
Help and Suppart

Run...

Log GfF Administrator, .

Turn OFf Computer, ..

| Windows XP Professional
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To create exceptions from the Cisco Security Agent Management Console, you use the wizard.

= Management Center for Cisco Security Agents V6.0 - Windows Internet Explorer provided by Yahoo!

—— -
@ | 8 hitpss/jcsamee0jcsamcetjwebadmin v [ bl costificate Error | |44 | X | [vhor [[2]-
Fil=  Edit Wiew Favorites Tools Help
o o | 3’ Management Center For Cisco Security Agents ¥6.0 ‘ | - B o - |skPage - {0} Tools -
ol I Il I I Management Center for Cisco Security Agents V6.0
CIsSCOo Events Systems Configuration Analysis Maintenance Reports Search Help Home | Advanced | Windows #| Logout
Events » EventLog &
7 events
Event log generation time: 8/12/2008 8:51:24 PM
Tima ranga! All aftar Aug 11 2008, 08:51:23PM
Host: xpcliented
Events per paga: 100
Sort by: Order raceived
Filter out similar events: Yes (filtered out ~36% of 11 events)
# Date Host Severity Action Event
7 8/12/2008 xpclient6Q Notice @ Kernel functionality has been modified by the module C:\WINDOWS\system32\wincom32.sys. The

8:40:28 module 'C:\WINDOQWS\system32\wincom32.sys' is used by entries in the System syscall table.
PM Details | Rule 25 | Wizard 2 similar events: %Find #hGraph
6 8/12/2008 xpclient60 Information Q Kernel functionality has been modified by the module C:\WINDOWS'system32\wincom32.sys. The
8:40:38 module 'C:\WINDOWS\system32\wincom32.sys' is used by entries in the System syscall table, The
PM specified action was taken to set detected rootkit trust status as Untrusted.
Details | Rule 30 | Wizard 2 similar events: WFind uliGraph
5 8/12/2008 xpclient60 ¢ - The file 'C:\p\Peacomm.exe' with the virus Trojan.Downloader-658 has been restored (by user
§:07:01 XPCLIENT60\Administrator).
PM Details | Wizard G Find
4 B8/12/2008 xpclientséd N @  The current application 'C:\WINDOWS \explorer,exe’ (a5 user XPCLIENT&0\Administrator) attempted
8:04:56 to execute the new application 'C:\Program Files\TightVNC\WinVNC.exe'. The operation was
PM aliowed by default (rule defsults).
Details | Rule 302 | Wizard @ Find
3 8/12/2008 xpclient6d MNo @ The current application 'C:\WINDOWS'\system32\services.exe' (as user NT AUTHORITY\SYSTEM)
-0a-50 attemnted tn evecuts the new annlication 'C-\Brooram Files\TiahtWNCVWIRYNE ave! The aneratinn 1%
Generate rules

Logoed in ==: admin
[ & Internst H 100 v

2]

Dane

Use the wizard to set the kernel driver as trusted. When using the wizard, you must enter
justifications. The first step is to classify the trusted kernel module.

= Event Management Wizard [step 1]

Welcome to the Event Management Wizard. Choose one of the following options.

® ° Classify Kernel Module

Kernel module that triggered this event:
|\-‘.'INDCWS‘-.5yste,m32‘-.wincom32.sy5

Action:

| I trust this kernel module

O @ allow Operation

(4 Analyze Application

i= this cption d

R Stop Logging This Event
Why is this an d?

) W Suppress Similar Events

) U1 Purge Similar Events

& Internet #1100 -
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The second step is to create an exception rule to authorize the kernel module triggering this event;
enter the justification.

= Event Management Wizard [step 1]

Welcome to the Event Management Wizard. Choose one of the following options.

O ° Classify Kernel Module

& @& Allow Operation

I would like to create an exception rule that will authorize the kernel module
\ triggering this event.

will run in the background)
(G, Analvze Application
Why i= this option disabled?

¥ Stop Logging This Event

Why is this cption disabled?
O T Suppress Similar Events

O T3 Purge Similar Events

https:ffcsameafcsames0 webadmin?page B e Internet H100%

The third step is to take into account all similar events.

{= Event Management Wizard - Windows Internet Explorer provided by Yahoo! :H:,g|
£ | https:)fcsamce0csametdwebadmin?page=wizardievent_id=224&event_prid=308&svent_tn v @ Certificate Error

= Event Management Wizard o [step 2]

Flease decide if the exception rule should take into account similar events or only the current
event.

® Take into account all similar events (same Type/Rule ID/Application) when constructing the
exception rule.
The rule will target resources affected by all these events.

O Take into account only the current event when constructing the exception rule.
The rule will target only resources affected by this event.

[ZPrevious|  HcCamcel [NextZ|Finish ]|

[ €M nternet H 100 v
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Click Next.

{2 Event Management Wizard - Windows Internet Explorer provided by Yahoo! E]__rg|
| htbps:}iesamcalfcsamea0jmwebadmin?page=wizardievert_id=224severt_prid=308evert_h ¥ | f@' Certificate Errar

Event Management Wizard o [step 3]

The following is @ description of the rule which caused these events. If the operation which
caused the events should be permitted, click Next to create an exception to this rule.

Action c:a_using event:  Unauthorized module intercepts or modifies kernel functionality
Unauthorized C:\WINDOWS\system32\wincom32.sys
medule:

Description of rule denying xpclient60 this operation (rule 30) :

Kernel protection

@ Irrespective of any other rules,

Attempts to

- modify kernel functionality ( included module hashes: =all=, included
code patterns: =all> )

will set detected rootkit trust status as Untrusted if the attempt causes
the process to be terminated or is denied or is allowed by default. An
event will be logged when the rule is triggered.

[® € internet -

The final step is to apply the kernel module exception rule to the associated Anti-Rootkit policy.

{= Event Management Wizard|- Windows Internet Explorer provided by Yahoo! = H_,rz|
£ | https:)fcsamcecsametdwebadmin?page=wizardievent_id=224&event_prid=308&svent_bn v @ Certificate Error

= Event Management Wizard o [step 4]

Summary
A new Kernel Protection rule will be created in exception module(s) attached to each of the
following policies:

Anti-Rootkit (desktops) [V6.0 r201]
Anti-Rootkit (servers) [\V6.0 r201]

The following will be affected by this change:
- hash/meodule changing kernel:
B64B96AB3D00D0DE4254C5C9CEFI92DFI3B342B69/ wincom32.sys

Click Finish to create and view the rule.

Done [# € mntermet F100% v
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Exceptions are stored globally with the associated policy. Click Generate Rules; then click
Generate.

& #anagement Center for Cisco Security Agents V6.0 - Windows Internet Explorer provided by Yahoo!

& hitps: {fcsamea0)csamca webadmin hd ‘ @ Certificate Errar
-III-III- Management Center for Cisco Security Agents V6.0 @ > B &
CISCO Events Systems Configuration Analysis Maintenance Reports Search Help Home | Advanced # | Windows ¥ | Logaut
Configuration » Exceptions
Policy Version [<All>=| OS5 [Windows = | Exceptions
[l Anti-Rootkit (desktops) 6.0 r201 Windows 1
ED Exception Type Explanation Status
" . B oo Attempts to- modify kernel functionality { included
{C] Kemelprotedtion (805] | modulehashe Lod i .
G An
|:| Exception Type Explanation Status
H : Adte ts to- dify ki | functi lity luded :
O gemdotection o0s) | IR T @] o S |
Anti-Virus - Behavior based (desktops) 6.0 r201 Windows 1
Delete Enable Disable | Move Copy ek i Cenerate rules Logged in 2=: admin
Done Lg) € mternet H 1003 v

5.2.2. Anti-Sniffer
Use the Anti-Sniffer policy to detect unknown packet sniffers. Sniffers detected on non-IT systems
may be used for malicious purposes, such as to find passwords sent in clear text.

In the example shown here, Wireshark was run on xpclient. Notice the unauthorized component,
PacketDriver, registering with the system.

2 events |change filterd

Event log generation time: 9/17/2008 4:25:28 PM

Event type: Sniffer and protocol detection: Unknown Protocel Component

Application: /A

Rule: 247

Events per page: 50

Sort by: Order received

Filter out similar events:  Ho

# Date Host Severity Action Event

2 9/17/2008 xpclient60.eppich.com = An unauthorized Network Component, 'NM' was detected registering with the system.
4:06:08 The operation was allowed.
PM Details  Rule 447 | Wizard Q, Find

1 9/17/2008 xpclient60.eppich.com = An unauthorized Network Component, 'PacketDriver' was detected registering with the
4:06:08 system. The operation was allowed.
PM Details  Rule 447 | Wizard Q,Find
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5.2.3. Anti-Spyware

Use the Anti-Spyware policy to detect and prevent the installation of spyware and malware-like
applications. These applications may try to steal user data, ,create rogue services and accounts,
trap keystrokes, and modify system configuration settings.

In the example shown here, the Deny rules represent the more severe events and should be
looked at first.

»

8 & |8 management Center for Cisco Security fAgents ¥6.0 | - ) - @k - rPage v (F Tooks ~
N |. - .l 0 Management Center for Cisco Security Agents V6.0 @ : 3
cisco Events Systems Configuration Analysis Maintenance Reports Search Help Home | Advanced @ | Windows ¥ | Logout

~
e
J5 To Do
:t up and running. [Launch the Quick Start Guide]
) database backup strategy has been configured yet. [Schedule Backups]
\ere are 2 database maintenance alerts requiring your attention. [View Database Alerts)
» event alerts have been configured yet. [Confi e Alert for Significant Events]
Management | System Status
History Statistics
- - » Events by Policy » Events by Time » Triggering Hosts by Time
+ XPCLIENT
Anti-Spyware
« Groups []
+ Host Security (Popup) L £V
+ Event Log
+ Furge New events | | Last 24 hours [ | = Query/Notify = Terminate = Deny |
ity Settings [auto-refresh every 5 minutes]
st Security. Host Status Alerts
aplication Trust Levels e =
+ There are no host status events requiring your attention.
enance
adate License Information ] 3
g - >
Generate roles v ch
[ € Internat 100% ~

In the example shown here, no tuning is required; the malicious action was denied and prevented.
This is an example of a good alert. Usually spyware alerts will be triggered when downloaded or
untrusted content writes to browser resources: for instance, when code is inserted into other

processes.
Event log generation time: 8/12/2008 8:36:16 AM
Time range: All after Aug 11 2008, 08:36:14AM (filtered cut previously se=n svents)
Rule action: Deny
Policy: Anti-Spyvare [W: 6.0 1201]
Events per page: 50
Sort byt Order received
Filter out similar events:  Yes (filkered out ~0% of 1 events)
# Date Host Severity Action Event
1 8/12/2008 xpclient60 Alert @ The process 'C:\Documents and Settings\Administrator\Local Settings\Temporary Internet
§:33:58 Files\Content.IES\GRU1YDSBfirehole[1].exe' (as user XPCLIENT60YAdministrator) attempted to
AM insert code ('C:\Documents and Settings\Administrator\Desktop'FireDLL.dIl') into another process. All
processes were targeted. The operation was denied.
Details | Rule 744 | Wizard Q, Find

Use the wizard if you believe the action to be a false positive and want to change browser settings.
The wizard allows you to make an exception to the rule. You can also add the application to the
white list (see Section 7, Phase 4: Tuning the System).

The alerts listed in the following example may or may not require tuning. Notice alerts provide
visibility into what is happening on your system; these alerts merely log actions. Mouse, VMware,
and video applications, for instance, may not be of interest, and you can tune these out using the
wizard or add them to the white list.
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address | €] https:ficsacffice60jcsameen/webadmin v EJGo |Links >

.|||.|I|. Management CGenter for Gisco Security Agents ¥6.0 @ e
Horme | Advanced = | Windows @ | Logout

Cisco Events Systems Configuration Analysis Maintenance Reports Search Help
12 8/11/2008 viskrish-wxp01.cisco.com MNotice @ The process 'C:%\Program FilesiLenovo\HOTKEY\TPOSDSYC.exe' {as user =
10:58: 26 CISCO%viskrish) attempted to insert code {'0') into another process. All
PM processes were targeted, The operation was allowed by default (rule
defaults).
Details | Rule 731 10 similzr events; dFind ahGraph
11 8/11/2008 viskrish-wwep0l.cisco.com Maotice (] The process 'C:4Program FilesiSynaptics\Syn TR SynTPLor.ere' {as user
10:58:25 CISCOYwviskrish) attempted to insert code {'0') into another process. all
P processes were targeted. The operation was allowed by default (rule
defaults).
Details | Rule 731 20 sirniiar events: A Find ah Graph
10 8/11/200%8 viskrish-wxp0l.cisco.com MNotice @ The process 'rundll32.exe nview.dll,nVviewlnitialize' {as user CISCO\wiskrish)
10:58:24 attempted to insert code ('0") into another process. All processes were
PM targeted. The operation was allowed by default (rule defaults).
Details | Rule 731 & sirnilar events: %Find ahGraph
9 B8/11/2008 amallio-wxp02, cisco.com Motice @ The process '"Ci\Program Files\Evoluent\vYMouse\EvoMouExec.exe' {as user
10:38:23 cIscohamalliny attempted to insert code ('0% into another process. all
P processes were targeted. The operation was allowed by default (rule
defaults).
Details | Rule 731 A Find
8 8/11/2008 amallio-wxp02.cisco.com MNotice @ The process 'C:%Program Files\LogitechyMouseWwareisystem\EM_EXEC.EXE' (as
10:38:17 user CISCOYamallio) attempted to insert code ('0") into another process. All
PM processes were targeted, The operation was allowed by default (rule
defaults).
Details | Rule 731 1 sirwilar event; {Find ahGraph
7 8/11/2008 dondavi-wxp02.amer.cisco.com Motice @ The process 'C:\Program FilesiYiware\VYMware Workstationbinkwmware-
3:05:32 wimx.exe' {as user CISCON\dondavi) attempted to insert code ('0") into another
P process. all processes were targeted. The operation was allowed by default
(rule defaults). v

5.2.4. Anti-Virus—Behavior Based

Use Anti-Virus—Behavior Based policy to prevent zero-day attacks and protect against direct and
indirect attacks for which there are no known signatures. Note that this service is complementary
to (and not a substitute for) Anti-Virus—Signature Based protection.

Not all Cisco Security Agent Management Console events require tuning. Expect to see events
that have been denied due to suspected malicious actions, such as downloaded or untrusted
applications that invoke command shells, or multiple violations that occur within the rule modules
of the policy, such as untrusted applications or downloaded content that causes buffer overflow or
traps keystrokes.

End users who install or download software for the first time will be queried to provide justification
for downloading the software. This behavior may be acceptable, depending on the organization’s
security policy. Having the user manually enter justification from the keyboard helps prevent
automated downloads that occur without the user’s knowledge or consent.

Notice Query/Notify event appearing, which was triggered by the Anti-Virus—Behavior Based
policy.
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PSS 3 MIGHELEIISTL LI 1L LISL SELUTILY HUBIILS 15U | | = oy P R TR e————

N l i I " Management Center for Cisco Security Agents V6.0
Cisco

Home | Advanced # | Windows @ | Logout

Events Systems Con ration Analysis Maintenance Reports Search Help

~
e ]
15 To Do
=t up and running. [Launch the Quick Start Guide]
» database backup strategy has been configured yet. [Schedule Backups]
1ere are 2 database maintenance alerts requiring your attention. [View Database Alerts]
» event alerts have been configured yet. [Configure Alert for Significant Events]
Management | [ system status
History Statistics
« Burge » Events by Policy | » Events by Time _ » Triggering Hosts by Time
+ Event Sets
Anti-Virus - Behavior based (desktops
+ Excepticns ! = z
« Event log A =
+ Anti-Virus - Behavior based (desktops)
st Security (Popup) iNew events »| [Last24 hours vl | = Query/Notfy w Terminate ® Deny |
ity Settings [auto-refresh every 5 minutes]
ast Security Host Status Alerts
aplication Trust Levels - .
+ There are no host status events requiring your attention.
enance (i 3
3 5 i Totals |
adate License Information
s : (B O o
< i [
Generate rles Cosed i et mdomn

[ & Irtemet H o0 v
o ————— 1 > . e el e S e —

In the following example, WinZip was downloaded from http://www.winzip.com/index.htm.The end-
user provided justification as to why the software was downloaded. These are good alerts and

require no tuning.

i l i l ™ Management Center for Cisco Security Agents V6.0 @ ¥ B
cisco

Homs | Ady

Events Systems Configuration Analysis Maintenance Reports Search Help =0 w| Windows =] Logout

Evant log genaration timel B/12/2008 7114134 AM -
Time ranga: 2l aftar 2ug 2008, 07:14:334M (fitered aut previcusly seen sventz)

Rule actien: Quaery, Nokify

Pelicys Anti-Yirus - Behavigr baged (dezk ¥ 6.0 12017

Events pat page: 50

Sort by Drder received

Filter ﬂel similar evants:  Yes [filtared out ~0% of 2 events)

# Date Host Severity Action Event

2 8/12/2008 xpclient60 Notics @  The process 'C:\Documents and Settings\Administrator\Local Settings\Temporary Internet
7:01:51 Files\Content.IES\GRU1YDSB\winzip112[1].exe’ (as user K‘PCLIENTGO\MINHIeralor) attempted to
AM access a resource which resul edin the g followin qu?qtian 'The process

e
1'YDSB‘\.~'inzlpllZ 1] .exe has been duwn!oaced and not previously been seen on this Syt
appears to be rnstalhngxunlnstallmg software or modifying the system configuration. Do you really
wish to allow this?' The user was prompted and a "Yes' responsa was received. The user provided
the following justification: 'T am downloading Winzip'
etails | Rule 710 | Systemn State | Wizard

o

8/12/2008 xpclients Mot 18X 2 L

6:59:43 & whlch resulted n the user bemg asked the foHowmg quesuon.

AM ‘C:\Program Files\Intermnet Explolef\lexpiore exe is attempting to invoke C:\Documents and
Settings‘AdministratoriLocal Settings\Temporary Internet Files\Content.JES\GRU1YDSB\winzip112
[1].exe, which has been downloaded and not previously been seen on this system. C;\Documents
and Settings\AdministratoriLocal Settngs\Temporary Intemet Files\Content.IES
\GRU1YDSB\winzip112{1].exe may try to install on this system. Do you wish to allow this?' The user
was prompted and a 'Yes' response was received,
Details  Aule 335 | System State | Wizard A Fingd

Logged in ezt admin

The following example shows denied events, with no tuning is required. Cisco Security Agent is
working as expected and prevents the malicious code. In the example, the user was asked to
justify Zotob; Cisco Security Agent Anti-Virus—Behavior Based policy prevents the potentially
malicious action, without enforcement of Anti-Virus-Signature Based policy.
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S| TISHSGITENR BRI MY MRS 10| T T T e
W I . 'l " Management Center for Cisco Security Agents V6.0 @ @ Fod 2
CISCO Events Systems Configuration Analysis Maintenance Reports Search Help Home | Advanced @ | Windows | Logout
Al
# Date Host Severity Action Event
5 8/12/2008 xpclient6d Notice ®  The process 'C:\zt\ZOTOB_B.exe' (a5 user XPCLIENT60\Administrator) attempted to access a
7:35:01 resource which resulted in the user being asked the following question: 'The application
AM ZOTOB_B.exe has viclated multiple security policies and may be malware. Do you wish to terminate
it?' The user was prompted and a 'No' response was received.
36 | System State | Wizard 1 similar svent: QFind uhGranh
4 8/12/2008 xpclient60 Warning = The process 'C:\zt\ZOTOB_B.exe' (process id 1504) has been dumped into 'C:\Program
7:35:00 Files\Cisco\CSAgent\log\ZOTOB_B.dmp' on the agent system. This dump file may be useful to
AM technical support to determine whether a previous event was a true positive or a false positive.
Details | Wizard 1 similar event: YFind hGraph
3 8/12/2008 xpclients0 Mo e The process 'C:\zt\ZOTOB_B.exe' (as user XPCLIENT60\Administrator) attempted to access a
7:34:59 e which resulted in the user being asked the following question: 'The process
AM OTOB_B.exe has been downloaded and not previously been seen on this system. It appears
to be installing/uninstalling software or modifying the system configuration. Do you really wish to
allow this?' The user was prompted and a 'Terminate' response was received. The user provided the
following justification: '<No justification provided>'
Cetails | Rule 710 | System State | Wizard 1 similar event: YFind whGraph
2 8/12/2008 xpclient60 Alert @ The process 'C:\zt\ZOTOB_B.exe' (as user XPCLIENT60\Administrator) attempted to access
7:34:52 'C:\WINDOWS\system32\drivers\etc\hosts'. The attempted access was a write (operation =
AM OPEN/CREATE). The operation was denied.
Details | Rule 377 | Wizard r event: YFind whGraph
1 8/12/2008 xpclienté0 Notice e The process 'C:\WINDOWS\explorer.exe' (as user XPCLIENT60\Administrator) attempted to access a
7:34:52 resource which resulted in the user being asked the following question: 'C:\WINDOWS\explorer.exe is
AM pting to invoke C:\zt\ZOTOB_B.exe, which has been downloaded and not previously been seen
on this system. C:\zt\ZOTOB_B.exe may try to install on this system. Do you wish to allow this?"
The user was prompted and a 'Yes' response was received. |
No ruls changes Generate rules fosgednass adni

L) @ Internet F100% -

The suspected file is quarantined by the Cisco Security Agent Anti-Virus—Behavior Based policy.

¥ Cisco Security Agent E
" Tasks .
) status AntiVirus
@3 Securiby Settings
Last update -
[, Antivirus
Last scanned file |
‘% Untrusted
Applications {174) Update now I on-demand scan,. |
‘? User Query
Responses Quarantined filss IREStDrEd files |
B File | Witus name
[:i] Contact Information CiidataGerrysEvilDoc, pdf Explait.PDF-&
CiiProgram Files) TightyMC YNCHooks, dil PUA RAT WNC-16
\Program Files| TightwhC\winlC . exe
Delete file | Restore File |
oK | Cancel | Apply. |

| |xpc|ient60 |Security: Medium

5.2.5. Anti-Virus—Signature Based
Use the Anti-Virus—Signature Based policy when the ClamAV function is used and you want to
control the way that ClamAV scans for viruses.

A common problem with antivirus programs is reporting of false positives. Cisco Security Agent
offers a centralized approach to tuning directly from the central management console, using the
AntiVirus wizard.
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Cisco Security Agent E

[l status Sutlins 0 @ |asco
Security Settings

s
[, AnkMirus
Ea

Ey Untrusted
Applications {174}

‘? User Query

Responses Quarantined files | pestared files ]
B File: Wirus name:
[3 Contact Infarmation C:\data\GerrysEvilDoc. pdf Exploit. PDF-&
Ci\Program Files\ Tight¥MC ¥HCHooks. dl PUA& RAT WNC-16

Ci\Program Files TightWMC WinkNC, exe P& RAT.YNC-11
C.

Delete fils | Restore File |

oK | Cancel | |

#pclienté0  |Security: Medium

Tune ClamAYV false positives as shown in this example. The example uses the Eicar Test file to
demonstrate false-positive tuning. Using the AntiVirus wizard will tune out the Eicar Test file so
that it will not be scanned by ClamAV.

In the Cisco Security Agent Management Console, under Event Log, notice that ClamAV detected
the Eicar virus, and Eicar[1].com was quarantined.

\s| MIUZING FIEET U SLart

.|||‘|||. Management Center for Cisco Security Agents ¥6.0 @& @ 5
CIsCO Homne | advanced # | all 0Ses | Logout

Events Systems Configuration Analysis Maintenance Reports Search Help

Events » EventLeg

21 events |change filterd

Event log generation time: 7/7/200% 8:38:05 PM

Time range: All sfter Jun 30 2008, 08:38:04PM (filtered out previously seen svents)
Events per page: 50
Sort by: Order received
Filter out similar events:  Yes (filkerad aut ~43% of 37 events)
# Date Host Severity Action Event
21 7/7/2008 rsaclient Alert (] The process 'C:YProgram FileshInternet Explorersiexplore.exe’ (as user
8:35:43 RSACLIENTYCsal) attempted to access 'C:\Documents and Settingsicsalilocal
P SettingshTemporary Internet Files\Content.JESY1JRIDDSE\eicar[1] . com'. The
attempted access was 3 write (operation = OPEN/DELETE). The file content
matches <Virus:Eicar-Test-Signatures. The operation was denied.
Details | Rule 271 | Wizard 3 similar events: JEinds ahGraph
An T IAAAA e nalined Mimbinn P S Y e e e s

Click Wizard and select “Only this file”; you want to exclude eicar[1].com. Enter a justification for
the exception. Notice that justifications are required.

¥J https:/ /csa-eft5 - Event Management Wizard - Mozilla Firefox - |EI|1|

z Event Management Wizard [step 1]

Error: . please fill in the justification field,

Wwelcome to the Event Management Wizard, Choose one of the following options.

* m Remove from AY Quarantine

Remove from AV quarantine and exermpt from AntiVirus scanning:

¢~ All Windows files
i+ Only this file

IDocumants and Settingshcsalilocal Settings\Temporary Internet File

with content matching virus Eicar-Test-Signature,

Justification:

© 2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 20 of 41



Deployment Guide

Click Finish, then Generate Rules, and then Generate. These antivirus scan exceptions are

enforced globally for all groups and are visible from the Configure > Global Settings > Antivirus
Exceptions menu.

=10 x|

w» Y .
Home | Advanced @ | All 0Ses @ | Logaut

Configuration » Giobal Ssttings  » AntiVirus Exemptions =l

Warning: This change will not take effect until you regenerate the rule programs.

Item Count: 1

™ wirus |FJJ‘(&(.‘ OK” Target Justification  Creation Time  Source 0%
. ted by
**\Documents and Settingsicsalilocal ees)
[" Eicar-Test-Signature Settings\Temporary Internet ?gz:v EneEr éf;ggigspwl :gmg'ﬁ?ﬁﬁ; Windows
Files\Content.IESY 1JRIDDSEYeicar[1].com i wizard

5.2.6. Audit System Integrity

Use Audit System Integrity policy to detect suspicious behavior on hosts as well as system
configuration changes which may affect system integrity. By default, all suspicious behavior
accessing the system configuration will be monitored, with no end-user interaction.

The wizard allows you to tune out false positives such as mouse and video drivers and other
applications that may not be of interest.

The following example uses the wizard to tune out cmd.exe monitor alerts; notice that this tuning
places cmd.exe on the white list.

" I 1 I I Management Center for Cisco Security Agents V6.0

@ 9 o &
5 Windoy
CISCO Events Systems Configuration Reports Search Help Home | Simple =] Windows = | Logout

Events » Event Monitor =

Monitoring filter

Displaying: last 6 events
Sort byt Order received
Filter out similar events: Yes

Next refresh: in 13 seconds

Refresh nterval:

# Date Host Severity Action Event
6 8/13/2008 xpclient60 MNotice @ The process 'C:\WINDOWS\system32\cmd.exe' (as user XPCLIENT60\Administrator) attempted to
6:07:07 access 'C:\windows\john.exe'. The attempted access was an open. The operation was allowed by
AM default (rule defaults).
Details | Rule 179 | System State | Wizard
5 8/13/2008 - Information = Administrator ‘admin’ logged in from 192.168.1.100 (S44).
6:04:01 Wizard
AM B
4 8/13/2008 xpclient60 Notice e The process 'C:\Program Files\Cisco\CSAgent\bin\okclient.exe' (as user XPCLIENT&0 Administrator)
5:50:41 attempted to access a resource which resulted in the user being asked the following question: 'An
AM attempt is being made to disable security for the Cisco Security Agent. Do you wish to allow this?'

The user was prompted and a 'Yes' response was received. The user provided the following
justification: '<No justification provided=>'
Details | Rule 191 | Wizard

3 8/13/2008 xpclient60 Alert Q A packet with a bad transport layer header was detected. Reason: Illegal TCP flag combination v
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Click through the wizard to create the exception.

= Event Management Wizard

Welcome to the Event Management Wizard. Choose one of the following options.

® o Classify Application

Application that triggered this event:
| |WINDOWS\syste,m32\c:rnd.e,>ce

Action:

| I trust this application

Justification:
CMD DEMO|

@ Allow Operation

Why is this option disat

¥ Stop Logging This Event

Why is ption disabled?
3 W Suppress Similar Events

) T Purge Similar Events

Done [® € internet F100% v

The final step places the application cmd.exe on the white list.

When filenames are placed on the grey list, the firewall policies prevent incoming
requests. This topic is covered in more detail in the discussions of the firewall policies later in this
document.

#Management Center for Cisco Security Agents V6.0 - Windows Internet Explorer provided by Yahoo!

& https: | fesamcanjcsamea0 webadmin B ‘ i Certificate Errar
il I il I i Management Center for Cisco Security Agents V6.0 Q . B
CIsSCOo Events Systems Configuration Reports Search Help Home | Simple #| Windows ¥ | Logout
Configuration » Global Settings » Application Trust Levels
Warning: This change will not take effect until you regenerate the rule programs.
Ttem Count: 2
[ File Name| Filter: e ok | Trust Level Justification Creation Time Source 0S8
o = 8/13/2008 created by :
00 =“\nc.exe GieviLit test 5:34:29 AM administrator admin W
‘ _ 8/13/2008 created by o .
[0 =*\WINDOWS\system32\cmd.exe White List CMD DEMO £:11:22 AM administrator admin via  Windows
et the wizard
— Legend
White List | T trust this application.
(e T am not sure T trust this application.
I do not trust this sppfication.
New| | Dolete Generate rues T
Done (8 €9 meermet H1o0% v
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5.2.7. Block Wireless Bridging
Use Block Wireless Bridging policy to block wireless traffic when the system is connected to the

corporate LAN.

Some configuration may be required for additional security, such as to implement wireless
encryption settings and service set identifiers (SSIDs). Deployment time should be minimal
(approximately 1 day).

Wireless interfaces are active and will associate with access points, even when TCP and
User Datagram Protocol (UDP) traffic is blocked. This behavior enables instant failover when the
user undocks a laptop computer; the computer already has up-to-date IP addressing and routing
information for the wireless interface.

5.2.8. Block Writing Files to USB Devices

The Block Writing Files to USB Devices policy prevents files from being written to USB devices
and other removable media. End-users will be prevented from writing to USB devices, as dictated
by the corporate security policy. If they try to write to such a device, the following message

appears:

Cisco Security Agent: A problem was detected.

j’ Corporate data security policy prohibits writing Files For USE or
| other external devices.

This window will close in 4 minutes, 57 seconds.,

R
CISCO
Notice the Deny rules triggered by the policy.
il l T I 1 Management Center for Cisco Security Agents V6.0 @ g Fol &
CISCO Events Systems Configuration Reports Search Help Home | Simple = | Windows # | Logout
e ~
1s To Do
st up and running. [Launch the Quick Start Guide]
» database backup strategy has been configured yet. [Schedule Backups]
\ere are 2 database maintenance alerts requiring your attention. [View Database Alerts]
3 event alerts have been configured yet. [Configure Alert for Significant Events]
Management | [ system status
History Statistics
« Eventlo » Events by Policy | » Events by Time  » Triggening Hosts by Time
+ Event Moniter
Block writing files to USB devices
+ Host Securit 8 ! i
+ xpelients0 A LINA GRS
+ FRAWINDOWS\svstem32\cmd.exe - - - -
+ Exceptions [ New events ~| |Last 24 hours ¥| | = Query/Netify = Terminate = Deny |
ity Settings @ only events from simple policies are displayed in this graph. [auto-refresh every 5 minutes] ||
ost Security
s Host Status Alerts
oplication Trust Levels
+ There are no host status events requiring your attention.
- | e — 3
bl et
< [
Generate rules \aned in aet mdrin
L% €D Internet E 100w -
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The operation was denied, and the notification rule that the end-user received is displayed.

" I 1ol I " Management Center for Cisco Security Agents V6.0 - y

® ¢ & &
5 Windoy
CIsco Events Systems Configuration Reports Search Help Home | Simple @ | Windews @ | Logout

Events » EventLog

2 events |change filterd

Event log generation time: 8/13/2008 6:58:43 AM

Time range: All after Aug 12 2008, 06:58:42AM (filtered out previously se=n events)
Rule action: Deny, Query, Notify
Policy: Block vriting files to USB devices [W; 6.0 r201]
Events per page: 50
Sort by: Order raceived
Filter out similar eventss  Yes (filkered out ~0% of 2 events)
# Date Host Severity Action Event
2 8/13/2008 xpclient60 MNotice 0 The process 'C:\WINDOWS\explorer.exe' (as user XPCLIENT&0\Administrator) attempted to access a
6:57:28 re which resulted in the user being shown the following notification: 'Corporate data security
AM p ohibits writing files for USB or other external devices.'
Details  Rule 480 | Wizard A Find
1 8/13/2008 xpclient60 Alert (] The process 'C:\WINDOWS\explorer.exe' (as user XPCLIENT60\Administrator) attempted to access
6:57:23 'E:\ford-verve-concept-2007-786324.jpg'. The attempted access was an open. The operation was
AM denied.
Details | Rule 479 | Wizard A, Find
Generate rules e e
Dane 8 € mnternet oo v

5.2.9. Firewall—Centrally Managed

Use Firewall—Centrally Managed policy to provide a centrally managed distributed firewall for
desktop systems. Outgoing connections are allowed, and incoming connections to fixed or well-
known server ports are denied. Protection from network-based attacks is also provided, including
protection against buffer overflows and IP packet-based exploits.

Use the wizard to create exception based on application, network services, etc. for incoming server
or ephemeral connections.

Little end-user interaction should be needed; all outgoing connections are allowed by default.

You should use only one of the Firewall policies: either centrally administered or user-
administered. You will not get extra functions if you run both policies.
In the following example, netcat was run on XPCLIENT. Initially, the incoming process was denied.

The wizard was then used to create an exception.

This example is for demonstration purposes only. Also, with the port opened, the zero-day
policies will prevent the remote execution of the command shell.
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The action was prevented on the client system.

Notice the denied actions that were triggered by the Firewall—Centrally Managed desktop policy.
This policy does not contain any query rules.

Events from netcat are prevented from accepting incoming connections.
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Use the wizard to allow the connection. A justification must be provided.

Select Allow Operation and provide a justification.

© 2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 26 of 41



Deployment Guide

Click Next and select “Take into account all similar events”; otherwise, you will have to create an
exception for each application.

Click Next to apply the changes.
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Click Next; a summary of the exception rule is displayed.

Click Next; the application class will be created.
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Click Next to complete the exception rule creation.

Click Finish to complete the exception rule.
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5.2.10. Firewall—User Managed

Use Firewall—User Managed policy to provide a personal firewall for desktop systems. The end
user can selectively allow or deny network connectivity on a per-application basis. Protection from
network-based attacks is also provided, including protection against buffer overflows and IP
packet-based exploits.

A medium level of tuning is required. Initially, you should select Local Learn Mode, so that local
applications and associated network connections can be learned. Run for a week in Audit mode.
Then disable the Local Learn Mode option and select Enable.

You can also protect local directories and files from network access.

After the Enable option is selected, the end user will be prompted when an application other than
those learned using Local Learn Mode tries to establish a connection. An associated permissions
key will appear next to the application:

In the following example, IEXPLORE.EXE has HTTP network permissions, OUTLOOK.EXE has
email network permissions, and pidgin.exe cannot make network connections.

Tuning is mostly performed locally; the end user can add and remove applications.

This policy cannot make your policies less restrictive.

5.2.11. Quarantine Compromised Applications

Use Quarantine Compromised Applications policy to quarantine compromised applications (for
example, applications subject to a buffer overflow attack) and prevent them from harming the
system or other applications.
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5.2.12. Quarantine Compromised Hosts

Use Quarantine Compromised Hosts policy to quarantine systems in which a rootkit was observed.

This policy should be used in conjunction with Anti-Rootkit policy.

Assign the policy to 20 users selected from a combination of groups, initially in Audit mode.

Warning: Do not enable this policy in Protect mode until the Anti-Rootkit policy has been tuned. A
false positive will cause the system to be isolated from the network.

5.2.13. Require VPN Hosts on Insecure Networks

Use Require VPN Hosts on Insecure Networks policy to require that remote users always connect
to the corporate network over VPN. For example, use this policy when the organization employs
Internet protections such as website reputational filtering that must be used at all times. The Cisco
IronPort® web filter is an example of this type of protection. Remote users do not get the benefit of
this protection when they are out of the office; connecting over VPN makes the user logically
appear to be in the office for the purposes of this protection.

No configuration is required other than enabling this policy. Minimal tuning is required; you may
need to create exceptions if you have specific applications that require access before VPN access
is required.

End users will be prompted with a notification message when they are out of the office.
Audit mode is recommended initially.

If you use this policy, you will need to specify some configuration options: the
organization’s DNS name, wireless SSIDs, etc.
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6. Phase 3: Deploying Agents

6.1. Assigning Targeted Host Security Policy to Def  ault Desktop Group
Management Center for Cisco Security Agents includes a set of predefined organizational units to
help you manage agent policies. There are three basic organizational units:

Group module: A collection of hosts used to streamline the process of assigning security
policies to hosts at once, such as the following:

Servers: All types

Desktops: All types

Servers: Apache Web Servers

Servers: Boxborough

Desktops: San Jose

A host can be a member of multiple groups. For example, you may have an admin group,
which allows query rules, and a nonadmin group, which has no user interaction rules.

Host security policy (HSP) module: A collection of rule modules, attached to a group or
groups, that have a similar purpose or depend on each other to work properly, such as the
following:

Require VPN Hosts on Insecure Networks
Anti-Spyware
Anti-Virus

Rule module: A collection of rules, attached to a policy or policies, that that serve the same
purpose, such as the following:

Protect file integrity
Prevent music downloading
Provide web server sample security
You will need to switch to the Cisco Security Agent Management Console Advanced

mode to see rule modules and rules. Unless you are creating rules or performing specialized
modifications, use of Advanced mode is discouraged.

6.1.1. Objectives
Using the default Desktop Group, select the targeted host security policy and enable Audit
mode.

Assign your targeted host security policy to the default Desktop Group. In this example, the
Block Writing Files to USB Devices policy was used.

Estimated time to complete this task is 10 minutes.

6.1.2. Setup
1. Log into Management Center for Cisco Security Agents.

2. Verify that you are in Simple mode as shown here.
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6.1.3. Task Steps
1. Under Security Settings, click Host Security.

2. Choose Desktops for Windows.

3. Choose your host security policies. In the following example, Block Writing Files to USB
Devices was selected.

4. Click Save and close the dialog box.

5. Click Generate Rules, and then click Generate. This action will also update the desktop agent
kit.

When the initial installation warning message appears, select the defaults and click Save.

6.1.4. Expected Outcome
The window will close, with no error message reported.

6.2. Deploying Windows Agent

In Section 6.1, you updated the desktop agent kit. Agent kits contain the agent binary files, support
files, and setup files. They also contain the encryption certificate, the initial set of policies, and the
group to which the host that is running the agent kit should belong. After installing a kit on a host,
the agent starts enforcing its policy immediately and registers with the Management Center for
Cisco Security Agents to check for newer policies.

6.2.1. Objective
Install the desktop Windows agent on an evaluation host.

Estimated time to complete this task is 5 minutes per host.

6.2.2. Setup
No setup is required. Note that local administrative rights are required to install the Cisco Security
Agent agent kit.
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6.2.3  Task Steps
1. On the machines on which you want to install the agent, enter the agent kit URL in a browser:
https://<Management Center for Cisco Security Agents host name>/csamc60/kits.

Tip: If you are installing agents on multiple machines, you can use a software distribution tool to
distribute the agent, or you can email the link to the agent kit to each user and have the users
perform the installation.

2. Click the Desktops link, shown here.

Save the installation binary file to disk.
Double-click the installation binary file.

Follow the prompts (accept the defaults) until the installation is complete.

o 0~ w

Reboot the system.

Regardless of whether the system is rebooted, the agent service starts immediately and
the system is protected. If the system is not rebooted, some functions are not immediately
available. See the Installation Guide for more information.

7. Repeat this process for any other machines on which you want the agent installed.

6.2.4. Expected Outcome
The agent should register with the Cisco Security Agent Management Console.

6.3. Setting Up Agent Communication and Registratio  n

When an agent is installed on a system, it starts protecting the system immediately. Shortly after it
starts, it attempts to register with the Management Center for Cisco Security Agents. During
registration, the agent connects to the Management Center for Cisco Security Agents, checks for
updated policies, and delivers any events that it generated before registration.

6.3.1. Objective
Help ensure that your agents can register and communicate with Management Center for Cisco
Security Agents.

Estimated time to complete this task is 5 minutes.

6.3.2. Setup
Go to a system where Cisco Security Agent is installed.

6.3.3. Task Steps
1. Double-click the Cisco Security Agent icon in the system tray to open the agent user interface.

2. Under Status, you should see the information that was generated when the agent registered
with the Management Center for Cisco Security Agents. Click Poll.

Tip: If you get an error message saying that the fast poll was unsuccessful or the agent has not
registered with the Management Center for Cisco Security Agents, make sure you can ping the
management center by the name listed in the Management Center for Cisco Security Agents
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section of the Agent Status page. If the ping fails, you may have a problem with name resolution.
Be sure that the name of the Management Center for Cisco Security Agents can be resolved.

3. Log into the Management Center for Cisco Security Agents.

4. Choose Systems > Hosts.

5. Check that all the systems that have an agent installed appear in the list.

6.3.4. Expected Outcome

The agents should be registered with the Management Center for Cisco Security Agents and be
able to poll for new settings.
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7. Phase 4: Tuning the System

Cisco Security Agent 6.0 introduces new ways of tuning the system. One method uses the new
Simple view, which is used for managing the day-to-day operations of Cisco Security Agent. For
experienced Cisco Security Agent administrators, the Advanced view is available; this view is
similar to the view in previous versions of Cisco Security Agent.

The Simple view enables the Cisco Security Agent administrator to tune the system in these ways:

1. Enter applications on the white list: Use this option for system tuning when you have scripting
applications or applications that must run on the system unhindered.

2. Use the Event wizard from the Cisco Security Agent alerts in the Cisco Security Agent
Management Console: Use this option for system tuning when you need to create specific
exceptions for applications, such as exceptions for accessing the application’s resources.
Note that you can use the wizard to create exceptions for Query, Deny, Terminate Process,
and Set rules only. For High-Priority Deny and Monitor rules exceptions, you can create
exceptions to the rule directly by defining the application and including it in the “But not in any
of the selected classes” field.

3. Create localized policies from alerts generated by Cisco Security Agent: Use this option for
system tuning when you notice that you are viewing many alerts in the Cisco Security Agent
event log and it would be easier to create these exceptions in a localized group exceptions
policy. This policy can then be reevaluated to determine whether it should be renamed as a
specific function policy and distributed to the other groups.

4. Add nonrecommended applications to the black list: Use this option for applications that are
not allowed to run on the basis of the company’s security policy.

7.1. Objectives
Tune the system using these techniques:

Enter applications on the white list.
Use the Event wizard.

Add nonrecommended applications to the black list.

This task requires endpoint acceptance testing so the time to implement it will vary.

7.2. Task Steps

7.2.1. Entering Applications on the White List

In this example, the host security policy Block Writing Files to USB Devices prevents the
application Launchpad.exe from accessing Ipgdb.xml. Notice that these alerts appear in Audit
mode (previously called Test mode).

1. Choose the Simple view, click Home, and check under Events by Policy for any alerts next to
your policy.

© 2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 36 of 41



Deployment Guide

2. If apolicy has alerts, expand the alerts. In the example shown here, the Block Writing File to
USB Devices policy alert has been expanded.

Terminate and Deny alerts are usually are more severe than Query/Notify alerts.

3. Ininterpreting the received alerts, keep in mind that not all Deny alerts are bad. They can
point to malicious attempts that are prevented by zero-update policies or to end users who are
not in compliance. In the example here, Launchpad.exe is trying to access f:\..\lpgdb.xml. We
will add the application launchpad.exe to the white list.

4. Click Home and choose Application Trust Levels > New. Enter Launchpad.exe as the
filename, select White List as the trust level, and Windows as the selected OS. Enter the

justification and click Save.

5. Click Generate Rules and then Generate.
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7.2.2. Using the Event Wizard

In this example, a Notepad_FACL host security policy prevents file and write access to the
Notepad_FACL folder. We will use the Event wizard to allow the application notepad.exe access to
these files.

1. Choose the Simple view and click Home. Under Events by Policy, check whether any alerts
appear next to the Notepad_FACL Test policy.

2. If alerts appear, expand the alerts. In the example shown here, the Notepad_FACL Test policy
alert has been expanded.

3. Note: Terminate and Deny alerts are usually are more severe than Query/Notify alerts.

4. Beneath the event, click Wizard. You should see the following:
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Classify Application provides the Cisco Security Agent administrator with more information
regarding the application.

Allow Operation allows you to create an exception for the application, in this case
notepad.exe, and take into account all similar events that were triggered by this rule.

Analyze Operation allows the process to be analyzed. Windows and UNIX platforms are
supported, and no separate licenses are required for behavior-based reporting. After the
application is analyzed, the reports are comprehensive in that you will see all the resources
that this application is using. If you suspect that this application may be malicious, you can
analyze its operation.

Stop Logging This Event prevents the process from logging events to the Cisco Security
Agent Management Console.

Suppress Similar Events allows the process to log events to the Cisco Security Agent
Management Console and suppress events of the same type.

Purge Similar Events allows you to purge similar events created by the process from the
Cisco Security Agent Management Console. This option is helpful when you are tuning out
false positives on the Cisco Security Agent Management Console and you do not want to
see the events again in the Cisco Security Agent Management Console.

5. Enter your justification under Classify the Application and click Finish.

6. Enter your justification under Allow the Application and click Next.
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7. Select “Take into account all similar events” and then click Finish.

You should see the Notepad exception under Notepad_FACL_Test. Note that the exception is
global and affects all groups.
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7.2.3. Adding Nonrecommended Applications to the Black List
This example adds Wireshark to the black list. Customers may have a list of nonrecommended
applications, for instance, BitTorrent applications, that they want to add to the black list.

1. Choose the Simple view and click Home. Under Security Settings, choose Application Trust
Levels > New. You should see the following:

2. Enter an application that you want to be prohibited (added to the black list of untrusted
applications).

8. Conclusion

This guide describes the installation of Cisco Security Agent 6.0 and zero-day and acceptable
usage policies in a limited deployment scenario.
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