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Product Bulletin No. 3502 

 
Using Symantec Norton AntiVirus with Cisco Unified CallManager 
 

INTRODUCTION 

Windows 2000 servers should have virus protection, and the Cisco® Unified CallManager is no exception. Although the installation and 

configuration of SymantecNorton AntiVirus is very easy, a few important steps need to be taken. This document provides information 

about the installation and configuration of Symantec and Norton AntiVirus on the Cisco Unified CallManager platform (including the 

newest Norton AntiVirus Corporate Edition Version 7.61 and Symantec AntiVirus Corporate Edition 10.1.4.4000). 

This paper provides a detailed description of the Symantec AntiVirus for use on Cisco CallManager Version 3.3(0) and Cisco Unified 

CallManager Versions 4.1(0), and 4.2(0). It describes the need for the product, a description of the product, and product features 

and functions. 

SYMANTEC PRODUCT OVERVIEW  

Symantec AntiVirus provides comprehensive virus prevention, detection, and elimination for your computer. It automatically finds and 

repairs infected files to keep your data secure. 

CISCO SYSTEMS SUPPORT POLICY 

Cisco Systems® makes no warranty or claims as to the accuracy or completeness of this document. Furthermore, the Cisco Technical 

Assistance Center (TAC) is not responsible for supporting this integrated solution. 

Note:   This statement is included in documentation until the product passes interoperability verification testing [IVT] and coordinated 

support is in place. 

PERFORMANCE 

Testing indicated the following:  

1. Symantec active virus scans do not add any CPU memory overhead. 

2. Drive scanning takes up a lot of CPU and is not recommended during call processing. 

3. Virus updates use little CPU, so they can be scheduled to run during low traffic. 

REQUIRED HARDWARE AND SOFTWARE LEVELS  

Cisco hardware levels are not a concern of Symantec AntiVirus; please refer to the hardware requirements section of the Symantec 

documentation. Following are the tested Cisco CallManager and Cisco Unified CallManager software levels; please refer to this list for all 

supported Cisco CallManager and Cisco Unified CallManager versions: 

● Norton AntiVirus Corporate Edition Version 7.61 with Cisco CallManager Version 3.2(2c) to 3.3(3) 

● Symantec AntiVirus Corporate Edition Version 8.0 with Cisco CallManager Version 3.2(2c) to  3.3(3) 

● Symantec AntiVirus Corporate Edition Version 8.1 with Cisco CallManager Version 3.2(2c) to Cisco Unified CallManager 

Version 4.0(0) 
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● Symantec AntiVirus Corporate Edition Version 9.0 with Cisco CallManager Version 3.3(4) to Cisco Unified CallManager Version 

4.1(0) 

● Symantec AntiVirus Corporate Edition Version 10.0 with Cisco CallManager Version 3.3(5) 

● Symantec AntiVirus Corporate Edition Version 10.1 with Cisco Unified CallManager Version 4.2(0) 

INSTALLATION  

Installing the Symantec AntiVirus Corporate Edition Client 

To install the Symantec AntiVirus Corporate Edition client, complete the following: 

● Start the installation. 

● Run the client setup program. 

To start the installation: 

1. Insert the CD into your CD-ROM drive. 

2. Double-click My Computer. 

3. Double-click your Compact Disc drive. 

4. Double-click the Setup.exe folder. 

5. Click Install Symantec AntiVirus (Figure 1). 

Figure 1.   Symantec AntiVirus Window  
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6. Click Install Symantec AntiVirus Client (Figure 2). 

Figure 2.   Symantec AntiVirus Client Installation 

 

7. Click Next (Figure 3). 

Figure 3.   Symantec AntiVirus InstallShield Wizard 
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8. Accept the License Agreement and Click Next  

9. Now select the Setup Type as “Complete” and Click Next (Figure 4). 

Figure 4.   Symantec AntiVirus Setup Type  

 

10. Select the Network Setup Type as “Managed” and Click Next (Figure 5). 

Figure 5.   Network Setup Type 
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11. Enter the Symantec AntiVirus Server Name and Click Next (Figure 6). 

Figure 6.   Selecting Symantec AntiVirus Server Name 

 

12. Click Install (Figure 7). 

Figure 7.   Installing Symantec AntiVirus 
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13. When the installation (Figure 8) is completed, click Finish (Figure 9). 

Figure 8.   Symantec AntiVirus Installation 

 

Figure 9.   Installation Complete 
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14. When installation is finished, it will prompt you to restart (Figure 10). 

Figure 10.   Installer Information Screen Shot 

 

CONFIGURATION 

For normal operation on Cisco CallManager 3.0, the default settings for Symantec AntiVirus are fine. There are two important 

considerations, however. 

Scheduled File Scanning Can Negatively Affect the Server 

There is a difference between the protection Symantec AntiVirus offers by running in the background and scheduled file scanning of the 

entire directory structure. Scheduled file scanning is very processor-intensive, and it can affect call processing if it occurs during high-

volume traffic. Therefore, it is critical to schedule a complete file scan only during the middle of the night or other nonpeak times. 

Known Symantec and Windows Problem 

There is a known problem with Symantec and Windows NT, 2000, and XP that could cause the server to restart or blue screen. This 

problem is usually seen when using Terminal Services to access the server because of a problem with Windows Kernel consumption when 

Symantec is scanning files. This problem can be avoided by editing a registry key. Use extreme caution in editing Windows registry, 

because incorrect changes to the registry could result in permanent data loss or damaged files. Modify only the key that is specified:  

1. Click Start>Run. 

2. Run Regedit.exe to open the Windows registry.  

3. Browse to the registry key:  

HKEY_LOCAL_MACHINE\SOFTWARE\Symantec\Norton AntiVirus NT\Auto-Protect\InternalSettings 

4. With InternalSettings highlighted, pull down New, and choose DWORD value.  

5. Type KStackMinFree as the new DWORD value.  

6. Right-click the KStackMinFree value, and then click Modify. Set the Base to Hexadecimal, and type 2200 in the Value data field. 

To restart the antivirus service:  

1. Click Start>Program>Administrative Tools>Services. 

2. Locate the Symantec AntiVirus service.  

3. Stop and then restart the antivirus service. 

Changes to the KStackMinFree value take effect after the service is restarted. 
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Disable Antivirus Software During Cisco CallManager Installations and Upgrades 

During the installation of Cisco CallManager or an upgrade of Cisco CallManager or Cisco Unified CallManager, you will be prompted to 

disable antivirus software prior to continuing. You can disable antivirus software by right-clicking the Symantec icon in the task bar and 

disabling the virus scan software. 

UNINSTALLATION 

Uninstalling Symantec AntiVirus 

If you need to remove Symantec AntiVirus from your computer, you can use the Add/Remove Programs option from the Windows Control 

Panel or the Uninstall Symantec AntiVirus option from the Programs menu. 

During uninstall, Windows may indicate that it is installing software. This is a standard Microsoft installation message and can be 

disregarded. 

To uninstall Symantec AntiVirus from the Windows Control Panel: 

1. On the Windows taskbar, click Start > Settings > Control Panel. 

2. In the Control Panel, double-click Add/Remove Programs. 

3. In the list of currently installed programs, click Symantec AntiVirus. 

4. In Windows 2000, click Remove. 

5. Click Yes to confirm that you want to uninstall the product. 

6. Enter the Symantec AntiVirus Server console password (Figure 11). 

Figure 11.   Uninstall Password Window 

 

7. If you are prompted for a restart, then restart the server. 
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