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Using Symantec Norton AntiVirus with Cisco Unified CallManager

INTRODUCTION

Windows 2000 servers should have virus protection, the Cisc® Unified CallManager is no exception. Although thstallation and
configuration of SymantecNorton AntiVirus is vergsy, a few important steps need to be taken. Tddament provides information
about the installation and configuration of Symaraad Norton AntiVirus on the Cisco Unified CallMager platform (including the
newest Norton AntiVirus Corporate Edition Versio®Z and Symantec AntiVirus Corporate Edition 104080).

This paper provides a detailed description of th@&htec AntiVirus for use on Cisco CallManager Wans3.3(0) and Cisco Unified
CallManager Versions 4.1(0), and 4.2(0). It desesithe need for the product, a description of tfeglpct, and product features
and functions.

SYMANTEC PRODUCT OVERVIEW

Symantec AntiVirus provides comprehensive virussprgion, detection, and elimination for your comgyutt automatically finds and
repairs infected files to keep your data secure.

CISCO SYSTEMS SUPPORT POLICY
Cisco Systenfsmakes no warranty or claims as to the accuracpmpleteness of this document. Furthermore, theoCigchnical

Assistance Center (TAC) is not responsible for sufppg this integrated solution.

Note: This statement is included in documentation uhtl product passes interoperability verificationites[I\VT] and coordinated
support is in place.

PERFORMANCE

Testing indicated the following:

1. Symantec active virus scans do not add any CPU myeoverhead.
2. Drive scanning takes up a lot of CPU and is novmamended during call processing.

3. Virus updates use little CPU, so they can be sdeddo run during low traffic.

REQUIRED HARDWARE AND SOFTWARE LEVELS
Cisco hardware levels are not a concern of Symakté¥irus; please refer to the hardware requiretseection of the Symantec
documentation. Following are the tested Cisco Catiger and Cisco Unified CallManager software Evgkase refer to this list for all
supported Cisco CallManager and Cisco Unified Catilsger versions:

¢ Norton AntiVirus Corporate Edition Version 7.61 wiCisco CallManager Version 3.2(2c) to 3.3(3)

e Symantec AntiVirus Corporate Edition Version 8.@hwCisco CallManager Version 3.2(2c) to 3.3(3)

e Symantec AntiVirus Corporate Edition Version 8.2thwCisco CallManager Version 3.2(2c) to Cisco WdfiCallManager
Version 4.0(0)
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e Symantec AntiVirus Corporate Edition Version 9.@hwCisco CallManager Version 3.3(4) to Cisco UnifieallManager Version
4.1(0)

« Symantec AntiVirus Corporate Edition Version 10.i@mCisco CallManager Version 3.3(5)
« Symantec AntiVirus Corporate Edition Version 10.itmCisco Unified CallManager Version 4.2(0)

INSTALLATION

Installing the Symantec AntiVirus Corporate Edition Client

To install the Symantec AntiVirus Corporate Editidient, complete the following:
e Start the installation.
« Run the client setup program.

To start the installation:

Insert the CD into your CD-ROM drive.
Double-click My Computer.
Double-click your Compact Disc drive.

Double-click the Setup.exe folder.

a » v PR

Click Install Symantec AntiVirus (Figure 1).

Figure 1.  Symantec AntiVirus Window

@ Symantec AntiV¥irus -] x|

Symantec” AntiVirus

Read This First

Provides link= to Resdme, documentation, tutarialz, and support infarmation.

Install Symantec AntiVirus
Inztalls antivirus protection, management, and reporting components.

Install Other Administrator Tools
In=tallz advanced mansgement components.

Exit
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6. Click Install Symantec AntiVirus Client (Figure 2).

Figure 2.  Symantec AntiVirus Client Installation

€ Symantec Anti¥irus o ]

Symantec” AntiVirus

Install Symantec System Center
Installs the management conzale with antivirus management components:.

Install Symantec AntiVirus Server
Installs antivirus protection to management servers.

Install Reporting Server
Installz management components to generate reports and configure alerts.

Install Symantec AntiVirus Client
Installz artivirus protection to clients.

Il

Return to Main Menu

7. Click Next (Figure 3).
Figure 3.  Symantec AntiVirus InstallShield Wizard
i Symantec Anti¥irus - InstallShield Wizard x|

License Agreement

Please read the Following license agreement carefully, , SYInantecm

SYMANTEC SOFTWARE LICENSE AGREEMENT il

SYIANTES CORPORATION AND/MORITS 3UBSIDIARIES (“SYIIANTEC ) I3
WILLIMG TO LICEMSE THE B0OFTWARE TO ¥YOU A3 AN INDIVIDUAL, THE
COMPANY, OF THE LEGAL ENTITY THAT WILL BE UTILIZING THE 30FTWARE
(FEFERENCED BELOW A3 “VOU” OR “YOUR™ OHLY O THE CONDITION

THAT ¥OU ACCEPT ALL OF THE TERM:E OF THIE LICENZE AGHEEEMENT.

FEAD THE TEEMS AND CONDITIONS OF THIZ LICEMSE AGREEEMENT

CAREFULLY EEFORE TT3ING THE ZOFTWARE. THIZ IE A LEGAL AND
ENFORCEABLE CONTRACT BETWEEN YOU AND THE LICEME0OE. BY OPEHING LI

£+ T accept the terms in the license agreement

1 do not accept the terms in the license agreement

Installshield

< Back, I Mext = I Cancel
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8. Accept the License Agreement and Click Next

9. Now select the Setup Type as “Complete” and ClieiktNFigure 4).

Figure 4.  Symantec AntiVirus Setup Type

i Symantec Anti¥irus - InstallShield Wizard x|

Setup Type

Choose the setup kvpe that best suits wour needs, sylnantec“

Please select a setup kvpe.

All program Features will be installed. This option requires the most
disk space to install.

Choose which program Features wou want installed and where they
will be installed, Recommended for advanced users,

Installshield

< Back, I Mext = I Cancel

10. Select the Network Setup Type as “Managed” andkQiext (Figure 5).

Figure 5.  Network Setup Type

i Symantec Anti¥irus - InstallShield Wizard |

Network Setup Type

Choose the network setup byvpe that suits vour needs, SylnanteC“

Setup supports the Following installation scenarios:

Managed - Choose this opkion if this computer is to be managed by a Symantec Antivirus
Server,

Unmanaged - Choose this option if this computer will not be managed by a Symantec antivirus

Server. For example, a home computer that does not connect to your company's network, is
an unmanaged computer.

Select the option vou wank ko use:

" Unmanaged

InstallShield

< Back I Mext = I Cancel
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11. Enter the Symantec AntiVirus Server Name and QWekt (Figure 6).

Figure 6.  Selecting Symantec AntiVirus Server Name

ji# Symantec Anti¥irus - Installshield Wizard |

Select Server

In a managed installation, vou need to select a server, , SYIHaHtECm

Please specify the machine name af a Symantec Antivirus Server. This server will set
the client's configuration and provide the client with virus definitions. *hote - The Parent
Server Discovery process may take several minutes to Fully complete, depending on
nebwark ackivity,

Server Mame: CCMOA Erowse, .. |

InstallShield

Cancel |

< Back,

12. Click Install (Figure 7).

Figure 7.  Installing Symantec AntiVirus

i Symantec Anti¥irus - InstallShield Wizard |

Ready to Install the Program

The wizard is ready to begin installation. SylnanteC“

Click Install ko begin the installation,

IF wou want to review or change any of wour installation settings, click Back, Click Cancel ko
exit the wizard.

InstallShield

< Back Cancel
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13. When the installation (Figure 8) is completed,lckinish (Figure 9).

Figure 8.  Symantec AntiVirus Installation

ji# Symantec Anti¥irus - InstallShield Wizard — ==

Installing S¥ymantec Anti¥irus

The program Features vou selected are being installed. , SylnanteC“

Please wait while the Installshield Wizard installs Symantec Ankivirus, This
may take several minukes,

Skakus:

Copying new Files

InstallShield

= Back [ext =

Figure 9. Installation Complete

ji# Symantec Anti¥irus - Installshield Wizard |

InstallShield Wizard Completed

The Installshield Wizard has successFully installed Svmantec
Antivirus, Click Finish o exit the wizard.

= Back

Cancel |
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14. When installation is finished, it will prompt yoa testart (Figure 10).

Figure 10. Installer Information Screen Shot

i‘g!,l Symantec Anti¥irus Installer Inforn x|

ou musk restart your swskem For the configuration
changes made to Symantec Ankivirus to take effect,

lick ‘es ta restark now or Mo if yvou plan to restart
laker,

CONFIGURATION

For normal operation on Cisco CallManager 3.0dibfault settings for Symantec AntiVirus are finbefe are two important
considerations, however.

Scheduled File Scanning Can Negatively Affect the Server

There is a difference between the protection SyewAntiVirus offers by running in the backgroundiatheduled file scanning of the
entire directory structure. Scheduled file scannsngery processor-intensive, and it can affedtmalcessing if it occurs during high-
volume traffic. Therefore, it is critical to schéda complete file scan only during the middlets hight or other nonpeak times.

Known Symantec and Windows Problem

There is a known problem with Symantec and Winddiis2000, and XP that could cause the server tantesr blue screen. This
problem is usually seen when using Terminal Sesvioeaccess the server because of a problem witkldMis Kernel consumption when
Symantec is scanning files. This problem can bédaebby editing a registry key. Use extreme cautibediting Windows registry,
because incorrect changes to the registry couldtriespermanent data loss or damaged files. Modiifly the key that is specified:

1. Click Start>Run.

2.  Run Regedit.exe to open the Windows registry.

3. Browse to the registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Symantec\Norton AntiMirs NT\Auto-Protect\InternalSettings

4. With InternalSettings highlighted, pull down Newdachoose DWORD value.

5. Type KStackMinFree as the new DWORD value.

6. Right-click the KStackMinFree value, and then clidkdify. Set the Base to Hexadecimal, and type 28a@e Value data field.
To restart the antivirus service:

1. Click Start>Program>Administrative Tools>Services.

2. Locate the Symantec AntiVirus service.

3. Stop and then restart the antivirus service.

Changes to the KStackMinFree value take effect #feservice is restarted.
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Disable Antivirus Software During Cisco CallManager Installations and Upgrades

During the installation of Cisco CallManager orupgrade of Cisco CallManager or Cisco Unified Caliger, you will be prompted to
disable antivirus software prior to continuing. Yoan disable antivirus software by right-clickifg tSymantec icon in the task bar and
disabling the virus scan software.

UNINSTALLATION

Uninstalling Symantec AntiVirus
If you need to remove Symantec AntiVirus from yoomputer, you can use the Add/Remove Programsrofsion the Windows Control
Panel or the Uninstall Symantec AntiVirus optioonfrthe Programs menu.

During uninstall, Windows may indicate that it istalling software. This is a standard Microsoftatlation message and can be
disregarded.

To uninstall Symantec AntiVirus from the Windowsr@m! Panel:

On the Windows taskbar, click Start > Settings it Panel.

In the Control Panel, double-click Add/Remove Pewgs.

In the list of currently installed programs, cli§igmantec AntiVirus.
In Windows 2000, click Remove.

Click Yes to confirm that you want to uninstall thevduct.

S T o

Enter the Symantec AntiVirus Server console passyéigure 11).

Figure 11. Uninstall Password Window

Please enter the uninstall passw x|

s I | Cancel |

7. If you are prompted for a restart, then restartsérwer.
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