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Introduction

Cisco Systems does not formally certify antivirus products with CallManager software. However,
Cisco recognizes that in today’s environment any Windows 2000 Server needs to have virus
protection and the Cisco CallManager is no exception. Cisco has verified McAfee Enterprise
VirusScan 7.0 and 7.1 with CallManager under heavy traffic loads. CallManager installation with
McAfee VirusScan Enterprise Version 7.1 is supported by Cisco TAC.

While the installation and configuration of McAfee Enterprise VirusScan
http://www.networkassociates.com/us/products/mcafee/antivirus/email/vs.htm is very easy, there
are a few important steps that need to be taken. This document provides information on the
installation and configuration of McAfee Enterprise VirusScan 7.0 and 7.1 on CallManager
platforms based on Cisco’s experience in our lab environments and from customers who have
successfully implemented antivirus software.

Installation

1. Double-click the setup.exe executable. Click Next.

i'.g!,! McAfee ¥irusScan Enterprise Setup

McAfee VirusScan Enterprise Setup

This setup wizard will install McAfee YirusScan Enkerprise to your server ar workstation, Before
continuing, please review the Following product information.

McAfee VirusScan Enterprise =

' Version 7.0.0
© 2003 Metworks Associates Technology, Inc. All Rights Reserved.

Thank you for using Virusscan Enterprise software. For a
| |description of product features, an overview of product system
requirements, and known issues for this release, ses the
README TXT file that comes included with the VirusScan
Enterprise software on the CO-ROM you received, orthatis
available as a separate download from the McAfee website,

. =l
Wiew Readme | Zancel |
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2. Read the License Agreement. Choose the proper License expiry type and Country.
Choose the radio button to accept the terms and click OK.

Network Associates Licensing

LOY\ VU1 o E———

ASSOCIATES

Metwork Azsociates End Uszer License Agreement

Licenze expiy type: Select countmy where purchazed and uzed:

1 ear Subszcription j IJnited States [default for uze in LIS]

Mletwork Associates One (13-Year End Liser License Agreement i’

MOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL

AGREEMENT ("AGREEMENT"), FOR THE LICENSE OF SPECIFIED SOFTWARE
PSOFTYWARE") PRODUCED BY NETWORK ASSOCIATES, INC. ("NETWORK
ASSOCIATES". BY CLICKING THE ACCEPT BUTTOMN OR IMNSTALLIMNG THE
SOFTWARE, ¥OLN (EITHER AN INDMDUAL OF A SINGLE EMTITY) COMSENT TO BE
BOUMD BY AMD BECOME A PARTY TO THIS AGREEMEMT. IF Y OLU DO NOT AGREE
TOALL OF THE TERMS OF THIS AGREEMEMT, CLICK THE BUTTOMN THAT

IMDICATES THAT YOU DO NOT ACCEPT THE TERMS OF THIS AGREEMEMT AND

DO NOT INSTALL THE SOFTWARE. (IF APPLICABLE, YOU MAY RETURN THE
FRODUCT TO THE PLACE OF PURCHASE FOR AFULL REFUND.) ;l

k. I Cancel |

¥ | accept the terms in the license agreement

| do not accept the terms in the licenze agreement
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3. Select Typical for the Setup type and click Next.

]
VirusScan Select Setup Type

Installs a Full set of features that incudes YirusScan Console,
On-fAccess Scannet, E-mail Scanner, On-Demand Scannet,
Autollpdate, and Command Line Scanner, IF vou are installing ko a
server, Alerk Manager can also be installed.

i Zuskam

Installs a selected set of features thak includes a partial set or all of
the features included in a Typical installation. ¥ou can also use the
custom option to inskall Alert Manager toa workstation,

Install To
i \Program FilesiMetwork AssociatesiYirusscan)

i Browse. .. I

i P J .

t‘) MCAfCE Disk Space < Back | Mext = I Cancel |
SECURITY

4. Click Install to start installation

e

ﬁ{-’l McAfee ¥irusScan Enterprise Setup ﬂ

VirusScan :
Enterprise 7,0 Ready to install

The wizard is ready ko begin installation,
7 |
T‘* o IF wou want ko review or change wour installation settings, click Back.

Click Cancel ko exit the wizard.

Click Install to begin the installation,

McAfee o [

SECURITY

S

Cancel |
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—

|_?§ McAfee ¥irusScan Enterprise Setup _KJ

MULEZUBN Installing McAfee VirusScan
Enterprise 7.0 Enterprise

Flease wait while the Setup wizard installs McAfes WirusScan Enterprise.
This may take several minukes,

Skatus:

MCA-I:EG = Bach [Hexk

SECURITY

N

5. Uncheck the “Update Now” and “Run On-Demand Scan” boxes. These should be
completed after the configuration. Click Finish.

i%‘ McAfee YirusScan Enterprise Setup _ﬂ

VirusScan

Enterprise 7.0 McAfee VirusScan Enterprise setup

has completed successfully.

Allows wou to updake wour virls definition (AT Files by ranning
Autolpdate Mow, and scan your local drives by running Cn-Demand
Scan, IF wou select both options, AutoUpdate runs Firsk, then the
on-Demand scan immediately Follows,

[ Update Mow

................................

Automatically checks for updates of virus defintion (DAT) Files andjor scan
engine and downloads any available updates,

[~ Bun On-Demand Scan

Examines all fixed drives for infected files, Infections are looged in the
OnDemandscanlog. bxk File located in the directary C:Documents and
Settingsiall Usersiapplication Diakaihetwaork Associates irisScan),

\) McAfee el

SECURITY
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Configuration

For normal operation on Cisco CallManager, most of the default settings for McAfee Enterprise
VirusScan 7.0 or 7.1 are fine. However, the default setting for the maximum CPU usage must be
changed. The next section describes this process.

Unlocking User Interface

Before changes can be made to the CPU settings the User interface may need to be unlocked.

1. Right Click on the McAfee VirusScan Icon in the System Tray and choose VirusScan Console. . .

Disable On-Access Scan
on-fccess Scan Properties. ..

On-Access Scan Statistics...
On-Aocess Scan Messages. ..

Cn-Demand Scan...

Update Mow...

About Mirusscan Enterprise. ..

Rial
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2. Inthe VirusScan Console, Left Click the Tools option on the Menu and Choose Unlock
Interface

(= virusScan Console - SEDG8-CAML 3 =0 =l

Task Edit View | Tools Help

Blerts, . h|ﬁ|x| m 805

Ewvent Yiewer,..

Task. | Last resulk | |
@ On-Access Scar | HSEf Interface Options. ..
8% awtalipdate Unilock User Interface The Update Failed.

@E-mail Scan Lock Wser: Interface
an All Fixed D

L e Scan cancelled by user, !

Discommest Compuber

Impork utollpdate Repasitors: List, .,
Edit: Gutnlpdate Fepository: List, .,

Rollback baTs

Prompts For the User Interface password to unlock locked items. i
R Eas ¢  / TR

3. Enter the password and click OK

The uzer interface iz protected by a paszword. Prezs Cancel to
gef read-only access, or enter the corect pazsword and press
k. to get full access.

Pazzward: I"’“"“‘

k., I Cancel
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Configuring Maximum CPU Usage

1. Right Click on the McAfee VirusScan Icon in the System Tray and choose VirusScan
Console . ..

Disable On-Access Scan
on-Access Scan Properties. ..

On-Access S5can Statistics...
On-fAccess Scan Messages. ..

on-Cemand Scan...

Update Maow, ..

About Yirusscan Enterprise, .
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2. Inthe VirusScan Console, Right Click on Scan All Fixed Disks and choose Properties...

{= YirusScan Console - SEDBS-CAMI : - IEIIEI

Task Edit Wiew Tools Help

| -] 2% Ul | el 2w 8|0)|E)

Task | Staktus I Lask result I
Cn-Access Scan Enabled
'@.ﬁ.utDUpdate WWeekly, 5:00 PM The Update failed.
IEE-mail Scan Enahled
an & bt scheduled Scan cancelled by user,

Copy Chrl+C
Delete Dl
Rename Fe
Skatiskics...

Wiew Log...
Edits propel i
W

3. Left Click on the Advanced Tab

¥« virusScan On-Demand Scan Properties - Scan All Fixed Dis 2=l

File Help

| Actions I Repaorts I

. . ]
% Specify advanced zcan options.
Cancel

— Heurigtics

¥ Find unknown program wiruzses ARRlY

¥ Find unknown macio vises

Scan Mow

— Mon-wviruses

[ Find potentially unwanted programs Stop

™| Findljoke programs
Feszet to Default

— CPL utilization
Save az Default...
10% | 100%
Schedule. ..
— Mizcellaneous
[ Sean files that have been migrated to storage Help

[T Bescan all files when DAT files are updated

Scan windows Marmal j
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If all options are grayed out on this page, the User Interface is still Locked. Follow the instructions
on Unlocking the User Interface and repeat.

¥« ¥irusScan On-Demand Scan Propetties - Scan All Fixed Disks ied |

File Help

'W'herel Detection ;-‘ﬁ-dVaﬂCEd | .-“-‘-.ctil:unsl Fie;u:urtsl

: : ]
Specify advanced zzan optians.
Cancel
— Heuristics
¥ | Find|unknovn program vises ARl
¥ | Fird unknown macro vinses
Scan Mow
= MHan-wiruzes
™| Find|potentially unwanted pragrams =top

I™ | Find joke programs

Feszet to efault

= ERL utilization
Save az efault..
10% j 100% =

Schedule...

= Mizcelaneous

[T | Scan files that have been migrated to storage

Help
[T | Bezcan all files when DAT files are updated

Soan window farrmal j
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4. Move the CPU Utilization Slider from 100% to 10%

¥ YirusScan On-Demand Scan Properties - Scan All Fized D ed b
File Help

'W'herel Detection Advanced |.-“-‘-.|:ti|:un$| Fie;u:urtsl

. ) ]
Specify advanced zcan options.
Cancel
—Heurizstics
¥ Find unknown program vinses Apply
¥ Find unknown macro vinses
Scan Mow
— Mon-wiruzes
™ Find potentially urwanted programs =top

I™ | Find joke programs
Rezet to Default

— CPL utilization

o Save az Default...
10% ), 100%

Schedule...

— Mizcelaneous

[ Scan files that have been migrated to storage
[T Bezcan all files when DAT files are updated

Help

Scan window: M armal j

5. Click Apply
6. Click Ok.
7. Exit McAfee Console
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Third Party Caveat

If the server is running any third party applications, these programs may need to be excluded from
scanning to avoid any performance issues. Customization of file scanning should be looked at on
a per server basis to determine what configuration meets the customer’s needs.

Scheduled File Scanning Can Have a Negative Impact on the
Server

There is a difference between the protection McAfee Enterprise VirusScan 7.0 or 7.1 offers by
running in the background and scheduled file scanning of the entire directory structure. Scheduled
file scanning is very processor intensive. This could potentially impact call processing if this
occurred during high volume traffic. As such, it is critical to only schedule a complete file scan
during the middle of the night or other non-peak time schedules.

Disable anti-virus software during CallManager Installations and
Upgrades

During the installation of CallManager or an upgrade of CallManager you will be prompted to
disable anti-virus software prior to continuing. This must be done by right clicking the McAfee icon

in the task bar and disabling the virus scan software.

Copyright © 2003 Cisco Systems, Inc. Page 13 of 16 August 16, 2004



Uninstall

McAfee Enterprise VirusScan 7.0 or 7.1 can be uninstalled using the normal Windows 2000
software uninstall procedure

1. Open the Control Panel
% indows Lpdate

Jexa| Programs
! 'ﬁ‘i Documents

Setkings

tral Panel

@ E B MebwdCustomizes the appearance aof v
FElEE (5] Prinkelyour computer
| @ Help M Tackbar & Start Menu...
Tae|

Run...

%

Log OFF administrator. .,

EH_ Shut o, .,

I-iiﬂart !| ] & |i

Windows 2000 Server
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2. Choose add/remove programs
E3 Control Panel

File Edit ‘Wiew Faworites Tools  Help
4= Back ~ = - | ‘@ search [ Folders @llﬁ L %y | -

Address |[=F] Contral Panel

el ]
L Add/Remove
Control Panel Hardware
Add/Remove Programs Eﬁr ‘g& % 9 ':%
Installs and removes programs and
Windows components Folder Options Fonks zaming Inkernet Java Plug-in
Options Options 1.4.0_01
Windows Update ﬁ‘.‘
Windows 2000 Support % 0,
&
Licensing Mouse Metwork and  Phone and  Power Option
Dial-up Co...  Modem ...

® 2a 3 ¢ E

Reqional Scanners and  Scheduled Sounds and  SCQL Server
Options Cameras Tasks Multimedia 2000 Licensi..
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3. Click the Remove button on the McAfee VirusScan Enterprise

Fj'g Add/Remove Programs

Currently inskalled programs:

ﬁ! Cisco CalManager

5‘5 DiC Direckory

[ Director

ﬁ! Intel{R) PRO Ethernet Adapter and Software
g Internet Explorer QE18529

]it,:'.- McAfee ¥irusscan Enterprise

Click here for support information,
To change this prograrn or Fen it From wour
compuker, hange or Rern

ﬂ Microsoft Internet Explorer 6 5P1
[ Microsoft SQL Server 2000

ﬁ! Qutlook Express Update Q330994
i SOL2000%Wrapper

ﬁ! Windows 2000 Hokfix - KBES23559
ﬁ! Windows 2000 Hokfix - KBES23930

—a WWindre 2000 HakFiv (Dra_S0dh [Saa 22221 77 Fav racra

4. Click yes to confirm

Add/Remove Programs

@ Are you sure you wank to remove Moafee YirusScan Enterprise from your computer?

Yes Mo
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