Cisco SYSTEMS

PRODUCT BULLETIN NO. 2501

USING TREND SERVERPROTECTS WITH CISCO
CALLMANAGER

PRODUCT OVERVIEW

Any Windows 2000 Server is recommended to havesyprotection and the Cisco CallManager is no exeepfTrend Micro’s SeverProtect5
is an Anti-Virus solution for the enterprise thétizes a centralized management server. This ehecu will go over the installation and
caveats involved with installing Trend on a CallMger Server. This document will not go into thet€aized IS server configuration.
Please follow Trends documentation for Server Itetan and configuration.

This paper provides a description of the Trend MgSeverProtect5 AntiVirus for use on Cisco Caliidger versions 3.3(x). The paper
describes the need for the product, a descriptidheoproduct and product features/functionality.

Trend Micro’s SeverProtect5 AntiVirus is an applioa that provides comprehensive antivirus scanféngervers, detecting and removing
viruses from files and compressed files in reaktiddministrators use a Windows-based consoledntralized management of virus
outbreaks, virus scanning, virus pattern file updanotifications, and remote installation.

CISCO SYSTEMS SUPPORT POLICY
Cisco makes no warranty or claims as to the acguvacompleteness of this document. FurthermoigdCSystems Technical Assistance
Center is not responsible for supporting this iraégd solution.

(Note: This statement is included in documentatiotil product passes IVT and coordinated suppadrt gace.)

CAVEATS
1. Thereis no need to turn off Virus scan during 4 Manager install. The supported version is hesasllon the server and this would need
to be done on the IS server. This eliminates semmeerability during the CM install.

2. There is no need for a reboot after install of 8dPvotect client

3. Major Virus Scans should only be scheduled duriog peak call hours, there is increased overhealdwbanning is occurring. Itis
recommended to scan only “incoming” files.

4. Server Protect must be installed prior to the ifatan of CSA.

5. Even though the compressed file size limit is 40B4fdr scanning, it is recommend to set the commessan size to 64mb, as it will
dramatically impact performance on huge comprefiked

6. For remote install of ServerProtect, both the RenRPC, and Remote Registry services are requirbd tanning.
REQUIRED CISCO AVVID HARDWARE AND SOFTWARE LEVELS

Cisco Hardware levels are not a concern of plesfee the hardware requirements section of the Tdarmdimentation. Below are the tested
CallManager software levels, please refer to tstebielow for all supported CallManager versions.

¢ Cisco CallManager Version 4.0(1)
¢ Cisco CallManager Version 3.3(x) or greater wittie CCM 3.3 version.

All contents are Copyright © 1992—-2004 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
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¢ Cisco CallManager Version 3.2(2c) or higher

INSTALLATION

Installing the Trend Micro’s SeverProtect5 client

To start the installation

1. Access the shared install folder that has beeneztem your ServerProtect5 IS server.

2. Execute the Setup.exe file. This will launch thstall wizard

39 D OB

CMagent Spntshare  _INST3ZIEX_  _ISDelexe _Setup.dl _swsl.cab

&)
L
|

smsS$
Setup.exe E %
Application

_sysl.hdr _userl.cab _userl.hdr  AgentClient.dll  BPMMT.OLL DATA. TAG
Modified: 10/2/1993 4:04 PM

Attributes: {normal)
datal.cab datal.hdr  ISMIF3Z.0LL lang.dat layaut. bin Ipkgwpn. 620
........ | %ﬁ. - !g

os.dat Readme.bxt  ResTaC.dl serial setup.bmp
ridrnbers, bk

Type: Appli

@ ;”‘ ;"' ;"' Size: 70,0}
SETUP.IMI setup.ins setup,iss setup. lid Setup, pdf sp535nt.zip
0 T I CY ™
L‘.DMT;-'.‘QL'.F\ cAnFEEE A crnimcbk sva ernminekes All TMFilkar cuoac FromeaFlE cuoc j
Type: Application Size: 70.0 KB 70,0 KB |4 Internet y
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3.

4,

Click next

welcome x|

Welcome to the ServerProtect +5.56 Setup program.
Thiz program will install ServerProtect +5.56 an pour
- computer.

It iz strongly recommended that you exit all \Windows programs
before minning thiz Setup program.

Click Cancel to guit Setup and then cloze any programs you
hawve running. Click Mest bo continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

|Inauthaorized reproduction or digtibution of this program, or ang
portion of it, may result in severe civil and criminal penalties, and
will be progecuted ta the marimum extent poszible under law.

Memt » I Cancel

Click Yes, This will initiate a Scan of the SensBoot Sector

Software License Agreement ﬂ

Pleaze read the following Licenze Agreement. Press the PAGE DOWH ke to zee
the rest of the agreement.

|NI:ITII:E: Trend Micro licenses its products waorldwide in accordance with certain terms il
and conditiohz. By breaking the s2al an the CD jacket in the Software packaage or

inztalling the product zenal number, Y'ou accepted a Trend Micro license agreement. &
courtesy copy of a representative Trend Micro Licenze Agreement iz included for

reference below. The language and termz of the actual Trend Micro license agreement

that vou accepted may vary. Uze of the Software shall be deemed to confirm v'our
agreement to the terms and conditions of the onginal Trend Micro license agreement you
accepted.

Trend Micra License Adgreement

IF+0U DO NOT AGREE TO THESE TERMS, LICEWSOR 15 UNWILLING TO LICEMSE
THE SOFTWARE TOY0U AND %00 MUST RETURM THE SOFTWARE [IMCLUDING
THE UMNOPEMED CD PACKAGE . *%WRITTEN MATERIALS AND PACKAGING] TO THE LI

Do pou accept all the terms of the preceding License Agreement? |F pou chooge Mo, Setup
will cloge. Toingtall ServerProtect «5.56, you must accept thiz agreement.

< Back Yes Mo |
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5. Once the boot sector scan is completed, Click OK

Software License Agreement El

Pleaze read the following Licenze Agreement. Prezs the PAGE DOWH key to zee
the rest af the agreement.

MOTICE: Trend Micro licenses ite products warldwide in accordance with certain terms ﬂ
and conditionz. By breaking the seal on the CD jacket in the Software package or

inztaling the product zenal number, *'ou accepted a Trend Micro license agreement. A
courtesy copn of A renresentative Trend bicm |icense doreement i incloded for

(EE= == Tnformation | pement
that you acce - Lr
agreement to ent poL
accepted. @ Boot sector scanning completed. Mo virus is Found,
Trend Micro |

(04
[F0u Dok - ICEMSE
THE SOFTw UDING

THE UMOPEMED CD PACKAGE . "WRITTEM MATERIALS AMD PACKAGIMNG] TO THE lI

Do you accept all the terms of the preceding Licenze Agreement? If you choose Mo, Setup
will close. Toingtall ServerProtect «5 56, you must accept thiz agreement.

¢ Back Yes Mo |

6. Enter your Name, Company and Serial Number andk Glixt

User Information X|

Pleaze enter pour name, the name of the comparny far whom pou
work, and the product serial number.

F arne: |administratnr

Wy COMpaRY: |u:isu:|:|

‘ Serial: |

< Back I MHest > I Caricel
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7. Under the "Select Components" screen, you ONant to check the one, "Install server as a SBretect normal server”, and make sure
the other two are un-selected. Click Next

Select Components i x|

Select the components that you want toinstall:

— ServerProtect Semer and destination folder
7 Install server as a ServerProtect Information Server

[t arming: &n nformation Server needz a Mormal Server to
pratect tzelf fram infection]

¥ Inztall server az a ServerProtect Mormal Server

b ACESProgram FileshTrendY\SProtect Browse. . |

— Management Congole and it destination falder

[~ Install Management Console ta local machine

C:AProgram Filesh Trend S Protect Browee., |
< Back I et » I Cancel |
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8. You will be prompted to enter the account whichntrevill use to connect from the IS server to updkes and engines. It is
recommended to leave the domain name blank anthadecal administrator's account and passwortiérfallowing boxes. This way, if
the user is for some reason removed from the dqrtferserver will still be updated and accessible.

Input Logon Information y _

Toinztall a Hormal Server or an Information S erver, you must
enter the administrator account information of the target server.
SemverProtect will run az this administrator account for nebwaork
connection purpozes.

— Logon Infarmation

Diamain name: |

Idzer name: Iadministratl:lr
Pazzword: I“““““
Comfirmn Pagsward: |°‘“°"1

< Back I MHewt = I Cancel

9. You will be prompted to create a directory, Clicksy

X

@ Path Y TREMDYCH\Program Filesh Trend)SProtect does nok exist, Do you want to create

ity
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10. Under the label "Information Server:" there will g¢ext box. Enter your ServerProtect IS servereydor IP address) AND CLICK ON
FIND SERVER. If you hit "enter", you will be uniraling, and starting over

ServerProtect Installation Path Selection

& ServerProtect Maormal Server needs to repart to an
[nformation Server. Please select one Information Serser

from the tree. Y'ou can aleo create a new domain by clicking
the "Mew Domain:.." button,

Information Server;

Fird Server.. |

[ e Liammai

< Back | A F=E Cancel |
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11. The IS server name or IP address will appear iufiper text list. Double-click on it

ServerProtect Installation Path Selection i’ L

Ei'

A& ServerProtect Mormal Server needs to repaort to an
|nformation Server. Please zelect one Information Server
from the tree. You can alzo create & new domain by clicking
the "Mew Domain..." button,

I}
2

Infarmation Server:

10.89.65.1597
Hew Domain... |
< Back | Mt | Cancel |

12. It will prompt you for a password, enter the passh&et up on you IS Server.

Input ServerProtect Information Server

Enter ServerProtect Information Server

passwnr.d to add thiz Mormal Server to the

Information Server.

Cancel |

Cisco Internal Use Only
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13. It will then prompt for a Domain/group to put therger in. Choose and Click next

ServerProtect Installation Path Selection i

& ServerProtect Mormal Server needs to repart toan
Information Server. Flease select one [nformation Server
from the tree. You can alzo create a new domain by chicking
the "M ew Domain...'" butkon,

=B 108385197 -
Arner
Buildgroup
Callmanager
Ccmlab
Ccmlab-eng
Comlab-unity
Cizoo_eng
Drefault
Eng_texaz
San_joze
Sdf

Calsiiierralahk

Information Server:

|1 0.83.65.137 Find Server... |

[ e L mmaity

< Back | M et = | Cancel |
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14. Installation is ready to begin, Click Next

Start Copying Files ] P

Setup haz enough infarmation to stark copying the program files.
[y want torewiew ar change any 2ettings, click Back. [ pou
are zatizfied with the zettingz, click Mest to begin copying files.

Current Settings:

|lzer adminiztrator ;I
Company:cizco

Sefial numberAPEE-3959-9844-8581-4072

Installing a ServerFrotect Mormal Server

ServerProtect path: 3\ TREMDSCEPragram Filesh T rend 5Pz

=
1 |

< Back I [ et » I Cancel |

15. There maybe an error message about a servicengtattis is a bug and can be ignored

& The service cannok be started

16. Click F

Cisco Internal Use Only
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17. inish when completed, a reboot is not necessary.

Setup Complete

Setup has finished installing ServerProtect 556 on wour
compuker.

Setup can launch the Read Me file and ServerProtect +5.56.
Chooze the optionsz pou want below,

V¥ | weant to views the README file}

Click Finish to complete Setup.

¢ Back I Finizh I

Cisco Internal Use Only
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UN-INSTALLATION
Trend ServerProtect5 can be removed from the sémeeigh the add/remove programs.

ER Add/Remove Programs =10 x|

Currently installed programs: Sork I:uy:l Mame ;I
ﬁ! Cisco CallManager Size 302ME ;I
<& DC Directory Size 14, 1ME
[ Director Size: &2, 7ME

i Intel(R) PRO Ethernet Adapter and Software
@ Microsaft S0L Server 2000 Size 110ME
B ServerProtect Normal Server

Click here For suppork information,

To chang ram or ve it From your
computer, anneiRe . Change/Remaowve

i SCL2000Wrapper Size 417MB

| |E| Computer Graphic  UrlScan 2.5

ﬁ! windows 2000 Hotfix - KES23559

ﬁ! windows 2000 Hotfix - KES23980

ﬁ_,!;! Windows 2000 HotFix (Special Release) [See Q282754 Far
more information] _I
-

Close |

FOR MORE INFORMATION
For more information about using McAfee VirusScardfprise 7.0 and 7.1 with Cisco CallManager, visit

http://www.cisco.com/univercd/cc/td/doc/productivmic_callmg/ccmcomp.htm

For more information on Cisco CallManager pleasé vi

http://www.cisco.com/univercd/cc/td/doc/productiumic_callmg/ccmcomp.htm
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