Cisco SYSTEMS

APPLICATION NOTE

USING MCAFEE VIRUSSCAN ENTERPRISE 8.0l
WITH CISCO CALLMANAGER

Cisco Systems ° does not formally certify antivirus products with Cisco ° CallManager software. However, the company
recognizes that in today’s environment any Windows 2000 server needs virus protection, and the Cisco C  allManager is
no exception. Cisco has verified McAfee VirusScan E  nterprise 8.0i with Cisco CallManager under heavy t  raffic loads. The
Cisco Technical Assistance Center (TAC) supports Ci  sco CallManager installation with McAfee VirusScan Enterprise 8.0i.

Although the installation and configurationMtAfee VirusScan Enterprise very easy, a few important steps need to bentakhis document
provides information about the installation andfeguration of McAfee VirusScan Enterprise 8.0i ois& CallManager platforms based on
Cisco’s experience in company labs and commenis fnastomers who have successfully implemented iamigoftware.

INSTALLATION
Installation is pretty straight forward. During timstallation process, you will select a “Typicattallation”.

1. Insert the disk. The following splash screen wéldisplayed (Figure 1).

Figure 1. McAfee Multi-Tier Anti-Virus Version 8.0i
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2. Select VirusScan v8.0i for WinNT/2K/XP (Figure 2).

Figure 2. Selecting VirusScan v8.01 for Win NT/2K/XP
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3. Now click Install VirusScan v8.0i (Figure 3).

Figure 3. Installing McAfee VirusScan

Multi-Tier Anti-¥Yirus

Y McAfee

m Multi-Tier Anti-Virus v8.0i
Install Virusscan v8.0i
Product Guide
Configuration Guide for ¢PO 3.x
Downloads
Quick Reference Card
Open folder for VirusScan NAP files

Release Motes
Install Adobe Acrobat Reader

www.meafes.com

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 2 of 17



4. When the process begins you will see the screenrsimFigure 4.

Figure 4. Recompose Screen

5. On the User Agreement screen, click Next (Figure 5)

Figure 5. McAfee VirusScan Enterprise Setup
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6. Read the License Agreement. Choose the propeiskcexpiry type and country. Choose the radio buticaccept the terms and click OK
(Figure 6).

Figure 6. License Agreement

7. Select Typical for the Setup type and click Nexg(ffe 7).

Figure 7. Setup Type

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 4 of 17



8. Click Install to start installation (Figures 8 aagd

Figure 8. Installation Confirmation

Figure 9. Installation Progress

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 5 of 17



9. Uncheck the Update Now and Run On-Demand Scan b@kese should be completed after the configuratihick Finish (Figure 10).

Figure 10. Installation Completion Screen

CONFIGURATION

For normal operation on Cisco CallManager, moghefdefault settings for McAfee VirusScan EntemB0i are fine. However, the default setting
for the maximum CPU usage and the heuristics mushlanged, the Script-Scan option must be disabledithe trace files directory needs to be
excluded.

The next section describes this process.

Configuring Maximum CPU Usage and Heuristics
1. Right click the McAfee VirusScan icon in the Syst&may and choose VirusScan Console. (Figure 11).

Figure 11. VirusScan System Tray
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2. Inthe VirusScan Console window, right click ScahPixed Disks and choose Properties. (Figure 12).

Figure 12. VirusScan Console

3. Left click the Advanced tab.

4. Move the CPU Utilization slider from 100% to 10%daaiso uncheck both Heuristics (Figure 13).

Figure 13. VirusScan On-Demand Scan Properties
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Disabling Script-Scan
5. Inthe VirusScan console, right click On-Accessr®ea and choose Properties (Figure 14).

Figure 14. VirusScan Console
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Figure 15. On-Access Scan Properties
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6. Now left click the Script Scan tab and then unchisekEnable Script Scan (Figure 16).

Figure 16. ScriptScan Properties

7. Click Apply.

8. Click Ok.
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Configuring the Exclusions for Cisco CallManager
9. Now open the VirusScan Console and right click 3didrixed Disks and choose Properties and go teEt&n (Figure 17).

Figure 17. ScanAll Fixed Disks Properties

10. Now click the Exclusion button and then left clitldd (Figure 18).

Figure 18. Set Exclusions
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11. In the Add Exclusion Item screen, add the C:\Prnogi&€isco\Trace directory for the Cisco Trace (Fégl®).

Figure 19. Add Exclusion Item Screen

Third-Party Caveat
If the server is running any third-party applicasothese programs may need to be excluded froormggato avoid any performance problems.
Customization of file scanning should be lookedrat per-server basis to determine what configumatieets the customer’s needs.

Possible Negative Impact on the Server of Scheduled File Scanning

The protection McAfee VirusScan Enterprise 8.0eddfby running in the background and scheduledééaning of the entire directory structure
are different processes. Scheduled file scanningrig processor-intensive, potentially impactintj peocessing if this occurred during high-
volume traffic. Therefore, it is critical to schdda complete file scan only during the middleha# hight or other nonpeak time schedules.

Disabling Antivirus Software during Cisco CallManag er Installations and Upgrades

During an installation or upgrade of Cisco CallMgeil you will be prompted to disable antivirus sa@lite prior to continuing. This is done by right
clicking the McAfee icon in the task bar and disadplthe virus scan software.
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UNINSTALL
McAfee VirusScan Enterprise 8.0i can be uninstalisithg the normal Windows 2000 software uninstedicpdure.

1. Open the Control Panel (Figure 20).

Figure 20. Opening Control Panel
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2. Choose Add/Remove Programs (Figure 21).

Figure 21. Control Panel
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3. Click the Remove button on McAfee VirusScan Entieg(Figure 22).

Figure 22. Removing McAfee VirusScan Enterprise

4. Click Yes to confirm (Figure 23).

Figure 23. Add/Remove Conformation Dialog Box

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 15 of 17



Corporate Headquarters European Headquarters Americas Headquarters Asia Pacific Headquarters

Cisco Systems, Inc. Cisco Systems International BV Cisco Systems, Inc. Cisco Systems, Inc.
170 West Tasman Drive Haarlerbergpark 170 West Tasman Drive 168 Robinson Road
San Jose, CA 95134-1706 Haarlerbergweg 13-19 San Jose, CA 95134-1706 #28-01 Capital Tower
USA 1101 CH Amsterdam USA Singapore 068912
WWW.CiSCO.com The Netherlands WWW.CiSCO.com WWW.CiSCO.com
Tel: 408 526-4000 WWW-europe.cisco.com Tel: 408 526-7660 Tel: +65 6317 7777
800 553-NETS (6387) Tel: 31 0 20 357 1000 Fax: 408 527-0883 Fax: +65 6317 7799
Fax: 408 526-4100 Fax: 31 0 20 357 1100

Cisco Systems has more than 200 offices in thewatig countries and regions. Addresses, phone nispard fax numbers are listed on
the Cisco Website at www.cisco.com/go/offices

Argentina ¢ Australia ¢ Austria ¢ Belgium ¢ Braal Bulgaria « Canada ¢ Chile » China PRC « Colombi€osta Rica ¢ Croatia * Cyprus

Czech Republic « Denmark ¢ Dubai, UAE « Finlandrarice « Germany ¢ Greece » Hong Kong SAR « Hungdngia « Indonesia ¢ Ireland « Israel

Italy « Japan ¢ Korea ¢ Luxembourg ¢ Malaysia * lexs The Netherlands « New Zealand ¢ Norway ¢ PeRhilippines ¢ Poland ¢ Portugal

Puerto Rico « Romania * Russia * Saudi Arabia 4/8od ¢ Singapore ¢ Slovakia * Slovenia ¢ Southigsfre Spain * Sweden « Switzerland « Taiwan
Thailand » Turkey ¢ Ukraine « United Kingdom « Usit States « Venezuela ¢ Vietham ¢ Zimbabwe

Copyright 2005 Cisco Systems, Inc. All rights reserved. CCSP, GAGMPCisco Square Bridge logo, Follow Me Browsing, andkS¥se are trademarks of Cisco Systems, Inc.;
Changing the Way We Work, Live, Play, and Learn, anaidi) Study are service marks of Cisco Systems, Inc.Amoess Registrar, Aironet, ASIST, BPX, Catalyst, GCQCDP,
CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco Certifiecetnetwork Expert logo, Cisco I0S, Cisco Press, Cisco Bgst€isco Systems Capital, the Cisco Systems logo, Cisity,
Empowering the Internet Generation, Enterprise/SolvimerEhannel, EtherFast, EtherSwitch, Fast Step, FuaneSGigaDrive, GigaStack, HomeLink, Internet Quotid8s, IP/TV, iQ
Expertise, the iQ logo, iQ Net Readiness Scorecard, Sigkam, Linksys, MeetingPlace, MGX, the Networkers ldgetworking Academy, Network Registrdacket PIX, Post-
Routing, Pre-Routing, ProConnect, RateMUX, ScriptShalideCast, SMARTnet, StrataView Plus, TeleRouter, Fastest Way to Increase Your Internet Quotient, andsRath are
registered trademarks of Cisco Systems, Inc. and/offitate$ in the United States and certain other coemtri

All other trademarks mentioned in this document or Webséete property of their respective owners. The use ofvtire partner does not imply a partnership relationship between
Cisco and any other company. (0502R) 205330.A_ETMG_JQ_7.05

Printed in the USA



© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 17 of 17



