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Cisco Network Admission Control: Keeping the Unified
Communications Environment Secure

Overview

The Cisco® NAC is an easily deployed Network Admission Control solution that uses the network
infrastructure to enforce security policy compliance on all devices seeking to access network
computing resources. With Cisco NAC, network administrators can authenticate, authorize,
evaluate, and remediate wired, wireless, and remote users (either managed, such as an employee,
or unmanaged, such as a guest) and their machines prior to network access. NAC identifies
whether networked headless devices such as access points or IP phones are compliant with your
network’s security policies before permitting access to the network.

Securing Unified Communications

Cisco NAC secures the customer’s unified communications infrastructure by making sure that end
users are authenticated and end clients are compliant and secure, and conform to the
organization’s security policy. For example, NAC can require that the only endpoints that access
the network are corporate assets (such as laptops) that are up to the latest patch level; this way,
only secure and complaint endpoints will have full access to the network. If an endpoint is
noncompliant, it will be placed into quarantine, with limited access to the network.

Cisco NAC can make sure that guest users or noncorporate PCs cannot run soft phones on their
laptops. This reserves full access to the network for employees who are running soft phones using
corporate end clients, which in turn enhances network security and prevents scenarios such as
distributed denial of service (DDoS) attacks.

Organizations can use Cisco NAC Profiler to maintain a real-time, contextual inventory of all
devices (e.g., IP phones, hard phones, access points) in a network. Changes in the endpoint
environment are dynamically detected and fixed if necessary. For example, if a device is doing
something on the network that is inconsistent with its profiled device type (such as a spoofed IP
phone MAC address), the device can be reprovisioned for a more appropriate role.

NAC Solution

The Cisco NAC solution consists of the NAC Appliance Manager, NAC Appliance Server, and an
optional NAC Agent (full or temporal). Cisco NAC Appliance Manager handles all the configuration
and administrative work. Cisco NAC Appliance Server is the enforcement device located behind the
Cisco ASA 5500 Series Adaptive Security Appliance, the Cisco 3000 Series VPN Concentrator, or
the Cisco Wireless LAN Controller, or in the access layer, distribution/core layer, or remote branch
offices. Managed users (e.g., employees) will have a full Cisco NAC Agent on end clients; guests
use the temporal Cisco NAC Agent.

NAC Agent

The Cisco NAC Agent can check the end client for registration, application, file, and service
information, to provide a fine-grained posture assessment. Areas include corporate asset checks,
antivirus and antispyware checks, Microsoft hot fixes, soft phone service, or application checks. A
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full agent (for managed users) with posture assessment also provides built-in remediation; a

temporal agent (for guest users) can perform posture assessment.

NAC Deployment Modes

The Cisco NAC Appliance offers the broadest array of deployment modes to fit into any customer
network. Customers can deploy the product as a virtual or real IP gateway, at the edge or centrally,
with Layer 2 or Layer 3 client access, and in-band or out-of-band with network traffic (Table 1).

Table 1. Cisco NAC Appliance Deployment Options

Deployment Mode Options
Passing Traffic Mode ® Virtual gateway (bridged mode)
® Real IP gateway/NAT gateway (routed mode)
Physical Deployment ® Edge
Mode ® Central
Client Access Mode ® | ayer 2 (client is adjacent to NAC Server)

® |ayer 3 (client is multiple hops from NAC Server)

Traffic Flow Mode ® |n-band (NAC Server is always inline with user traffic)

® Out-of-band (NAC Server is inline only during authentication, posture assessment, and
remediation)

Figure 1 is a logical diagram of the Cisco NAC Appliance in an in-band deployment. This
configuration works with any 802.11 wireless access point, including Cisco Aironet® access points.
The in-band mode is also the preferred deployment mode for VPN traffic.

Figure 1.  Cisco NAC Appliance Architecture in In-Band Mode
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Figure 2 is a logical diagram of the Cisco NAC Appliance in out-of-band deployment mode. In this
mode, the Cisco NAC Server is in-band only during the process of authentication, posture
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assessment, and remediation. Once a user’s device has successfully logged on, its traffic traverses

the switch port directly.

Figure 2.  Cisco NAC Appliance Architecture in Out-of-Band Mode
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NAC Profiler

Cisco NAC Profiler enables network administrators to keep a real-time, contextual inventory of all
devices in a network. It facilitates the deployment and management of Cisco NAC systems by
discovering and tracking the location and type of all LAN-attached endpoints, including those that
are not capable of authenticating. Cisco NAC also uses the information about the device to
determine the correct policies to apply.

Device Inventory and Classification

Cisco NAC Profiler generates an automated inventory of all endpoints, including those known to be
nonresponsive hosts (IP phones, access points, etc.), and automatically populates them into the
Cisco NAC Appliance Manager Filters List. In addition to the endpoints’ MAC addresses, Cisco
NAC Profiler indicates the device type (such as a network printer, IP phone, uninterruptible power
supply [UPS], HVAC sensor, or wireless access point), which in turn defines the appropriate level
of access for that endpoint.

Continuous, Real-Time Endpoint Monitoring

Cisco NAC Profiler performs its function continually, thus maintaining both real-time and historical
information about the endpoints in the environment. History is maintained on each endpoint such
that the system provides a summary view listing that includes which device types have been
recorded for an endpoint, the addresses it has used, and where it has been connected to the
network.
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Automated Reprovisioning of Devices

With Cisco NAC Profiler, changes in the endpoint environment are dynamically detected and
automatically corrected in the Filters List. For example, if a network printer is moved and connected
to a new port, the Filters List will be dynamically updated. This feature also enhances security. For
example, if a device is doing something on the network that is inconsistent with its profiled device
type, Cisco NAC Profiler will notify the Cisco NAC Appliance to remove the suspect endpoint from
the Filters List or reprovision a more appropriate role for that endpoint.

Tight Integration with Cisco NAC Appliance Manager

Cisco NAC Profiler directly presents its data to the Cisco NAC Appliance Manager through the
Appliance Manager’s API. This data can include an endpoint’s address, location, behavior, or
history, giving NAC administrators significantly more insight into the current state of endpoints while
substantially reducing the management burden.

Figure 3 is a logical diagram of how the Cisco NAC Profiler Server and NAC Profiler Collector
application work with a Cisco NAC Appliance deployment.

Figure 3.  Cisco NAC Profiler in a Cisco NAC Appliance Deployment
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1. The NAC Profiler Collector application collects the relevant data and consolidates the
information to send to the NAC Profiler Server.

2. The Profiler Server aggregates all of the information from the Profiler Collectors and maintains
a database of all network-attached endpoints (IP phones, printers, badge readers, modalities,
etc.).

3. The Profiler Server continuously maintains the Filters List using the NAC Appliance Manager
API and provisions the appropriate access decisions (allow, deny, check, role, or ignore).

4. The Profiler Collector application continuously monitors behavior of profiled devices (to prevent
spoofing) and updates the Profiler Server.

Summary

Cisco NAC can secure Cisco Unified Communications environment and protect the underlying data
network by making sure that only compliant devices get onto the network and by monitoring
headless devices to make sure that they don't exhibit inconsistent behavior as compared to their
profiled device type.
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