


component you want from a configuration
table, and its image is highlighted instantly in
the fabric topology map.

The Fabric Manager also can readily push
new software images out onto one or a group
of switches.And we confirmed that new code
could be loaded and activated under full
operational load N without dropping a bit.

The 9509 brings a smorgasbord of features to
the table.

Consider the capabilities offered for Fibre
Channel diagnostics.The 9509 includes a built-
in protocol analyzer, driven from the CLI, for
control traffic, which is very effective for
diagnosing Fibre Channel issues.

Cisco also supports a mirrored-port capability
to which frames between any two ports in the
fabric can be replicated, without disrupting
ongoing traffic. Fibre Channel frames can be
encapsulated into Ethernet frames, using the
Cisco Port Analyzer Adapter, and captured in
@ibpcap@ormat N a popular format for storing
packet traffic. The resulting dump can be
analyzed within Ethereal, a popular open
source analyzer application, for which Cisco
has developed a Fibre Channel decode plug-in.

Cisco also offers its proprietary storage
equivalent to virtual LANs (VLAN) N VSANS.
VSANs separate groups of ports into discrete
Quirtual fabricsQup to 1,000 per switch. This
isolates each VSAN group from the disruptive
effects of fabric reconvergence that may occur
in another VSAN.And, as with VLANS, routing is
used to forward frames between initiator and
target (SAN source and destination) pairs in
different VSANS.

Cisco has integrated VLANs and VSANS effec-
tively: The IP Storage Services Module, which
extends the SAN fabric into an IP network,can
map 802.11q VLAN tags to VSAN identifiers.

Cisco also offers an effective QoS solution
that uses a traffic-distribution algorithm and
four output queues. Three queues are
assignable by the user for prioritizing traffic,
while the fourth queue is reserved for Fibre
Channel control traffic.

Storage virtualization is a buzzword in the
SAN industry that implies storage volume
management, mirroring and replication across
physical locations, which is transparent to
users and applications. Cisco offers two
specialized module options that support these
virtualization functions: The Advanced
Services Module, produced jointly with \eritas
Software, and the Caching Services Module
(CSM), co-developed with IBM.

Users seeking as close to wire-speed
performance as they can get, under maximum
load on all ports, will want to use only the 16-
port modules in the 9509. That® because the
32-port modules introduce over-subscription
N a SAN euphemism for bottlenecks, a
condition Cisco documents.

[@®) How We Did It

provided port-by-port results.
Channel cards.

applying less than maximum loads.
operation.

module while traffic was passing.

pirent Communications provided all the performance testing equipment we used. We
employed five SmartBits SMB-6000B chassis, fully populated with FBC-3602A 1G and
2G-hit/sec Fibre Channel modules. Spirent's SmartFabric test application, Version 1.31,

Cisco submitted an MDS 9509 switch populated with two DS-X9530-SF1-K9 Supervisor 1
cards running firmware Version 1.3(3) and seven DS-X9016, 16-port 1G and 2G bit/sec Fibre

All tests were run for 30 seconds using small (60-byte) and large (2,148-byte) frames at
100% load and were repeated several times to note variability. Latency was measured while

With the high-stress, full-mesh throughput test, we configured the 112 SmartBits ports to
send frames to, and receive from, each other port.
In the reboot, we cut off and restored power to see how quickly it could resume normal

To test non-disruptive code load, we did a full-mesh test of large frames across all 112
ports. A code load sequence was initiated and completed while the traffic flows continued.
A fabric failure was simulated during a full-mesh test by removing the active Supervisor

We ran the switch through both torturous
and more typically realistic tests, all at 100%
offered load. It performed nearly flawlessly N
that is, delivering theoretical maximum
throughput N except for a few worst-case load
scenarios. For example, in the full-mesh test
with a very small frame size N an absolutely
worst-case scenario N the switch dropped to
54% of theoretical line rate. However, through
every test, even with congestion, the switch
maintained fair and evenly distributed
throughput.We noted too that, in the absence
of congestion, latency N the time it takes
frames to move through the switch N ranged
from 10 microsec to 250 microsec, depending
on frame size.This is a normal and acceptable
range, given variable-length frames traversing
one or more modules and the internal
switching fabric.

The 9509 also has a link-aggregation feature.
We built a @ort channelOCisco® term for a
group of aggregated ISLs connecting two
9509s, and we saw no degradation in
throughput across the aggregated switch-to-
switch trunk links,compared to the same load
sent between ports on one switch. When we
failed one of the ISLs in a trunk group, the
switches dutifully reallocated streams from the
failed link to the others in the group. The total
time for this reconvergence, where throughput
on affected streams is temporarily halted but
no data was lost,was 115 millisec.

To abuse the switch, we pulled the active
supervisor module and tried upgrading the
software with all 112 ports transferring SAN
traffic over 12,432 unique flows. Neither
condition had any degrading effect on
throughput performance because of the
failover redundancy of the two supervisors.
Boot time after a power failure was a very
respectable 2 minutes, 32 seconds.

Cisco also provides an abundance of
security features for its management and the

SAN fabric. With the use of a RADIUS or
Tacacs+ authentication servers, administrators
can be assigned very tailorable access and
configuration rights.

Additionally, IP-based Access Control Lists
can be applied to management access,
whether the administrator is accessing via an
Ethernet management interface (out-of-band)
or from another switch using IP over Fibre
Channel (in-band).

What® more, all management traffic is
encrypted N using SNMPv3 for the GUI,
Secure Shell for the CLI and secure file transfer
for moving files to and from the supervisor.

The SAN fabric itself is secured through
hardware-enforced zoning,which is performed
at ingress, read-only zones, fixed port types and
device authentication via the Fibre Channel
Security Protocol.

The 9505 is a powerful director-class SAN
switch that sets a high bar for the industry in
terms of features and management. While we
can®call it perfect, we can say it®the one the
competition has to beat.
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can be reached at rbirdsall@miercom.com and
ed@mier.com, respectively.
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