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CISCOWORKS LAN MANAGEMENT SOLUTION 2.5

PRODUCT OVERVIEW

CiscoWorks LAN Management Solution (LMS) providhe integrated management tools needed to simpihconfiguration, administration,
monitoring, and troubleshooting of CiSaetworks. It provides IT organizations an integdasystem for sharing device information across
management applications, automation of device mamagt tasks, visibility into the health and caggbdf the network, and identification and
localization of network trouble. By using commomtalized systems and network-inventory knowledgjiscoWorks LMS delivers a unique
platform of cross-functional management capabditteat reduces network administration overheadpaoddes upper-layer systems integration.

CiscoWorks LMS 2.5 includes:

¢ CiscoWorks Device Fault Manager (DFM) 2.0

¢ CiscoWorks Campus Manager 4.0

« CiscoWorks Resource Manager Essentials (RME) 4.0
« CiscoWorks Internetwork Performance Monitor (IPM§ 2
e CiscoWorks Common Services 3.0 with CiscoView 6.1

CiscoWorks LMS is part of the CiscoWorks Familyppbducts that provide comprehensive network-managésolutions to improve IT
organizational effectiveness through task automasonplification, and integration. Other CiscoWskroducts include the CiscoWorks IP
Telephony Environment Monitor (ITEM) for helpingsime the readiness and manageability of convergtuonks that support voice over IP
(VolP) and IP telephony traffic and applicatiortse CiscoWorks VPN/Security Management Solution (\M&®viding an integrated set of Web-
based applications that assist in the deploymeahaonitoring of VPN and security devices; and tliec@Works Wireless LAN Solution Engine
that helps enable advanced wireless access palmadio management.

KEY FEATURES AND BENEFITS

The CiscoWorks LMS 2.5 release is an important stdlee in providing network-management tools forgdifying the configuration, performance
monitoring, and troubleshooting of CiSadevices in today’s enterprises. It introducesradredized system for sharing device informationoasr

all applications, improving manageability and aliogithe management system to more dynamically atijushanges. CiscoWorks LMS 2.5 also
offers a new lightweight desktop interface thailfiates rapid navigation between tools and that lsa modified to individual workflow needs.
CiscoWorks LMS 2.5 utilizes security informationimtained in Cisco Secure Access Control Server (A6Simplify the management of user
privileges. Cisco Secure ACS integration providegibility in defining user roles, and supports wex user views of specific devices, groups of
devices, or by geographic or logical network segsesignificant improvement in performance, sucimagithreading background tasks, has
reduced the time needed to deliver updates toaheank, as well as generate reports. Efficient f@slcessing and its shared database of managed
devices allow CiscoWorks LMS to be deployed intgéx networks.
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Figure 1. CiscoWorks Solutions
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CiscoWorks LMS is offered in two device license ralsd

» CiscoWorks LMS 2.5 Enterprise (restricted devicepsurt)—Designed for enterprise networks consisting0oto 300 Cisco devices per server

¢ CiscoWorks LMS 2.5 Large Enterprise (unrestrictedice support)—Designed for large enterprise netaodasisting of 300 to 1500 devices
per server

The applications offered in both models provideiegjent capability and features and simply limi¢ thumber of devices managed per server.
Offering two models of CiscoWorks LMS benefits @mers who want to invest in managing a smaller agtwoday, then as their network
grows they can easily upgrade their CiscoWorks UMéhse key to support more devices.

CiscoWorks LMS consists of operationally focusealga@apable of fault management, scalable topologwys, sophisticated configuration, Layer 2
and 3 path analysis, voice-supported path traceNWeérformance troubleshooting, end-station trackargl device troubleshooting. CiscoWorks
LMS is built on the CiscoWorks Common Services ngamaent infrastructure and foundation. This desagilifates operations workflow between
applications by linking data collection, monitorjrand analysis tools—all from a single desktop aayilbn. For example, a user complaint of slow
response time or a poor IP phone connection cayuio&ly diagnosed using CiscoWorks LMS Layer 2 paitis that automatically acquire user-
path information stored in one database, and lyghtievices on a topology map. Additionally, swittrouter configurations can then be quickly
examined to detect anomalies or the need for clsagmse actions may draw information from one orevapplications.

CiscoWorks LMS uses Internet standards to tie togdbest-in-class tools and to take advantageenf tpabilities through data- and task-
integration standards. Using the common informatmmuel (CIM) and Extensible Markup Language (XMthese industry standards for
data sharing allow CiscoWorks LMS a means of ektrgaata and using it with popular network-managetproducts.

Table 1 and 2 list the CiscoWorks LMS 2.5 applmasi, features, and benefits.
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Table 1. CiscoWorks LAN Management Solution 2.5 Applications

Applications

CiscoWorks Device Fault Manager
(DFM)

CiscoWorks Campus Manager

CiscoWorks Resource Manager
Essentials (RME)

CiscoWorks CiscoView

CiscoWorks Internetwork

Performance Monitor (IPM)

CiscoWorks Server

Description

Real-time fault detection, analysis, and reportisgng device knowledge and fault rules based on
Cisco best practices for each device.

A robust set of Layer 2 tools for device and cotinég discovery, detailed topology views, virtual
LAN/LAN Emulation (VLAN/LANE) and ATM configuration end-station tracking, Layer 2 and 3
path analysis, and IP phone user and path infoomati

Tools for managing Cisco devices using inventong device-change management, network-
configuration and software-image management, ndétweailability, and syslog analysis.

GUI providing back- and front-panel displays of @eg in a dynamic, color-coded graphical display.
Simplifies device-status monitoring, device-spectfomponent diagnostics, and application launching.

A network response-time and availability troublestir)g application. This tool empowers network
engineers to proactively troubleshoot network penémnce using real-time and historical reports.

Provides the infrastructure for a common managefesitop experience and services for securing
access to all CiscoWorks applications. Facilittedude a foundation for integrating with other @isc
and third-party applications.

Table 2. CiscoWorks LMS 2.5 Features and Benefits

Function

Offers intelligent, automatic
discovery of Cisco devices to
create topology views of the
network

Gives topology status indications

Component Description

CiscoWorks Campus The topology services discover Cisco devices atalilzde Layer 2 relationships
Manager to provide views of the Cisco network by ATM domaifi AN Trunking

Protocol (VTP) domain, LAN edge view, and a genéesler 2 view.

CiscoWorks Campushe topology maps indicate the discovery and Sirjgevork Management

Manager Protocol (SNMP) status of Cisco devices; these mafgzsare launching points

for other CiscoWorks applications.

Configures, manages, and monitor€iscoWorks Campus Campus Manager provides tools for creating, dedetaimd editing VLANS; it

VLAN and ATM services and
networks

Discovers end stations and IP

Manager provides ATM tools for displaying virtual circuigad for configuring soft

permanent virtual connections (SPVCs) and soft paent virtual paths (SPVPSs).

CiscoWorks Campus The user-tracking function correlates MAC address I address to switch port;

phones connected to switch ports Manager integration with Microsoft's PDC and Novell's ND®d provides the user ID for

and identifies user locations based
on user ID

even more efficient user location and tracking.
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Function

Traces Layer 2 and Layer 3
connectivity between two points
(such as devices, servers, or
phones) in the network

Intelligently analyzes fault
conditions, detecting problems
before they become network
disruptions

Interprets fault conditions at both
the device and VLAN levels

Offers detailed software and
hardware inventory reporting

Offers automated update engines
for device software and
configuration changes

Offers a consolidated
troubleshooting tools center

Offers centralized change-audit
logging

Offers graphical device
management

Provides network response and
availability information for WAN
networks

Provides application-access
security

Offers third-party integration tools
and interfaces like the Network
Management Integration Module
(NMIMm)

Component

CiscoWorks Campus
Manager

CiscoWorks Device
Fault Manager

CiscoWorks Device
Fault Manager

CiscoWorks
Resource Manager
Essentials

CiscoWorks
Resource Manager
Essentials

CiscoWorks
Resource Manager
Essentials

CiscoWorks
Resource Manager
Essentials

CiscoWorks
CiscoView

CiscoWorks
Internetwork
Performance Monitor

CiscoWorks Server

CiscoWorks Server

Description

The path-analysis tool performs path analysis fydr 2 and Layer 3 devices
using the device host name or IP address, and steswks on a map display,
in a table display, or in a trace display.

The automated fault detection recognizes commohbl@nas in networks without
forcing users to define their own rules sets, SNKB filters, or device-polling
intervals.

With the characteristics of over a 100 Cisco rauterd switches predefined, new
device support is easily added through Cisco.castdDevice Fault Manager
simplifies managing both Layer 2 and Layer 3 envinents.

CiscoWorks RME provides accurate Cisco product4ineey baseline
information, including memory, slots, software vens, and BootROMs needed
to make decisions about the network.

CiscoWorks RME allows software and configuratiomlaies to be sent to selected
devices on a scheduled basis; it reduces time madsénvolved in network
updates.

A wide collection of switch- and router-analysisiois accessible from a single
location; third-party applications can link to tto®l center.

A comprehensive change-monitoring log records usedsapplications that are
active on the network.

CiscoView displays a browser representation of €reuiter and switch devices,
color-coded to indicate operational states, witteas to configuration and
monitoring tools.

CiscoWorks IPM simplifies the identification of degs contributing to latency
and network delays and allows WAN managers to matiag effectiveness of
VolIP and quality of service (QoS) features impletadrin their networks.

Its management desktop conteas access to applications, helping ensure that
only appropriate classes of users can accesstta@ilshange network parameters
versus read-only tools.

The CiscoWorks Server simplifies\Web integration of third-party and other
Cisco management tools.
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SYSTEM REQUIREMENTS
Table 3 and 4 list CiscoWorks LMS 2.5 system regmignts.

Table 3. System Requirements—Server

Disk Space 80 GB

Hardware Single CPU 1 GHz or equivalent, SPARC Illi or x86

Memory 2 GB (CiscoWorks LMS 2.5 Enterprise) or 4 GB (LMS Rarge Enterprise)
Software Windows 2000 Server and Advanced Server with SP4

Windows Server 2003 Standard and Enterprise Edition
Solaris 2.8, 2.9
(English and Japanese)
Network Management CiscoWorks CiscoView with Network Management Intgm Module (NMIM) and Device Fault Manager

Solution (NMS)

) supports integration with Hewlett Packard OpenViégtwork Node Manager 6.4
Integration

IBM Tivoli NetView 7.1 and 7.1.4 are supported byriamic Contact Replication (DCR) and NMIM

Table 4. System Requirements—Client

Disk Space 1GB

Hardware Single CPU 1 GHz or equivalent, SPARC Illi or Wing®
Memory 512 MB

Software Windows 2000 Professional, Server and Enterprisecbe

Windows Server 2003 Standard and Enterprise Edition
Windows XP

Solaris 2.8, 2.9

(English and Japanese)

Windows—Internet Explorer 6.0 SP1, Netscape 7.1,iNé0Z.7
Solaris—Netscape 7.0, Mozilla 1.7

Java Plug-in 1.4.2_04 (CiscoWorks Campus Manageiraernetwork Performance Monitor only)
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ORDERING INFORMATION
CiscoWorks LMS 2.5 is available for purchase thitowegular Cisco sales and distribution channelddmade. To place an order, visit ti@sco
Ordering Home Page

CiscoWorks LMS licensing options are describechi;m €iscoWorks LMS product bulletin, viewed at:

http://www.cisco.com/en/US/products/sw/cscowork tsd_products_support_troubleshoot_and_alertb.ht

SERVICE AND SUPPORT

Cisco offers a wide range of services programs¢telarate customer success. These innovative ssrgiograms are delivered through a unique
combination of people, processes, tools, and partnesulting in high levels of customer satisfactiCisco services help you to protect your
network investment, optimize network operationg] prepare the network for new applications to exteetwork intelligence and the power of
your business. For more information about Ciscuises, se€isco Technical Support ServicesCisco Advanced Services

FOR MORE INFORMATION
For more information about the CiscoWorks LAN Maemagent Solution, visittp://www.cisco.com/go/Imsr contact your local Cisco account
representative, or send an e-mail to the Produckéfimg group atiscoworks@cisco.com
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