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About This Tutorial

* ldentify the need for real-time fault
management & analysis

* Describe the industry standard and
Cisco tools for device fault analysis

* Provide several important scenarios
for using DFM to manage device
faults

* Provide helpful install and
maintenance guidelines for system
administrators

* Provide links to helpful reference
documents on CiscoWorks, DFM, and
fault analysis
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About This Tutorial

The CiscoWorks Device Fault Manager (DFM) tutorial provides self-paced training focused on using DFM for
viewing device faults occurring in Cisco devices. DFM is available with the purchase of the CiscoWorks LAN
Management Solution (LMS) bundle. The LMS bundle is a suite of network management applications used
for configuring, administering, monitoring, and troubleshooting a Cisco-based network. It enables network
administrators to effectively manage their LAN and campus networks.

This tutorial will focus on how to use and administer DFM. More information on other CiscoWorks products
can be found in separate tutorials and is highlighted later in this chapter.

The tutorial is structured as a series of self-paced modules, or chapters, that conclude with self-administered
exercises. Also included as part of the tutorial is a helpful reference section containing links to technical
documents on component products, concepts, and terminology. The tutorial material is presented through
text, illustrations, hypertext links, and typical scenarios.

This tutorial is not intended to teach you how to manage or analyze faults in a network, but rather to introduce
you DFM, which will help you achieve these tasks.
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How the Tutorial Is Organized
ﬂ

Review the importance of network
Managing Device Faults in a management, the tools, and the data available
Cisco Network

Learn how DFM can help a user to detect and
DFM Features for Cisco analysis faults in a Cisco network
Device Fault Management

. Using an example, learn how DFM can help
Scenarios manage Cisco device faults

L . Review important system requirements, installation
System Administration guidelines, and system troubleshooting tools
Guidelines

A comprehensive set of links to information on
Helpful Links to Reference CiscoWorks and DFM
Material
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How This Tutorial Is Organized

The tutorial is divided into five chapters. Each chapter outlines its specific learning objectives, and concludes
with a series of self-assessment exercises based on the chapter objectives. The multiple-choice exercises
provide a means for you to assess your understanding of the material presented in a given chapter. A
summary of each chapter is listed below.

Chapter 1: Managing Device Faults in a Cisco Network

This chapter identifies the need for fault management and the many challenges related to managing and
analyzing the faults when they do occur. This chapter will first identify the need for fault management and
next formalize its definition before describing the challenges that make this area of network management so
difficult. Finally, the chapter will introduce DFM, the main CiscoWorks application used for fault management.

Chapter 2: Using DFM for Cisco Device Fault Management

This chapter discusses the key features of DFM in a manner that allows you to understand not only the
product as a whole, but any reason for the individual tasks necessary for using DFM. Before getting into the
specifics on how to use the various functions of DFM, the chapter discusses DFM architecture, to provide an
understanding of how all the components work together and interface with other tools. The roadmap to using
DFM is presented in a logical workflow showing how you would begin and continue to use DFM.
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Chapter 3: Scenarios

This chapter walks you through several scenarios to provide hands-on experience using DFM. The
scenarios begin with steps on how to get started, followed by day-to-day monitoring activities and
customized configurations. These scenarios will help to reinforce the information learned in Chapter 2.

Chapter 4: System Administration Guidelines

This chapter provides information about client and server requirements, software installation guidelines,
and tips for troubleshooting and avoiding common problems when using DFM. Detailed instructions on
installing the software can be found in the various product installation guides. A link to these installation
guides can be found in the references section (Chapter 5).

Chapter 5: References

This chapter contains a comprehensive list of additional product information, such as links to white papers
and documentation.

Chapter Questions and Answers
This section contains the answers to the questions that conclude each chapter.
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Chapter 1 Outline
ﬂ

* The Importance of Device Fault
Management

* What is Fault Management?
* Challenges to Managing Device Faults

e Introduction to CiscoWorks Device Fault
Manager
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Chapter 1 Outline

When asked to describe what network management is, many are quick to indicate that it is the ability to find
faults in the network. Though this is just one of the many faucets of network management, its importance is
obvious based on the response to the network management query. This chapter will first identify the need for
fault management and then formalize its definition before describing the challenges that can make this area
of network management so difficult. Finally, the chapter will introduce Cisco’s primary CiscoWorks
application used for managing faults in the network, Device Fault Manager or DFM.
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The Importance of Device Fault Management

Why can’t |
attach to the
corporate
server?

| can’t get
my e-mail

| can’t get to
the partner’s
web site

network
is slow!!

How would you begin to solve their problems? Where do you

start to look? How could tools help in this situation?
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The Importance of Device Fault Management

Looking at a typical day in the life of a network administrator readily highlights the need for fault
management. Although the server or other resource outside the management scope of the network
administrator can cause many of the issues that are blamed on the network, to the user it is always the
network’s fault.

Unfortunately, many of the complaints are real network problems, and finding the cause of them can be a
real challenge. Most notable among the challenges are where to start looking for the cause, and what to look
for.
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What is Fault Management?

The ability to:

* Quickly and easily detect, isolate,
and correct network faults:

— Monitor not only up and down status,
but also potential problems

— Provide valuable insight into the
relative health of a device and the
network

— Address problems before network
service degradation impacts users

* Minimize downtime and service
degradation!
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What is Fault Management?

With the need for fault management so easily recognized, it can be defined as the ability to quickly and easily
isolate, detect, and correct the conditions leading to undesirable network behavior. Typically, network
managers perform fault management activities after the problem has already occurred. Unfortunately, as will
be discussed in more detail later in this chapter, the presence of a problem doesn’t always indicate what the
actual cause is, resulting in a tremendous amount of effort and time on the part of the network administrator
to hunt down the culprit.

A better solution would be to employ fault management tools that proactively monitor the network for
indicators that the device or network is beginning to degrade. The network administrator would now know
exactly what to fix, avoiding costly network service degradation.

This sounds easy enough, so why is it so hard in practice? Before answering this question, let's first define
what a fault is.
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What Constitutes a Fault?

FAULT
Any condition that leads to unexpected or undesirable behavior

Characterized/detected by: Easier
Symptom

Need to determine Root Cause I More oficult

in order to correct:

Goal: Early fault detection. The earlier the symptoms are detected,
the sooner the fault condition can be isolated and corrected,

minimizing the impact to network service.
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What Constitutes a Fault?

In simple terms, a fault is any condition that leads to unexpected or undesirable behavior. Typically, the
altered behavior is fairly easy to detect (for example, poor response time). The resulting behavior of the fault
condition can be seen as a symptom of the fault, but may not directly point to the actual condition that caused
the fault. The real challenge of fault management is to isolate the root cause of the condition that leads to the
altered behavior. Like a doctor making a diagnosis, you look at the symptoms to try to locate the problem, but
unfortunately, many faults may exhibit the same symptoms (for example, long latency is a symptom that may
be caused by many different faults).

A primary goal of any fault management system is to detect the symptoms and isolate the condition early, to
allow for correction before network service degradation starts. We now begin to see one of the reasons why
fault management is so difficult; next, we will look at an example that further highlights the difficulties of
implementing a fault management solution.
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Challenges to Managing Device Faults
ﬂ

Symptom The XYZ application is exhibiting poor response time

Detection I Response time tests
SNMP trap from device indicating problem or error condition
Syslog message from device indicating problem or error condition
Irate user!

Possible Router port going up and down

Too many ACLs in router (slow processing)
Buffer allocation problems
High bandwidth due to backup

Isolation I The real challenge!

— Where to start looking?

— What fault could be causing the slow response?

— What MIB variable(s) must be polled to detect this fault?
— What is an acceptable range for the MIB variable(s)?

— What other conditions must also be occurring?

— How often to poll for this information?

Root Cause
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Challenges to Managing Device Faults

The following example is used to illustrate the challenges of performing fault management:

The XYZ application is experiencing poor response time. This is the symptom of the fault condition. The
symptom may have been discovered in many ways, including through periodic response time tests; through
SNMP trap or Syslog messages from a device in the path to the server, indicating some kind of problem; or
as in many cases, through a report from an upset user.

The network administrator now knows there is a problem, but does not know the cause. Possibilities the
network administrator might consider include a router port going up and down; too many ACLs in a router,
slowing down packet forwarding; buffer allocation problems; high bandwidth due to the backup application
running; or possibly a defective device.

So a problem has been detected, but not yet isolated. To isolate the problem, the network administrator must
answer some difficult questions, including:

* Where to start looking?

What fault could be causing the slow response?

What MIB variable(s) must be polled to detect this fault?
* What is an acceptable range for the MIB variable(s)?
What other conditions must also be occurring?

« How often to poll for this information?

This example should highlight the need for tools to assist in fault management. Many fault management tools
allow the network administrator to write rules to find various faults. However, the writing of these rules is
subject to the same questions the network administrator must answer when finding a fault in a reactive
manner. To write the rules, the network administrator would potentially need to have a design engineer’'s
knowledge about the devices on the network. Clearly, fault management is a difficult task.

DFM v2.0 Tutorial © 2005 Cisco Systems, Inc. Introduction 1-10
All rights reserved.



Introduction to CiscoWorks DFM

M DFM detects the symptoms or
unexpected conditions on a
Cisco device

M DFM automatically looks for a
range of common problems at
the device and VLAN level
without requiring users to write
rules or set polling or threshold
values

M DFM reports these conditions
as Alerts and can notify
network administrators of
these conditions
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Introduction to CiscoWorks DFM
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Traditionally, fault management applications have simply determined whether a device was up or down. With
the complexity of network infrastructure equipment in networks today, a device can be up but performing
badly, resulting in network performance degradation. Most fault managers therefore allow the network
administrator to selectively poll specific MIB variables to determine the overall health of a device. Doing so,
however, requires a great deal of knowledge to determine what constitutes a healthy device, and what MIB
variables to poll to determine its health. Further, many times a single MIB variable does not tell the whole
story; multiple variables in conjunction with events are required determine a particular health index.

DFM addresses these issues head-on by providing device-specific fault management out of the box. You
don’t have to write complex rules or spend vast amounts of time performing difficult configurations.
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Introduction to CiscoWorks DFM
A Quick Look at DFM Alerts

DFM comes pre-configured with built-in intelligence to determine the proper
operation of Cisco Devices and automatically provide actionable information
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A Quick Look at DFM Alerts

DFM has the built-in intelligence to determine what variables and events to look for to determine the health of
a Cisco device, without user intervention, for true fault management. DFM correlates events and determines
their importance so that the event viewer is not flooded with useless information. The events for a device is
aggregated together and the user can view the alerts easily for all devices in the DFM Alerts and Activities
window. For example, rather than reporting that all of the ports on a card are down, DFM reports only one
alert that there is a interface problem with the device. The user can then drill down into the alert and see the
events that the card is down.

Chapter 2 of this tutorial will provide a lot more details on the alerts, events, and notification methods
provided by DFM.
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Introduction to CiscoWorks DFM
Where to Find DFM

LAN Management
Solution
(LMS)

« DFM is available in the
CiscoWorks LMS solution
bundle

* LMS contains other
CiscoWorks applications
for Cisco device
configuration and
performance management

Internetwork
Performance Monitor

Device Fault
Manager

Campus Manager

Resource Manager
Essentials

®)
©)

CiscoWorks Common Services
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Where to Find Device Fault Manager (DFM)

DFM is available as one of several applications in the CiscoWorks LAN Management Solutions (LMS)
bundle. It cannot be purchased separately. To run DFM as a standalone application on a server would
require that you first install CiscoWorks Common Services. Common Services provides the web server,
security authentication, and GUI desktop interface for DFM and other CiscoWorks applications. The other
applications in the LMS bundle include:

» CiscoView—Graphical device management application; provides managers with browser access to
real-time device status and operational and configuration functions.

« Resource Manager Essentials (RME)—Provides network inventory, device change management,
network configuration, software image management, network availability, and Syslog analysis tools.

e Campus Manager (Campus)—Designed for managing Cisco powered switched networks, this
application includes Layer 2 device and connectivity discovery, workflow application server discovery
and management, detailed topology views, end-station tracking, Layer 2 and 3 path analysis tools, IP
phone location, and phone call tracing.

« Internetwork Performance Monitor (IPM) )—Configures and gathers performance statistics for IP SLAs
(Service Level Agreements) agents embedded in Cisco I0S devices. IP SLAs send synthetics test
traffic from the Cisco I0S devices to a target device. The test traffic is measured for network
latencies, errors, and jitter (voice and video traffic). IPM gathers these statistics for historical reports.
Test operations are available for upper layer protocols as well as voice and video.
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Introduction to CiscoWorks DFM

Devices Supported By DFM
ﬂ

* Support for numerous Cisco devices:
— Broadband Cable
— Content Networking
— DSL and LRE
— Interfaces and Modules
— Optical
— Routers
— Security and VPN
— Storage Networking
— Switches and Hubs
— Universal Gateways and Access Servers
— Voice and Telephony
— Wireless
— Third Party Servers

Go to URL:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/dfm/dev_sup/dfm2_0.htm
to view the complete supported device table for DFM 2.0
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Devices Supported by DFM

There are too many devices supported by DFM to list all of them here in this tutorial. To find out if a
particular device is supported by DFM, refer to the supported device table for DFM 2.0 found at:

http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/dfm/dev_sup/dfm2_0.htm
If the device is supported and DFM fails to display the device, then check one of the following:
« The SNMP server may not be set in the device.

« The SNMP credentials are incorrect. Verify that the device attributes are correct in the CiscoWorks
Device and Credential Repository (DCR). See User Guide for CiscoWorks Common Services for more
information.

« The management station cannot reach and successfully ping the device.
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Continue on to Chapter 2 to learn about the features of DFM for device fault management.
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